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Preface 

People have heen writing programs for electronie eomputers for more than 80 years, 
but there has hccn surprisingly little eonversation about how to design those programs 
or what good programs should look like. There has been eonsiderable discussion about 
software development processes sueh as agile development and about development 
tools sueh as debuggers, version eontrol systems, and test eoverage tools. There has 
also heen extensive analysis of programming techniques such as object-oriented pro­
gramming and functional programming, and of design patterns and algorithms. All of 
these discussions have been valuable, but the eore problem of software design is still 
largely untouched. David Pama,;' ela-.sie paper "On the Criteria to be used in Decom­
posing Systems into Modules" appeared in 1971. but the state of the art in software 
design ha,; not progressed much beyond that paper in the ensuing 45 years. 

The most fundamental problem in eomputer scienee is problem decomposition: 

how to take a eomplex problem and divide it up into pieces that ean be solved inde­
pendently. Problem decomposition is the central design task that programmers face 
every day. and yet. other than the work described here. I have not been able to identify 
a single dass in any university where problem decomposition is a central topic. We 
teach for lcxlJ>S and object-oriented programming. but not software design. 

In addition. there is a huge variation in quality and productivity among pmgram­
mt..-rs. but we have made little attempt to understand what makes the best programmers 
so much helter or to teach those skills in our ela,;ses. I have talked with several people I 

consider to he great programmers. but most of them had difficulty articulating specific 
techniques that give them their advantage. Many people �me that software design 
skill is an innate talent that cannot be taught. However, there is quite a bit of scientifie 
evideoce that oul'itanding performance in many fields is related more to high-quality 
practice than innate ability (see. for example. Talent is 0,1errated by Geoff Colvin). 

for many years these issues have perplexed and frustrated me. I have wondered 
whether software design ean he taught. and I have hypothesized that design skill is 

vii 



Preface -

what separaaes great propunen from awn,c �- I finally JI."\. MkJ thAI lhc oaty

way to answer dlClt ffaeMiom wu to ancmpl to lnCh a ,,iunc un w,ttv.an: dcsip.

The result is CS 190 at S1anlord URM:nity. la ti. dua I pul ftinh a 1et ol rnndples

of software dcltgn. Saudeats thcll work dlruulb a � of pru,n:b ll1 a..amtlalc and
practice the principlcL The dua ii tau,111 ill a faaluoft 11mtlar 1t1 a tnadtllunal ti.nal�
writing dus. In an E.nglilh dua. IIUdenll me u llcnll� pru1:n11 v.hcrc they wnle
a draft. get feedback. and thcll rewrite lO make impruwefflcall. In ('S ,�t. lllucbb
develop a substantial piece of 10ftware from ICl'lleh. We thcll Jl1 through OleMM
code reviews lO identify dcaian problema. and ........ rev aw thetr prt1,n·h ltl lb the
problems. Thia allow1 lludcnls to see bow thcil code cu be tmprtn,,:J hy arP)lll
destgn principlcL 

I have now taught the 10flware dcaip dua � uma, and lht• t-,uk b hued 
on the design principles thal emerged from the clua. Tbc prin&:tpb arc latrly htp
level and border on the philosophical ('1>cfinc ann uut of Qtllcn&:c .. ,. "'' tl l" hard
for students to undmtand the idea itl the abalrxl. SWdeab learn �t t,y .,,.,mn, code. 
making mistakes, and thcll seeing bow their millalu:a and the 111bacqucnt lt•C' n:lalc 
to the principles. 

At this point you may well be wonderin,: whll maka me lhtnk I .. "',.. a\\ tbc an­
swers about software destgn? To be honcsl. I don't. 1llCrC wac Ill> daw• on wiftware 
destgn when I learned to program, and I never hid a mcncor to teac:h me Jc:•tatn prtn­
ciples. At the time I learned to program, code revic,n wen: \'lftually ftllflelll"cnt. My 
ideas about 10ftware design come from pcnonai npcricncc wnttna and n-aJtn, c,idc. 
Over my career I have wrincn about 2'0,000 iinca of code tn a variety of ianJUA,CS­
l've worked on teams lhal creaacd thn:c opcn1tn1 ,y.aema from ICl'lleh. muittrk Ille 
and storage syslems, infrastrucuft toob such u ddlugcn, twutld 1y,�. and GUI 
toolkits, a scripting ianguagc, and imcrw:ttve edt&on for teat. dnwtnp. prncntahon•.
and inlegrated circuits. A\ong the way l'\'C npcrienccd ftBlhand the pruNcm• ur IIIIJC
�slems and eaperimcnted with vari0111 dcaign ICIChniqucs. In addition. I'� n:aJ a con•
siderab\e amount of code wrincn by other people, which ha npuacd me t,, a ..-ancty
of approaches, both good and hid . 

. Out of al\ of this eaperience, I've tried to Qll'lct common lhn:a&b. t-llh at-,u1
m1Stakes to avoid and ICIChniqucs to use. This book ii a rdlection of my carcncOI.:�:every prob\em �bed here is one thal I have npcrienccd pcnonaiiy. and C'o"CfY
sugge� 1Ciehn1que is one lhal I have used 1ucccufu\\y in my own coding.

� 

I don t eapect this book to be the final word on 10-- ..a-, . 1· ,_, 1hcrc. nw•.:: -an. m ,_ ... 
[f .

are vaiuable ICIChnaqw:s that I've missed, and some of my augations may nun ,,u1 10
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Preface 

be had ideas in the long run. However, I hope that the book will start a conversation 
ahout software design. Compare the ideas in this book with your own experiences and 

decide for yourself whether the approaches described here really do reduce software 
complexity. This book is an opinion piece, so some readers will disagree with some of 
my suggestions. If you do disagree, try to understand why. I'm interested in hearing 
about things that work for you, things that don't work, and any other ideas you may 
have ahout software design. I hope that the ensuing conversations will improve our 
collective understanding of software design. I will incorporate what I learn in future 
editions of this book. 

The hcst way to communicate with me aboot the book is to send email to the 
following address: 

software-design-booklgooglegroups .c011 

I'm interested in hearing specific feedback aboot the book. such as bugs or sugges­
tions for improvement, a,; well as general thoughts and experiences related to software 
design. I'm particularly interested in compelling examples that I can use in future edi­
tions of the book. The best examples illustrate an important design principle and are 
simple enough to explain in a paragraph or two. If you would like to see what other 
people are saying on the email address and participate in discussions, you can join the 
Google Group software-design-book. 

If for some reason the software-design-book Google Group should disappear 
in the future, search on the Weh for my home page; it will contain updated instructions 
for how to communicate aboot the book. Please don't send book-related email to my 
personal email address. 

I n.-commend that you take the suggestions in this book with a grain of salt. The 
ovl.-rall goal is to reduce complexity; this is more important than any particular prin­
ciple or idea you read hl.'TC. If you try an idea from this book and find that it doesn't 
actually reduce complexity, then don't feel ohligated to keep using it (but, do let me 
know ahout your experience; I'd like to get feedhack on what works and what doesn't). 

Many people have offered criticisms or made suggestions that improved the qual­
ity of the hook. The following people offered helpful comments on various drafts of 
the hook: Ahutalih Aghayev, Jeff Dean, Will Duquette, Sanjay Ghemawat. John Hart­
man, Brian Kernighan, James Koppel, Amy Ousterhout, Kay Ousterhout, Roh Pike, 
Partha Ranganathan, Daniel Rey, Keith Schwart,� and Alex Snaps. Christos Kozyrakis 
suggcsh.-d the lcnns "deep" and "shallow" for classes and interfaces, replacing previ­
ous lcrms "thick" and "thin", which were somewhat amhiguous. I am indebted to the 
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Preface 

students in CS 190; the process of reading their code and dilcuuing i1 wi1h lhcm hu 
helped to crystallize my lhoughts about design. 



Chapter 1 

Introduction 
(It's All About Complexity) 

Writing computer software is one of the purest creative activities in the history of 
the human race. Programmers aren't bound by practical limitations such as the laws 
of physics: we can create exciting virtual worlds with behaviors that could never exist 
in the real world. Programming doesn't require great physical skill or coordination, 
like ballet or basketball. All programming requires is a creative mind and the ability 
to organize your thoughts. If you can visuali7.e a system, you can probably implement 
it in a computer pmgram. 

This means that the greatest limitation in writing software is our ability to under­
stand the systems we arc creating. As a program evolves and acquires more features, it 
becomes complicated, with subtle dependencies between its components. Over time, 
complexity accumulates. and it becomes harder and harder for programmers to keep 
all of the relevant factors in their minds as they modify the system. This slows down 
development and leads to bugs, which slow development even more and add to its cost. 
Complexity increases inevitably over the life of any program. The larger the program. 
and the more people that work on it, the more difficult it is to manage complexity. 

Good development tools can help us deal with complexity, and many great tools 
have hecn created over the last several decades. But there is a limit to what we can do 
with tools alone. If we want to make it easier to write software. so that we can build 
more powerful systems more cheaply. we must find ways to make software simpler. 
Complexity will still increase over time. in spite of our best efforts, but simpler de­
signs allow us to build larger and more powerful systems before complexity becomes 
overwhelming. 

There arc two general approaches to fighting complexity. both of which will be 



lmroductioa --

dilcuucd in this book. TIie llnl ....... ii IO ti_.._ ..:•-r'c'"11) tt, makms cadt

simpler ud ffllff olwiouL For CJ ...... cc:,mpk.ld) ,.n hr anJuuJ tt, cit ....
special CalCI or .... idalliflen ia a (Y I HI • ,.. .. ,. 

The ICCOlld .......... Mapiellly � IO ctk.-U._ II. Ml lh.l P'1 .. UIIIMIICII
worltonalyalemwilhoulbei .. npoacd10alluf 11a«,mpk,11, aa,-.·c Thllappnia
ia caJled modular dtap. la DJCIIII•-... a IPfl•aff '"'*"' 1, Ja"kkd up i11o
modults. such u claael in ID object-oriclllOd ...... Thr muJu� a1c Jnapcd ID 
be reWMl) indq,endcnl .rf cadl Olbcr, 1U 1h11 a pru....,...... \'.'U '"•'- nn � modllt 
wilhoua having 10 undenlud die dccaill of Olbcr IIIUdub 

Because software is IO amlablc, IOftWlftl ....... a UllflllftUUUI llf\UII Iha 
spam the enlirc lifqclc of a IOft'1rR a)llml� lhn � '"'"'""c Jnasn Jifffflll 
from die claaign of phyaal lytlCffll Mdl • liuUdaap . .tup.. •• t,uJ,n H,�. 
softwareclaaign hu not alwayl been vicwed lhb •a). In die cAll) J.)• "' JI".,.. 
ming, design WU uflea coacalrlled II die beai•iat of a pr•Jtft:I. a, II lA ID odlcr 
engineering disciplinca.. TIie ca1rcme of lhn app.a-.h a. ,allcd ahc • .,,,,,talf lflOdtl. 
in which a project ia divided illlc> dilcffle pbaca such • ra,n�mca11,. Jcunuaoo. de· 
sign, coding. lating. ud mailllCIIUcc. la die Ytllllrfall IIIUlkl. ca:h Jlhat,c nimplcta 
before the ncxa phase ltlftl� ia maay caa clflaal people aft rcspun1,.1hk fur cadl 
phase. The Clllire a)llrm is -.ncd II oacc. dunq die ._.,n pha..: The Ja.ign II 
froi.en a, die end or thia phase. ud die role of die IUbacii•ICfll phacs ''" '" � uua and
implcmcna tbal claaign. 

-.. 

Unfortunalel), die walafall model nn:l) ...ta Yrell for IOft'1rR. St,n.·aR IYJ" 
lems are inlrinsicall) moR compla lhaa phy1ical l)lleml; h lan'a p..ahk 11, vi1U1lin 
the design for a larac software a)llrm well caoup 10 uadenl ud all of 111o amphnliom 
before building anything. As a n:aula. die initial daip will haw man) pn ,t,k:m\.. Theproblems do Dot become appll'Cna Ulllil � ia well undawa). HeM'CYCI',
� walerfall model is not sbUclured IO ICCOfflll.odalc major ..... dwn,n al thil
polDI (for example. die daMgnen ffll) have moved on IO Olbcr pn>�IL). Thu., de­
velopers try to pa&ch around die problems wilhou& chansi•I die ownll �i,n. Thi,
results in an explosion of compbia). 

Because or these iSSUCI, mosa software dcvc:lopmcat fl't)jsll Inda) mc an incrc·
mental approach such u agife dnitfo,-111, in wbicb die lnitial dcsip f e.:WIC$ llfl asmall subset or die overall r unctionalit). Thia sublet ia ._....., implcmcnac:d. andthen evaluated. Problems with die original -.. are dlM:ownd ud conccacd. then a few more fealW'CS are des'....-• . . 1e-o'""."', implemented and cvalualcd. Each hcnaion cxJ)OICSproblems wath lhe e:usttng design, which an: fixed before die ncxa Id of rcaaun:1,. is
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Introduction 

designed. By spreading out the design in this way. problems with the initial design can 

he fixed while the system is still small; later features henefit from experience gained 
during the implementation of earlier features, so they have fewer problems. 

The incremental approach works for softwure because software is malleable enough 

to allow significant design changes partway through implementation. In contrast, ma­
jor design changes ure much more challenging for physical systems: for example, it 

would not he practical to change the number of towers supponing a bridge in the mid­

dle of construction. 
Incremental development means that softwure design is never done. Design hap­

pens continuously over the life of a system: developers should always he thinking 

about design issues. Incremental development also means continuous redesign. The 
initial design for a system or component is almost never the hest one; experience in­

evitably shows heller ways lo do things. As a softwure developer, you should always be 
on the lookout for opportunities to improve the design of the system you ure working 
on. and you should plan on spending some fraction of your time on design improve­
ments. 

If soflwure developers should always he thinking about design issues, and reducing 
complexity is the most important element of softwure design, then soflwure develo� 
should always be thinking about complexity. This book is about how to use complexity 
to guide the design of software throughout its lifetime. 

This hook has two overall goals. The first is to descrihe the nature of soflwure com­
plexity: what docs "complexity" mean, why does it matter, and how can you recognize 
when a program has unnecessary complexity? The book's second, and more challeng­
ing. goal is lo present techniques you can use during the softwure development process 
to minimi1.c complexity. Unfortunately. there isn't a simple recipe that will guarantee 
great software designs. Instead. I will present a collection of higher-level concepts 
that horder on the philosophical. such a'i ·•ctasses should he deep" or .. define errors out 
of existence." These concepts may not immediately identify the best design, hut you 
can use them to compare design alternatives and guide your exploration of the design 
space. 

1.1 How to use this book 

Many of the design principles described here ure somewhat abstract. so they may he 
hard to appreciate without looking at actual code. It has been a challenge to find 
e:umples that are small enough to include in the book. yet large enough to illustrate 

3 



Introduction 
-- ------

problems with n sylleml (if you cncOUIIICr p,od cumpln. pk�� 'ICftd them lo 
me). Thus, Ibis book may DOI be 111flicicat by IIIClf for you lo lc•n ht.,.. lu apply lhe 

principles. 
The best way to use lhi1 book is In coajunclion with cudc '"ic:w' When you rad 

other people's code, think about whether it conronm au the ,,»n1;cph Jt"K:uucd hat 
and how that relaies 10 the complcaily of the code. ll'a caaacr tu Wc.'C Jc:,agn problems 
in someone elae's code than yow own. You cu use the� na,!l �rtha.l hen: IO 
identify problems and suggest improvcmcnll. llevicwin1 ,udc wall al<w• e,p� you lo 
new design approaches and prognmmin1 techniquca. 

One or the hest ways 10 improve yow dcaip lkll&. is 1t, learn hi m:uin11e rrd jlagr. 
si1ns lhal a piece or code is probably more �k:aled than II nca.1, It, he. < >ver the 
course or Ibis book I will point oua � ftap lhal lllgCSI pruhkm!l n:lalcd ltl each 
major design issue; the ffl05I important onca arc 111mmariud a& lbe had, ur the hook. 
You can then use lhe&e when you arc codin1: when you ICC a � ftiaJ. !llop and kd 
for an allemllle design that diminaies the prob&em. When yuu lint try 1h1� arrn,ach. 
you may have 10 try several desisn altcrnalM:a bef«n you lind nnc lhlll d1n11na1CS the 
red oa,. Don't give up easily: the more allffllllli� you try bef«n ti,ini the problem. 
the more you will learn. Over time. you will find lhal yow cudc hu rcwcr and rcwcr 
red ftags. and your designs arc cleaner and cleaner. Yow npc:rie111:c will iabo 11KJW 
you other red Rags that you can use 10 identify dcaip prublcm, (I'd he happy 1t, hear 
about these). 

When applyin1 the ideas from Ibis book. il'1 important 1t, wic moJcralton and 
discretion. Every rule has hs exceptions. and every principle bu its limi11. If ynu lake 
any_ design idea lo hs extreme. you will probably end up in a bad place. Bcaulif ul 
designs �fleet a balucc between competin1 ideas and approaches. Sncral chapters 
have secuons titled "Takin1 ii loo rar," which dacribe how IO n:copi,e when ynu are 
overdoin1 a good thing. 

Almost all or the ellamples in Ibis book arc in Java or C++ and much or the dis­
�ussion ls in terms or designin1 classes tn u object-oriented l�sua,c. However. the 
Ideas apply in other domains as well. Almost all or the ideas related 11, mcthoJi; can 
also be applied lo functions in a languase without object-oriented fcalurcs. �ax:h a.-. C. The dest,n ideas also apply lo modules other than classes. such as suh!iys&em..,. or 
network services. 

With Ibis background, let's di.,,. i ..1-•-'I --uss n more� what caUICII complc,uay and how 10 make software systems simpler. 
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Chapter 2 

The Nature of Complexity 

This hook is ahou1 how 10 design sofiware sys1ems 10 minimize their complexi1y. The 
firs• s1ep is 10 undersiand 1he enemy. Exac1ly whai is "complexi1y"? How can you 1ell 
if a sys1cm is unnecessarily complex? Wha1 causes sys1ems 10 become complex? This 
chap1er will address •hose questions a1 a high level: subsequen1 chap1ers will show you 
how 10 recognize complexi1y a1 a lower level. in 1enns of specific struc1ural features. 

The ahili1y 10 recognize complexi1y is a crucial design skill. l1 allows you 10 iden-
1ify prohlems hcfore you invcs1 a 101 of effort in them. and i• allows you 10 make good 
choices among ahema1ives. II is easier 10 1ell whe1her a design is simple than i1 is 10 
crea1e a simple design. hu1 once you can recognize 1ha1 a sys1em is 100 complica1ed, 
you can use 1ha1 ahili•y 10 guide your design philosophy 1owards simplici1y. If a de­
sign appears complica1ed, 1ry a differeni approach and see if 1ha1 is simpler. Over 
1imc, you will no1ice 1ha1 certain 1cchniques 1end 10 resuh in simpler designs, while 
01hcrs corrcla1e wi1h complexi1y. This will allow you 10 produce simpler designs more 
quickly. 

This chap1er also lays ou1 some hasic assump1ions tha1 provide a founda1ion for 
1he res1 of 1he hook. La1er chap1ers 1ake 1he ma1erial of this chap1cr as given and use i1 
m jus1ify a varie1y of refinemen1s and conclusions. 

2.1 Complexity defined 

for 1hc purposes of 1his hook, I define "complexi•y•· in a prac1ical way. Complexity 
is anything related to the structure of a software system that makes it hard to 
understand and modify the system. Complexi1y can 1ake many forms. for example, 
ii mighl he hard 10 undcrs1and how a piece of code works; i• migh1 1ake a lot of effort 
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to implement a small improvement. or it might not be clear which pans of the system 
must be modified to make the improvement; it might be dinicult to lix one hug without 
introducing another. If a software system is hard to urkk.-ntand anJ modify. then it is 
complicated; if it is easy to understand anJ modify, tben it is simple. 

You can also think of complexity in tcnns of cost anJ benefit. In a complex system. 
it takes a Im of work to implement L-ven small improvemenu •. In a simple system. larger 
improvements can be implemented with less effort. 

Complexity is what a developer experiences at a particular point in time when 
trying to achieve a panicular goal. It doesn't neccs.11arily relate to the overall si1.e or 
functionality of the system. People often use the word "complex" to descrihe large 
systems with sophisticated features, hut if such a system is eu. .. y to work on. then. for 
the purposes of this book, it is not complex. Of course, almost all large and sophisti­
cated software systems are in fact hard to work on, !IO they also meet my Jclinition of 
complexity, hut this need not necessarily be the case. It is also JX>!L11ible for a small and 
unsophisticated system to be quite complex. 

Complexity is determined by the activities that are most common. If a system 
has a few parts that are very complicated, hut those pans almost never need 10 be 
touched, then they don't have much impact on the ovL-rall complexity of the system. 
To characteriu this in a crude mathematical way: 

C = LCrtr 
r 

The overall complexity of a system (C) is determined by the complexity of each 
part P (Cp) weighted by the fraction of time dcvelopen spend working on that part 
(tp). Isolating complexity in a place where it will never he seen is almost as good a.c; 
eliminating the complexity entirely. 

�omplexit� is more apparent to readers than writers. If you write a piece of code 
anJ It seem� simple to you, hut other people think it is complex. tben it is complex. 
When you finJ yourself in situations like this, it's worth probing tbe otber developers 
to finJ out why the code seems complex to them; there are probably some interesting 
lessons to �earn �rom the disconnect between your opinion and theirs. Your job as a 
developer ts not JUst to create code that you can work with easily. hut to create c,x.lc 
that others can also work with easily. 
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2.2 Symptoms of complexlty 

Complexity manifests itself in three general ways, which are described in the para­
graphs below. Each of these manifestations makes it harder to carry out development 
tasks. 

Change amplification: The first symptom of complexity is that a seemingly sim­
ple change requires code modifications in many different places. For example, con­
sider a Web site containing several pages, each of which displays a banner with a 
background color. In many early Web sites, the color was specified explicitly on each 
page, as shown in Figure 2.1 (a). In order to change the background for such a Web site, 
a developer might have to modify every existing page by hand; this would be nearly 
impossible for a large site with thousands of pages. Fortunately, modern Web sites 
use an approach like that in Figure 2.1 (b ). where the banner color is specified once 
in a central place, and all of the individual pages reference that shared value. With 
this approach, the banner color of the entire Web site can be changed with a single 
modification. One of the goals of good design is to reduce the amount of code that 

is affected by each design decision, so design changes don't require very many code 
modifications. 

Cognitive load: The second symptom of complexity is cognitive load, which 
refers to how much a developer needs to know in order to complete a task. A higher 
cognitive load means that developers have to spend more time learning the required 
information, and there is a greater risk of bugs because they have missed something 
important. for example, suppose a function in C allocates memory, returns a pointer 
to that memory. and a-;sumes that the caller will free the memory. This adds to the 
cognitive load of developers using the function; if a developer fails to free the mem­
ory. there will be a memory leak. If the system can be restructured so that the caller 
docsn ·1 need to worry about freeing the memory (the same module that allocates the 
memory also takes responsibility for freeing it), it will reduce the cognitive load. Cog­
nitive load arises in many ways, such as APis with many methods, global variables. 
inconsistencies, and dependencies between modules. 

System designers sometimes assume that complexity can be mea'iured by lines of 
code. They assume that if one implementation is shorter than another, then it must be 
simpler; if it only takes a few lines of code to make a change, then the change must be 
easy. However. this view ignores the costs associated with cognitive load. I have seen 

frameworks that allowed applications to be written with only a few lines of code, but it 
was extremely difficult to figure out what those lines were. Sometimes an approach 
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Figure 2.1: Each page in a Web site displays a colored banner. In (al the backgmund l."olor for 
the banner is specified explicitly in each page. In (b) a lhared variahle hold, the back�round 
color and each page references that variable. In (c) some pages display an additional ,olor for 
emphasis, which is a darlcer shade of lhc banner background color; If the hack,round color 
changes, the emphasis color must also change. 

I 

that requires more lines or code Is actually simpler, became It reduca cognldve 
load. 

Unknown unknowm: The third symptom of complexity is that it is not ohvious 
which pieces of code must be modified to complete a task, or what information a 
developer must have to carry out the task successfully. Figure 2.l(c) illustrates this 
problem. The Web site uses a central variable to delemlinc the hanncr hackground 
color, so it appears to be easy to change. However, a few Web pages use a darker shade 
of the background color for emphasis, and that darker color is specified explicitly in the 
individual pages. If the background color changes, then the lhe empha.,.is color must 
change to match. Unfortunately, developers are unlikely to realize this, so they may 
change the central bannerBg variable without updating the emphasis color. Even if a 
developer is aware of the problem, it won't be obvious which pages use the emphasis 
color, so the developer may have to search every page in lhe Web site. 

Of the three manifestations of complexity, unknown unknowns are the worst. An 
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unknown unknown means that there is something you need to know, but there is no 
way for you to find out what it is, or even whether there is an issue. You won't find out 
about it until bugs appear after you make a change. Change amplification is annoying, 
but as long as it is clear which code needs to be modified, the system will work once 
the change has been completed. Similarly, a high cognitive load will increase the cost 
of a change, but if it is clear which infonnation to read, the change is still likely to 
be correct. With unknown unknowns, it is unclear what to do or whether a proposed 
solution will even work. The only way to be certain is to read every line of code in the 
system, which is impossible for systems of �my size. Even this may not be sufficient, 
because a change may depend on a subtle design decision that was never documented. 

One of the most important goals of good design is for a system to be obvious. This 
is the opposite of high cognitive load and unknown unknowns. In an obvious system, a 
developer <:an quickly understand how the existing code works and what is required to 
make a change. An obvious system is one where a developer can make a quick guess 
about what to do, without thinking very hard, and yet be confident that the guess is 
correct. Chapter 18 discusses techniques for making code more obvious. 

2.3 Causes of complexity 

Now that you know the high-level symptoms of complexity and why complexity makes 
software development difficult, the next step is to understand what causes complexity, 
so that we can design systems to avoid the problems. Complexity is caused by two 
things: dependencies and obscurity. This Sl.'Ction discusses these factors at a high 
level; subsequent chapters will discuss how they relate to lower-level design decisions. 

for the purposes of this h<xlk, a dependency exists when a given piece of code can­
not he understood and modified in isolation; the code relates in some way to other code, 
and the other code must be considered and/or modified if the given code is changed. 
In the Web site example of Figure 2.1 (a), the background color creates dependencies 
between all of the pages. All of the pages need to have the same background, so if the 
background is changed for one page, then it must be changed for all of them. Another 
example of dependencies occurs in network protocols. Typically there is separate code 
for the sender and receiver for the protocol, but they must each confonn to the proto­
col; changing the code for the sender almost always requires corresponding changes at 
the receiver. and vice versa. The signature of a method creates a dependency between 
the implementation of that method and the code that invokes it: if a new parameter is 
added to a method, all of the invocations of that method must be modified to specify 
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that parameter. 
Dependencies are a fundamental pan of 50ftw� and can't be compk.-tcly eli�i­

nated. In fact, we intentionally introduce dependencie!i a, pan of the !oof1wan: design 
process. Every time you wrilC a new clas11 you create dependcncie!I around the API 

for that class. However, one of the goals of software design is to reduce the number 
of dependencies and to make the dependencies that n:matn as !l>implc and obvious as 
possible. 

Consider the Web 11i1e example. In the old Web si&c with the background specified 
separately on each page. all of the Web pages wen: dependent on eiK:h odk.-r. TilC new 
Web silC fixed this problem by specifying the background color tn a central place and 
providing an API that individual pages use to retrieve that color when they are ren­
Jere<i. The new Web 11ite eliminated the dependency between the JID8"-"!>, hut it created 
a new dependency around the API for retrieving the background color. h,nunatdy, the 
new dependency is more obviou11: it i11 clear that each individual Web pa�e depends on 
the bannerBg color. and a developer can easily find all the place,. where the variable 
is used by searching for its name. J:urthermore. compilers help to manage API depen­
dencies: if the name of the shared variable changes. compilation errors will occur in 
any code that still uses the old name. The new Web si&c n:placcd a nonohvious and 
difficult-to-manage dependency with a simpler and more obviou!I one. 

The second cause of complexity ill obscarity. Ob!.curity occurs when important 
information is not obvious. A simple example is a variable name that is so generic 
that it doesn't carry much useful infonnation (e.g., ti nie). Or, the documentation for a 
variable might not specify its units, so the only way to find out is to scan code for places 
where the variable is used. Obscurity is oficn associated with dependencies. where it 
is not obvious that a dependency exists. For example. if a new emll' status is added to a 
system, it may be necessary to add an entry to a table holding string mcssage!i for each 
status, but the exisicnce of the me�ge table might not he obvioui. to a programmer 
looking at the status declaration. Inconsistency i11 also a major contributor to orn;curity: 
if the same variable name is used for two different purpose.,, it won't he ohvious to 
developers which of these purposes a particular variable serves. 

In many cases, obscurity comes about because of inadequate documentation; Chap­
ter 13 deals w�th this topic. However, obscurity is also a design issue. If a system has a 
clean and obvious design, then it will need less documentation. The need for extensive 
documentation is often a red flag that the design isn't quite right. The best way to 
reduce obscurity is by simplifying the system design. 

Together, dependencies and obscurity account for the three manifestations of com-
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plexity described in Section 2.2. Dependencies lead to change amplification and a high 

cognitive load. Obscurity creates unknown unknowns, and also contributes to cogni­
tive load. If we can find design techniques that minimi1.e dependencies and obscurity, 

then we can reduce the complexity of software. 

2.4 Complexlty is Incremental 

Complexity isn't caused by a single catastrophic error; it accumulates in Jots of small 
t:hunks. A single dependency or obscurity, by itself, is unlikely to affect significantly 
the maintainability of a software system. Complexity comes ahout because hundreds 

or thousands of small dependencies and obscurities build up over time. Eventually, 

there are so many of these small issues that every possible change lo the system is 

affected by several of them. 
The incremental nature of complexity makes it hard lo control. h's easy to convince 

yourself that a Huie bit of complexity introduced by your current change is no big 

deal. However, if every developer takes this approach for every change, complexity 

accumulates rapidly. Once complexity has accumulated, it is hard to eliminate, since 
fixing a single dependency or obscurity will not, by itself, make a big difference. In 

order lo slow the growth of complexity, you must adopt a "zero tolerance" philosophy, 
as discussed in Chapter 3. 

2.5 Concluslon 

Complexity comes from an accumulation of dependencies and obscurities. As com­

plexity increases, it leads to change amplification, a high cognitive load, and unknown 

unknowns. As a result. it takes more code modifications lo implement each new fea­
ture. In addition. developers spend more time acquiring enough infonnation lo make 
the change safely and, in the worst case, they can't even find all the infonnation they 

need. The houom line is that complexity makes it difficult and risky to modify an 
existing code base. 
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Chapter 3 

Working Code Isn't Enough 
(Strategic vs. Tactical Programming) 

One of the most important elements of good software design is the mindset you 

adopt when you approach a programming task. Many organizations encourage a tac­
tical mindset. focused on getting features working as quickly as possible. However, 

if you want a good design. you must take a more strategic approach where you invest 
time to produce clean designs and fix problems. This chapter discusses why the strate­
gic approach produces hetter designs and is actually cheaper than the tactical approach 

over the long run. 

3.1 Tactical programming 

Most programmers approach software development with a mindset I call tactical pro­

gramming. In the tactical approach. your main focus is to get something working, 

such as a new l"cature or a hug fix. At first glance this seems totally reasonable: what 
could he more important than writing code that works? However, tactical program­
ming makes it nearly impossible to produce a good system design. 

The problem with tactical programming is that it is short-sighted. If you're pro­

gramming tactically. you're trying to finish a ta,;k as quickly as possible. Perhaps you 
have a hard deadline. As a result. planning for the future isn't a priority. You don't 

spend much time looking for the hest design: you just want to get something working 

soon. You tell yourself that it's OK to add a hit of complexity or introduce a small 

kludge or two. if that allows the current task to he completed more quickly. 
This is how systems hecome complicated. As discussed in the previous chapter. 
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complexity is incremental. It's not one particular thing that make-. a sy,tem compli­
cated, but the accumulation of do1.cns or hundreds of small thing-.. If you program 
tactically, each programming task will contribute a few of these complexities. Each 
of them probably seems like a reasonable compromise in order to lini-.h the current 
task quickly. However, the complexities accumulate rapidly, <..-specially if everyone is 
programming tactically. 

Before long, some of the complexities will stan causing prohlem-., and you will 
begin to wish you hadn't taken those early shortculS. But, you will tell yourself that 
it's more important to get the next feature working than to go back and rel'ac1or exist­
ing code. Refactoring may help out in the long run, hut it will dclinitcly slow down 
the current task. So, you look for quick patches to work around any problem-. you en­
counter. This just creates more complexity, which then requires more patches. Pretty 
soon the code is a mess, hut by this point things arc so bad that it would take months 
of work to clean it up. There's no way your schedule can tolerate that kind or delay, 
and fixing one or two of the problems doesn't seem like it will make much dilkTence, 
so you just keep programming tactically. 

If you have worked on a large software project for very long, I su.,pect you have 
seen tactical programming at work and have experienced the problem., 1ha1 result. 
Once you start down the tactical path, it's difficult to change. 

Almost every software development organi1.ation ha.,; at least one developer who 
takes tactical programming to the extreme: a tactical tornado. The tactical tornado 
is a prolific programmer who pumps out code far fa.,;ter than others hut works in a 
totally tactical fashion. When it comes to implementing a quick feature, nooody gets it 
done fa.,;ter than the tactical tornado. In some organiz.ations. management trcab tactical 
tornadoes as heroes. However, tactical tornadoes leave behind a wake of destruction. 
'They are rarely considered heroes by the engineers who must work with their code 
in the future. lypically, other engineers mu.,t clean up the messes left behind by the 
tactical tornado, which makes it appear that those engineers (who are the real heroes) 
are making slower progress than the tactical tornado. 

3.2 Strategic programming 

The first step towards becoming a good software designer is to realize that working 
code �•t enough. It's not acceptable to introduce unnecessary complexities in order 
to finish your current task faster. The most important thing is the long-term structure 
of the system. Most of the code in any system is written by extending the existing c1xlc 
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base, so your most imponant job as a developer is to facilitate those future extensions. 
Thus, you should not think of "working code" as your primary goal, though of course 
your code must work. Your primary goal must be to produce a great design, which 
also happens to work. This is strategic programming. 

Strategic programming requires an investment mindset. Rather than taking the 
fastest path to finish your current project, you must invest time to impmve the design 
of the system. These investmenL-; will slow you down a bit in the short term, but they 
will speed you up in the long term, as illustrated in Figure 3.1. 

Some of the investments will be proactive. For example, it's worth taking a little 
extra time to find a simple design for each new class; rather than implementing the 
first idea that comes to mind, try a couple of alternative designs and pick the cleanest 
one. Try to imagine a few ways in which the system might need to be changed in the 
future and make sure that will be easy with your design. Writing good documentation 
is another example of a proactive investment. 

Other investments will be reactive. No matter how much you invest up front. there 
will inevitably be mistakes in your design decisions. Over time, these mistakes will 
become obvious. When you discover a design problem, don't just ignore it or patch 
around it: take a little extra time to fix it. If you program strategically, you will contin­
ually make small improvements to the system design. This is the opposite of tactical 
programming. where you are continually adding small bits of complexity that cause 
problems in the future. 

3.3 How much to Invest? 

So, what is the right amount of investment? A huge up-front investment, such as 
trying to design the entire system, won't be effective. This is the waterfall method, 
and we know it doesn't work. The ideal design tends to emerge in bits and pieces, 
as you get experience with the system. Thus, the best approach is to make lots of 
small investments on a continual basis. I suggest spending about 10-20% of your 

total development time on investments. This amount is small enough that it won't 

impact your schedules significantly, but large enough to produce significant bcnefiL'i 

over time. Your initial projects will thus take 10-20% longer than they would in a 

purely tactical approach. That extra time will result in a better software design, and you 

will start experiencing the benefits within a few months. It won't be long before you're 

developing at least I 0-20% faster than you would if you had programmed tactically. 

At this point your investments become fn.-c: the benefits from your past investments 
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Tolal 
Progress 

Time 

Figure 3.1: Al 1he beginning, a tactical approach 10 programming will make protzn:\\ more 
quickly 1han a s1ra1egic approach. However. complexily accumulale!I mon: rapidly under 1he 
tactical approach. which reduces produc1ivi1y. Over 1imc. the !llrategic appn>Kh n.-suhi. in 
greater progress. Note: 1his figure is imended only as a qualita1ivc illu.,1ra1ion; I am not 
aware of any empirical measurement'> of 1he precise shape!> of the t..-urvt..-i.. 

will save enough time to cover the cost of future investments. You will quidly recover 
the cost of the initial investment. Figure 3.1 illustrates this phenomenon. 

Conversely, if you program tactically, you will fini!ih your first project-' I (�20% 

faster, hut over time your development speed will slow as complexity accumulates. It 

won·t he long before you're programming at least 10-20% slowt..'T. You will quickly 

give back all of the time you saved at the beginning. and for the re!lt of !ly:ncm ·s lifetime 

you will he developing more slowly than if you had taken the strategic approach. If 

you haven't ever worked in a hadly degraded code hasc, talk to someone who ha!i: they 

will tell you that poor code quality slows development hy at least 20%. 
The term technical debt is often used to describe the prohlems caused hy tactical 

programming. By programming tactically you arc horrowing time fmm the future: 
development will go more quickly now, hut more slowly later on. As with financial 
deht, the amount you pay hack will exceed the amount you horrowcd. Unlike financial 
deht, most technical deht is never fully repaid: you'll keep paying and paying forever. 

Figure 3.1 raises an important question: where is the crossover point between the 
strategic and tactical curves? In other words, how long docs it take before the strategic 
approach has paid for itself? Unfortunately l am not aware of any data on this topic. 
and it would be difficult to perform the kind of controlled experiment needed to answer 
the question in a convincing fashion. My personal opinion is that the time to payhack 
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is somewhere in the range of 6-18 months. This has a lot to do with developers' 
memory: by the time a piece of code is a few months old, developers have forgotten 
most of what was in their mind'i when they wrote it, so development will slow down 
significantly if the code is complex. These additional costs quickly compensate for any 

initial gains from strategic programming. Again, this is just my opinion, and I don't 

have any data to back it up. 

3.4 Startups and Investment 

In some environments there are strong forces working against the strategic approach. 
For example. early-stage startups feel tremendous pressure to get their early releases 
out quickly. In these companies, it might seem that even a 10-20% investment isn't 
affordable. As a result, many startups take a tactical approach, spending little effort on 

design and even less on cleanup when problems pop up. They rationali:re this with the 
thought that, if they arc successful. they'll have enough money to hire extra engineers 

to clean things up. 
If you arc in a company leaning in this direction, you should reali:re that once a 

cooe hase turns to spaghetti, it is nearly impossible to fix. You will probably pay high 

development costs for the life of the product. Furthermore. the payoff for good (or 

bad) design comes pretty quickly, so there·s a good chance that the tactical approach 
won't even speed up your first product release. 

Another thing to consider is that one of the most important factors for success of 
a company is the quality of its engineers . The best way to lower development costs is 
to hire great engineers: they don't cost much more than mediocre engineers but have 
tremendously higher productivity. However, the best engineers care deeply about good 
design. If your code hase is a wreck, word will get out, and this will make it harder 
for you to recruit. As a result, you are likely to end up with mediocre engineers. This 

will increase your future costs and probably cause the system structure to degrade even 
more. 

hcebook is an example of a startup that encouraged tactical programming. For 
many years the company's motto was "Move fa'it and break things." New engineers 

fresh out of college were encouraged to dive immediately into the company's code 

base; it was normal for engineers to push commits into proouction in their first week 

on the joh. On the positive side, Facebook developed a reputation as a company that 

empowered its employees. Engineers had tremendous latitude. and there were few 

rules and restrictions to get in their way. 
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Facebook has been spectacularly successrul as a company. bu1 ii!-. cock hasc sur­
rered because or the company's tac1ical approach: much or 1hc code wa., UnMahle and 
hard 10 understand, with rew commcnL'i or 1ests, and painrul 10 work wi1h. Over 1ime 
1he company realized tha1 iL'> cuhure was unsustainahlc. Evcmually. 1-acehook changed 
its mono 10 "Move fas1 with solid intrasuuc1urc" 10 encourage i1s engineers 10 invest 
more in good design. b remains 10 be seen whether faccbook can succei..dully clean 
up the prohlems tha1 accumula1ed over years or 1ac1ical progran1ming. 

In fairness 10 Facebook. I should poim 001 tha1 faccbouk'i. code: pruhahly isn'1 
much worse 1han average among stanups. Tac1ical programming i,- commonplace 
among s1anups; Facebookjus1 happens 10 be a particularly visihle e"amplc. 

Fonuna1ely. i1 is also possihle 10 succeed in Silicon Valley wi1h a MrJ1egic ap­
proach. Google and VMware grew up around 1he same 1imc a.-. 1-'�ehook. bu1 both 
or these companies embraced a more stra1egic approach. Bc11h companie,- placed a 
heavy emphasis on high quali1y code and good design. and hu1h companies buih so­
phis1icated products tha1 solved comple" problems with reliahlc sor1wan: ,-ysiemi.. The 
companies' strong 1echnical cuhurcs became well known in Silicon Valley. few ,llher 
companies could compete wi1h ahem rorhiring 1he 1op technical 1alem. 

These e"amples show that a company can succeed wi1h ei1hcr approach. However, 
i1's a 101 more run 10 work in a company tha1 cares ahou1 sor1warc design and has a 

clean code base. 

3.5 Concluslon 

Good design doesn'1 come ror tree. h has 10 be some1hing you inves1 in cominually. 
so 1ha1 small pr�blems don'1 accumula1e imo hig ones. fortuna1ely. good design even-
1ually pays for 1tselr, and sooner 1han you migh1 think. 

It's crucial 10 be consis1em in applying the stra1egic approach and 10 1hink or in­
vesim�m as something 10 do 1oday, noi 1omorrow. When you ge1 in a crunch i1 will be 
tempung 10 pu1 off cleanups umil arter 1he crunch is over. However. thii. ii. a slippery 
slope: after the currem crunch there will almos1 cenainly be another one, and ano1her 
after thai. Once you s1an delaying design improvements, il's �y ror the delays 10 
become

_ 
permanem and �or your culture 10 slip imo the tac1ical approach. The longer 

you "':au

_
•� a�ress �•gn problems, the higger they become; the solu1ions become 

more mun
_
udaimg, which makes it easy to put •hem off even more. The most effective 

approach 1s one where every en • ak . . . 
des. 

gmeer m es continuous small investments in good 
1gn. 
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Chapter 4 

Modules Should Be Deep 

One of the most important techniques for managing software comptexity is to design 
systems so that devctopers onty need to face a smatt fraction of the overalt comptexity 
at any given time. This approach is catted modular design, and this chapter presents 
its hasic principtes. 

4.1 Modular design 

In modutar design, a software system is decomposed into a cottection of modules that 
are retativety independent. Modutes can take many forms, such as ctasscs, subsystems, 
or services. In an ideat wortd, each modute woutd be comptetety independent of the 
others: a devetoper coutd work in any of the modutes without knowing anything about 
any of the other modutes. In this wortd, the comptexity of a system woutd be the 
comptexity of its worst modute. 

Unfortunatety, this ideat is not achievahte. Modutes must work together by catting 
each others's functions or methods. As a resutt, modutes must know something about 
each other. There witt be dependencies hetween the modutes: if one modute changes, 
other modules may need to change to match. For example, the arguments for a method 
create a dependency between the method and any code that invokes the method. If the 
required arguments change, all invocations of the method must he modified to conform 
to the new signature. Dependencies can take many other forms, and they can be quite 
suhtle: as one example, a method may not function correctly unless some other method 
has been invoked first. The goal of modular design is to minimize the dependencies 
hctween modules. 
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In order to identify and manage dependencies. we think or each module in two 
parts: an interface and an implementatfon. The interface consbti. or everything that a 
developer working in a different module must know in ord&..-r to U)IC the gtven tnodule. 
Typically. the interface describes what the module dl1'..'S but not hu"· U d,�s it. The 
implementation consists of the code that carrit.-s out the promi)!Cs made hy the inter­
face. A developer working in a particular module must und&..-rstand the interface and 
implementation of that module, plus the interfaces of any other module, invoked hy 
the given module. A developer should not need to understand the implementations of 
modules other than the one he or she is working in. 

Consider a module that implements balanced trees. The module pruhahly contains 
sophisticated code for ensuring that the tree remain.,; balanced. However. this com­
plexity is not visible to users of the module. Users see a relatively simple interface 
for invoking opercllions lo inSt.-rt, remove. and fetch nod1..-s in the lrt.-e. To invoke an 
insert operation, the caller need only provide the key and value for the m.·w node; the 
mechanisms for traversing the tree and splitting nodes are not visihle in the interface. 

for the purposes of this book, a module is any unit of code that has an interface 
and an implementation. Each class in an object-oriented programming language is a 
module. Methods within a class. or functions in a language that isn't ohjt."\:t-oriented. 
can also be thought of as modules: each of these ha,; an interface and an implementa­
tion. and modular design techniques can be applied to them. Hight..-r-level suhsystems 
and services are also modules; their interfaces may take different fonns. such ai. kernel 
calls or HTTP requests. Much of the discussion about modular design in this hook 
focuses on designing classes, but the techniques and concepts apply to other kinds of 
modules as well. 

Th� best modules are those whose interfaces are much simpler than their imple­
mentauons. Such modules have two advantages. First. a !>imple intt.-rface minimi1.cs 
the �ompl�xity �hat a module imposes on the rest of the system. St.-cond. if a mod­
ule 1s modified tn a way that does not change its interface, then no other module will 
be affecte� by the mo�ification. If a module's interface is much simpler than its im­
plementation. there will be many aspects of the module that can he changed without 
affecting other modules. 

4.2 What's in an Interface? 

The interface to a module contains two kinds of information: formal and informal. The fonnal parts of an interface are specified explicitly in the code, and some of these 
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can be checked for correctness by the programming language. For example, the for­
mal interface for a method is its signature, which includes the names and types of its 
parameters. the type of its return value, and information about exceptions thrown by 
the method. Most programming languages ensure that each invocation of a method 
provides the right number and types of arguments to match its signature. The formal 
interface for a class consists of the signatures for all of its public methods, plus the 
names and types of any public variables. 

Each interface also includes informal elements. These are not specified in a way 
that can be understood or enforced by the programming language. The informal parts 
of an interface include its high-level behavior, such as the fact that a function deletes 
the file named by one of its arguments. If there are constraints on the usage of a class 
(perhaps one method must be called before another), these are also part of the class·s 
interface. In general. if a developer needs to know a particular piece of information 
in order to use a module. then that information is part of the module's interface. The 
informal aspects of an interface can only be described using comments, and the pro­
gramming language cannot ensure that the description is complete or accurate•. For 
mos1 interfaces the informal aspecL,; are larger and more complex than the formal as­
pects. 

One or the benefiL,; of a clearly specified interface is that it indicates exactly what 
developers need to know in order to use the associated module. This helps to eliminate 
the "unknown unknowns .. problem described in Section 2.2. 

4.3 Abstractions 

The term abstraction is closely related to the idea of modular design. An abstraction 
is a simpllfled view of an entity, which omits unimportant details. Abstractions 
arc useful because they make it easier for us to think about and manipulate complex 
things. 

In modular programming. each module provides an abstraction in the form of its 
interface. The interface presents a simplified view of the module's functionality; the 

1There eli,1 languages. �Uy in lhe rei.earch communily. where the overall behavior of a method or 
funclion can he dc-cribed formally u,ing a ,pecilicalion language. The ,pecification can be checked aulo­
malically to cn,urc lhal ii ma1ches 1he implemen1ation. An in1ere.1ing question i, whether such a formal 
,pecilicarion could replace 1hc informal pan., or an in1erface. My curren1 opinion is tha1 an inlerface de­
M:ribed in F.ngli.,h i, likely 10 be more in1ui1ive and under..tandable for developer.; 1han one wri1ten in a 
formal ,pecilicalion language. 

21 



Modules Should Be Deep 

details of the implementation are unimportant fn,m the standpoint of the module's 
abstraction, so they are omitted from the intcrf ace. 

In the definition of abstraction, the word Munimportant" is crucial. The more unim­
portant details that arc omitted from an abslraction, the helter. However. a detail can 
only be omitted from an abstraction if it n:ally is unimportant. An ahstroction can go 
wrong in two ways. Fin1t. it can include details that an: not n:ally important: when this 
happens, it makes the abstraction mon: complicated than necessary. which incn:ases 
the cognittve load on developers using the abstraction. The St..-cond error is when an 
abstraction omits details that really an: important. This n:5Ult,; in ,lh!lcurity: developers 
looking only at the abstraction will not have all the information tht.-y l'k.'1.°d to use the 
abstraction correctly. An abstraction that omits important details is afalsr ah.ftraction: 
it might appear simple, but in n:ality it isn't. 1bc key to designing ahstrat:tions is to 
understand what is important, and to look for designs that minimi1.e the amount of 
information that is important. 

As an example, consider a file system. 1bc abstraction provided by a lile sys1em 
omits many details, such as the mechanism for chOO!ling which blocks on a storage 
device to use for the data in a given file. lbcse details are unimportant to user.; of the 
file system (as long as the system provides adequate performance). However. some of 
the details of a file system's implementation are important to u!1ers. Most file systems 
cache data in main memory, and they may delay writing new data to the storage device 
in order to improve perfonnance. Some applications, such as databases, need to know 
exactly when data is written through to storage, so they can ensun: that data will he 
preserved after system crashes. Thus, the rules for flushing data to secondary storage 
must be visible in the file system's interface. 

We depend on abstractions to manage complexity not just in programming. but 
pervasively in our everyday lives. A microwave oven contains complex elcctwnics 
lo convert alternating current into microwave radiation and distribute that radiation 
l��ughout the cooking cavity. Fortunately, users see a much simpler abstraction, con­
s1sll�g of a. few buttons t� control the timing and intensity of the microwaves. Cars 
provide a simple abstraction that allows us to drive them without understanding the 
mechanisms for electrical motors, battery power management, anti-lock brakes, cruise 
control, and so on. 
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Interface (cost: 
less is better) 

_..,./ 

Deep Module Shallow Module 

}igure 4.1: Deep and shallow modules. The best modules are deep: Ihey allow a loI of 
funclionalily Jo be accessed Ihrough a simple interface. A shallow module is one wiih a 
relaJively complex inlerface. hul noJ much funciionaliiy: ii doesn·1 hide much complexily. 

4.4 Deep modules 

The besl modules are those thal provide powerful funclionalily yel have simple inler­

fact.'li. I use Ihc Jenn deep Io describe such modules. To visualize Ihe nolion of deplh, 

imagine Ihal each module is represenled by a rectangle, as shown in Figure 4. l. The 
area of each reclangle is proportional Io Ihe funclionaliiy implemenled by the module. 
The lop edge of a reclangle represents Ihc modute·s inlerface; the lenglh of Ihal edge 
indicales Ihe complexily of the inlerface. The besl modules are deep: they have a lol 
of funclionaliiy hidden behind a simple inlerface. A deep module is a good abstraclion 

because only a small fraclion of iL'i infernal complexily is visible Io ils users. 
Module deplh is a way of Ihinking aboul cosl versus benefil. The benefil provided 

by a module ii. ils funciionaliiy. The cosl of a module (in Ienns of syslem complex­
ity) is ils inierface. A modute·s inlerface represents the complexily thal Ihc module 

imposes on the rcsl of Ihe syslem: Ihe smaller and simpler the inlerface, the less com­

plexily Ihat it introduces. The best modules are those with the grealesl benefil and the 

leasl cosI. lnlerfaces arc good. huI more. or larger. inlerfaccs are not necessarily heller! 

The mechanism for file UO provided by Ihe Unix operaling syslem and ils descen­

dants. such as Linux. is a beauliful example of a deep interface. There are only five 

ba<;ic system calls for 1/0. with simple signatures: 
int open(const char• path, int flags , mode_t permissions); 
ssize_t read(int fd, voi d• buffer, size_t count); 
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ssize_t write(int fd, const void• buffer, size_t count); 
off_t lseek(int fd, off_t offset, int referencePos;t;on); 
int close(int fd); 

The open system call takes a h;erarchkal Ille name: such a., /a/b/c and re1ums an 
;nteger file desrriptar, whkh ;s used to referc:occ the open !He. The 01hcr arguments 
for open prov;de op6onal ;nformat;on such a.-. wheth<..'1' the 1;1c ;,. t,c;ng opened for 
read;ng or wr;t;ng, whether a n<..-w Me should he created ;f there:;,. 110 ex;,.,;,,g me. and 
access perm;ss;ons for the file, ;f a new file: ;s created. The read anJ write "ystem 
calls transfer ;nformat;on hetwccn buffer areas ;n the appbcahun's memory and 1he 
file; close ends the access to 1he file. Mos, 1;1es arc acces.,;cd !IC'4Uem;ally. M> 1hat ;s 
the default; however, random access can he acMeved hy ;nvok;ng the 1 seek "ystcm 
call to change the current access pos;t;on. 

A modern ;mplementat;on of the U n;x 1/0 ;n,erface rcqu;res hundreds of 1huu,.ands 
of Hnes of code, whkh address complex ;ssues such a.,;: 

• How are files represented on d;sk ;n order 10 allow emdent access'! 
• How are d;rector;es stored, and how are h;crarchkal path nrum-s pruce-.M.-d to 

find the files they refer to? 
• How are perm;ss;ons enforced, so that one user cannot lll(,d;fy or delete another 

user's files? 
• How are file accesses ;mplemented? For example, how ;s funcfamul;ty d;v;ded 

between ;nterrupt handlers and background code, and how do thei;e two element,; 
communkate safely? 

• What schedut;ng potk;es are used when there are concurrent acccs.-.es to mult;­
ple files? 

• How can recently accessed file data he cached ;n memory ;n order to reduce the 
numher of d;sk accesses? 

• How can a variety of d;fferent secondary storage devkes, such as d;sks and flash 
drives, be ;ncorporated ;nto a s;ngle file system? 

All of these ;ssues, and many more, are handled by the Unh file system ;mplementa­
t;on; they are ;nv;s;ble to programmers who ;nvoke the system calls. Implementat;ons 
of the Un;x 1/0 ;nterface have evolved radkally over the years, but the five bask kernel 
calls have not changed. 

Another ex�mple of a deep module ;s the garbage collector ;n a language such as 
Go or J�va. This module ha.-. no ;nterface at all; ;1 works ;nv;s;bty heh;nd the scenes 
!0 reclaim 

_
unused me�ory: Add;ng garbage collect;on to a system actually shrinks 

118 overall mterface, smce 1l et;m;nates the ;ntcrfacc for free;ng objects. The imple-
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mentation of a garbage collector is quite complex, hut that complexity is hidden from 
programmers. 

Deep modules such as Unix 1/0 and garbage collectors provide powerful abstrac­

tions tx.>Cause they are easy to use, yet they hide significant implementation complexity. 

4.5 Shallow modules 

On the other hand, a shallow module is one whose interface is relatively complex in 
comparison to the functionality that it provides. For example, a class that implements 
linked lists is shallow. It doesn't take much code to manipulate a linked list (inserting 
or deleting an element takes only a few lines), so the linked list abstraction doesn't 
hide very many details. The complexity of a linked list interface is nearly as great as 
the complexity of its implementation. Shallow classes like linked lists are sometimes 
unavoidable and they can still be useful. but they don't provide mueh leverage against 
complexity. 

Here ii. an extreme example of a shallow method, taken from a project in a software 
design class: 

private void addNullValueforAttribute(String attribute) { 
data.put(attribute, null); 

} 

from the standpoint of managing complexity, this method makes things worse, not bet­
ter. The method offers no abstraction, since all of its functionality is visible through its 
interface. For example, callers probably need to know that the attribute will be stored 
in the data variable. It is no simpler to think about the interface than to think about 
the full implementation. If the method is documented properly. the documentation will 

f' Red Flag: Shallow Module f' 
A shallow module is one whose interface is eomplicated relative to the functional­
ity it provides. Shallow modules don't help much in the battle against eomplexity, 
because the benefit they provide (not having to learn about how they work inter­
nally) is negated by the cost of learning and using their interfaces. Small modules 
tend to he shallow. 
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be longer than the method's code. It even takes more keystrokes to invoke the method 
than it would take for a caller to manipulate the data variahlc dirct:tly. The method 
adds complexity (in the form of a lk..-W interface for developer.. to learn) hu1 provides 
no compensating benefit. 

4.6 Classltis 

Unfortunately, the value of deep dasscs is not widely appreciated today. The wnven­
tional wisdom in programming is that classes should he small, not deep. S1udcnt-. are 
often taught that tbe most important thing in da.-..-. design is to hn:ak up larger dasses 
into smaller ones. The same advice is often given about methods: "Any method longer 
than N lines should be divided into multiple methods" (N t:an be as low as 10). This 
approach results in large numhcrs of shallow cla.-.ses and methods. whit:h add to overall 
system complexity. 

The extreme of the "classes should he small" approach is a syndrome I t:all da.s­
sitis, which stems from the mistaken view that "classes are good. so more dasscs are 
better." In systems suffering from classitis. developers arc encouraged to minimi1.c 
the amount of functionality in each new class: if you want more functionality. intro­
duce more classes. Classitis may result in cla'>ses that are individually simple. hut it 

increases the complexity of the overall system. Small cla'ise!'i don't contrihute much 
functionality, so there have to he a Int of them. each with its own interfat:c. These inter­
faces accumulate to create tremendous complexity at the system level. Small dasscs 
also result in a verbose programming style, due to the boilerplate required for each 
class. 

4.7 Examples: Java and Unix 1/0 

One of the most visible examples of classitis today is the Java class library. The Java 
language doesn't require lots of small classes, but a culture of classitis seems to have 
taken root in the Java programming community. For example, for many years Java de­
velopers had to create three different objects in order to open a file and read serialized 
objects from it: 

FilelnputStream fileStream = 
new FilelnputStream(fileName)· 

BufferedlnputStream bufferedStream = 
new BufferedlnputStream(fileStream); 

26 



Modules Should Be Deep 

0bjectinputStream objectStream • 
new ObjectinputStream(bufferedStream); 

A Fi leinputStream object provides only rudimentary 1/0: it is not capable of per­
fonning buffered 1/0. nor can it read or write serialized objects. The Bufferedinput­
Stream object adds huffering to a Fil einputSt ream, and the ObjectinputStream 
adds the ability to read and write serialized objects. The first two objects in the code 
above. fileStream and bufferedStream, are never used once the file has been 
opened: all future operations use objectStream. 

It is particularly annoying (and error-prone) that huffering must be requested ex­
plicitly by creating a separate BufferedinputStream object: if a developer forgets 
to create this object. there will be no huffering and 1/0 will be slow. Perhaps the Java 
developers would argue that not everyone wants to use huffering for file 1/0, so it 
shouldn't be huilt into the base mechanism. They might argue that it's better to keep 
huffering separate. so people can choose whether or not to use it. Providing choice 
is good. hut Interfaces should be designed to make the common case as simple as 
possible (sec the formula on page 6). Almost every user of file 1/0 will want huffer­
ing, so it should he provided by default. for those few situations where huffering 
is not desirable. the library can provide a mechanism to disable it. Any mechanism 
for disabling huffering should he cleanly separated in the interface (for example, by 
providing a different constructor for Fil einput St ream, or through a method that dis­
ables or replaces the huffering rTK.-chanism), so that most developers do not even need 
to be aware of its existence. 

In contrast. the designer,; of the Unix system calls made the common case simple, 
For example. they recogni1.cd that sequential 1/0 is most common, so they made that 
the default behavior. Random access is still relatively easy to do. using the l seek 
system call, hut a developer doing only sequential access need not be aware of that 
mechanism, If an interface has many features. hut most developers only need to be 
aware of a few of them. the effective complexity of that interface is just the complexity 
of the commonly used features, 

4.8 Concluslon 

By separating the interface of a module from its implementation, we can hide the 
complexity of the implementation from the rest of the system. Users of a module need 
only understand the abstraction provided by its interface. The most important issue in 
designing cla,;scs and other modules is to make them deep. so that they have simple 
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interfaces f<I' the common UIC cues. yet lliil provide •i1n1hnn1 func1ionali1y. This 
maximizes the amount of complQity 1h11 ii coacaled. 
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Chapter 5 

Information Hiding (and Leakage) 

Chapter 4 argued that modules should he deep. This chapter, and the next few that 

follow. discuss techniques for creating deep modules. 

5.1 Information hiding 

One of the most imponant techniques for achieving deep modules is information hid­

ing. This technique was first described in a classic paper by David Parnas 1 . The basic 
idea is that each module should encapsulate a few pieces of knowledge, which repre­

sent design decisions. The knowledge is embedded in the module's implementation 
hut docs not appear in its interface, so it is not visible to other modules. 

The information hidden within a module usually consists of details about how to 

implement some mechanism. Herc are some examples of information that might be 
hidden wi 1hin a module: 

• How to store information in a B-trec. and how to access it efficiently. 

• How to identify the physical disk block corresponding to each logical block 
within a lilc. 

• How to implement the TCP network protocol. 
• How to schedule threads on a multi-core processor. 
• How to parse JSON documents. 

The hidden information includes data slructurcs and algorithms related to lhe mech­
anism. It can also include lower-level details such as the size of a page. and it can 

1 
0a\id P-.ima,. "On 1hc Crileria to he U'4.-d in Decompo,,ing Srtcm, into Module,," Communicalions 

oflhe ACM. l>cccmhcr 1972. 

29 



Information Hiding (and Leakage) 

include higher-level concepts that are more ab!.tr-.tet, such a., an as!.utnptinn that mnst 
files are small. 

Information hiding reduces complexity in two ways. Vir!.t, it simplilie!. the inter­

face to a module. The interface reflects a simpler, mllrc ab!.tract view nr 1he module's 
functionality and hides the details; this reduces the cognitive load on develnpcrs who 
use the module. For instance, a developer using a B-tn..-e clas!. nL>t.-d nut wnrry ahout 
the ideal fanout for nodes in the tree or how to kct.-p the tn..-c halanced. SL"\:llnd, infor­
mation hiding makes it easier to evolve the system. If a piece of information is hidden. 
there are no dependencies on that information llutside the mndule cnntaining the infor­
mation, so a design change related to that information will affect only the nne m1xlulc. 
For example, if the TCP protocol changes (to introduce a new mL>t:hanism fur c.:unges­
tion control, for instance). the protocol's implementation will have tll he m1xlilied. hut 
no changes should be needed in higher-level code that w;es TCP tn send and receive 
data. 

When designing a new module. you should think carefully ahout what information 
can be hidden in that module. If you can hide more information. you i.hould also he 
able to simplify the module's interface, and this makes the module deeper. 

Note: hiding variables and methods in a class by declaring them private isn't the 
same thing as information hiding. Private elemenb can help with information hiding. 
since they make it impossible for the items to be accessed directly from outside the 
class. However, information about the private items can still be exposed through puhlic 
methods such as getter and setter methods. When this happens the nature and usage of 
the variahles are just as exposed as if the variables were public. 

The best form of information hiding is when information is totally hidden within 
a module, so that it is irrelevant and invisible to users of the module. However. partial 
information hiding also ha.'> value. For example, if a particular feature or piece of in­
formation is only needed by a few of a class's users, and it is accessed through separa1e 
methods so that it isn't visible in the most common use cases, then tha1 informa1ion is 
mostly hidden. Such information will create fewer dependencies than information tha1 
is visihle to every user of the class. 

5.2 Information leakage 

The opposi!e of in�o��tion hiding is infonnation leakage. Information leakage occ.:urs 
when a design dec1s1on 1s reflected in multiple modules. This creates a dependency be· 
tween the modules: any change to that design decision will require changes to all of the 
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involved modules. If a piece of infonnation is reflected in the interface for a module, 
then hy definition it has hcen leaked; thus, simpler interfaces tend to correlate with bet­
ter infonnation hiding. However, infonnation can be leaked even if it doesn't appear 
in a module's interface. Suppose two classes both have knowledge of a particular file 
format (perhaps one class reads files in that fonnat and the other class writes them). 
Even if neither class exposes that infonnation in its interface, they both depend on the 
file format: if the format changes. both classes will need to be modified. Back-door 
leakage like this is more pernicious than leakage through an interface, because it isn't 
obvious. 

Information leakage is one of the most imponant red flags in software design. One 
of the best skills you can learn as a software designer is a high level of sensitivity 
to information leakage. If you encounter information leakage between classes, ask 
yourself "How can I reorgani1.c these classes so that this particular piece of knowledge 
only affects a single class?" If the affected cla-.ses are relatively small and closely 

tied to 1he leaked infonnation. it may make sense to merge them into a single cla.<is. 
Anotht..-r jXlssihle approach is to pull the information out of all of the affected classes 
and create a new cla,s that encapsulates just that information. However. this approach 
will he effective only if you can find a simple interface that abstracts away from the 
details; if the new class exixlses most of the knowledge through its interface, then it 
won't provide much value (you've simply replaced back-door leakage with leakage 
through an interface). 

5.3 Temporal decomposition 

One common cause of information leakage is a design style I call temporal decompo­

sition. In temporal decomposition. the structure of a system corresponds to the time 
order in which operations will occur. Consider an application that reads a file in a par-

" Red Flag: Information Leakage " 
Information leakage occun; when the same knowledge is used in multiple places, 

such as two di fTcrcnt classes that both understand the format of a particular type 

offile. 
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ticular formal, modifies the contents of the file, and then write!> the ltle out again. With 
temporal decomposition, this applkation might he broken into three da .. -.cs: one lo 
read the file, another to perform the modilications, anJ a third lo write l 1Ul the nt.-w ver­
sion. Both the file reading and file writing steps have knowledge ahoul the ltle fonnal, 
which results in infonnation leakage. The solution is lo comhtne the core tnechanisms 
for reading and writing files into a single clas.,. This clas., wtll gel uM:d duriu� hoth the 
reading and writing phases of the application. It's easy to fall into the trap ol tempo­
ral decomposition, because the order in which operations must tx:cur i!> oHen on your 
mind when you code. Hl1wevcr, mos1 design decisions manifest lhem!>clves at scvernl 
differem times over the ltfe of 1he appltca1ion; as a resuh, 1emporal dt."l.:omposi1ion 
oflen resuhs in infonna1ion leakage. 

Order usually docs maner, so h wtll he reHee1cd somewhere in 1he applica1ion. 
However, it shouldn'1 be reHec1ed in the module s1ruc1ure unless 1ha1 slruc1ure t� 1:on­
sistent with infonnation hiding (perhaps the different stages use totally differem in­
fonnation). When designing modules, focus on the knowledge that's needed to 
perform each task, not the order In which tasks occur. 

5.4 Example: HTTP server 

To illustrate the issues in infonnation hiding. let's consider the design decisions made 
by students implementing the HTTP prmocol in a software design coun.c. h's useful 
to see both the things they did well and the areas where they had pmhlems. 

HTTP is a mechanism used hy Web browsers to communicate with Weh servers. 
When a user clicks on a link in a Web browser or suhmit,; a fonn. the hrowscr uses 
HTTP to send a request over the network to a Web server. Once the server has pro-

ft Red Flag: Temporal Decomposition ft 

In t�mporal decomposition, execution order is reflected in the code structure: op­
erattons that happen at different times are in different methods or classes. If 1hc 
same knowledge_is u_� at different poinis in eitecution, it gets encoded in muhi­
ple places, resuhing m mformation leakage. 
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Method URL Parameter(s) Protocol Version 

' ' ' ' 
POST /connents/create?photo_id•246 HTTP/11 

Accept: text/html , */* 

Host: www.example .c0111 '} 
user-Agent: Mozilla/5.0 

Accept-Language: en-us Headers 

Accept-Charset: IS0-8859-1,utf-8 
content-Length: 40 

connent-what+a+cute+baby%21&,priority•low - Body 

Figure S.I: A POST request in the HTTP protocol consist\ of text sent over a TCP socket. 
Each request contains an initial line. a collection of headers tenninated by an empty tine. 
and an optional body. The initial line contains the request type (POST is used for submitting 
form data). a URL indicating an operation (/conaents/create) and optional parameters 
(photo_id has the value 246). and the HTTP protocol ven;ion used by the sender. Each 
header line consists of a name such as Content-Length followed by its value. For this 
reques1, the body contains additional parameters (conaent and priority). 

cessed the request, it sends a response back to the browser; the response nonnally 
contains a new Web page to display. 1be HTTP protocol specifies the fonnat of re­
quests and respom.cs. hoth of which are represented textually. Figure 5.1 shows a 
sample HTTP request describing a fonn submission. The students in the course were 
asked to implement one or more das.'it..>s to make it easy for Web servers to receive 
incoming HTTP reques1s and send responses. 

5.5 Example: too many classes 

The most common mistake made by students was to divide their code into a large 
number of shallow das.'iCs. which led to infonnation leakage between the classes. One 
team used two different classes for receiving HTl1' requests; the first class read the 

request from the network connection into a string. and the second class parsed the 
string. This is an example of a temporal decomposition ("first we read the request, 
then we parse it" J. lnfonnation leakage occurred because an HTTP request can't be 
read without parsing much of the message: for example, the Content-Length header 
specifics the length of the request body. so the headers must be parsed in order to 
compute the total request length. As a result, both classes needed to understand most of 
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the structure of HTI'P requests, and parsing code was duplit:atc.-J in both c.:lasM:s. This 
approach also created extra complexity for ullers. who had to invoke two methods in 
different classes, in a particular order, to receive a request. 

Because the classes shared so muc.:h infonnation, it would have tlcen bettc.T to 
merge them into a single class that handlei. ooth request reading and par..ing. This 
provides better information hiding. sinc.:e it isolates all knowledge of the request for­
mat in one class, and it also provides a simpler intcrfac.:e to c.:aller., (just one method to 
invoke). 

This example illustrates a general theme in S<1ftware design : Information hldlng 
can often be improved by making a cu sllgbdy larger. One rea.,on for doing this 
is to bring together all of the code related to a panic.:ular c.:apability (suc.:h as parsing 
an HTfP request), so that the resulting c.:lass contains everything related to that c.:apa­
bility. A second reason for inerea.,;ing the size of a c.:lass i!, to raise the level of the 
interface; for example, rather than having separJte method.,; for eac.:h of three steps of a 
computation, have a single method that performs the entire c.:omputation. This c.:an re­
sult in a simpler interface. Both of these benefits apply in the example or the previous 
paragraph: combining the classes brings together all of the c.:ode related to parsing an 

HTIP request, and it replaces two externally-visible methods with one. The combined 
class is deeper than the original cla,;ses. 

Of course, it is possible to take the notion of larger classes too far (suc.:h as a single 

class for the entire application). Chapter 9 will discuss conditions under which it makes 
sense to separate code into multiple smaller classes. 

5.6 Example: HTTP parameter handllng 

After an HTIP request has been received by a server. the server needs to ac.:c.:css some 

of_ the information from the request. The code that handles the request in Hgure 5.1 
�111ght need t� know the value of the photo_ id parameter. Parameters can tlC spcdfied 

m the first lme of the request (photo_ id in Figure 5.1) or, sometimes, in the body 
(comment and priority in Figure 5.1 ). Each parameter has a name and a value. The 
values of parametei:s u� a special encoding called URL encoding; for example. in the 
�alue f�r comment m Figure 5.1, "+" is used to represent a space character. and "%21" 
is used mstead of"!". In order to process a request, the server will need the values for 
some of the parameters, and it will want them in unencoded fonn . 

. Mos� of the student projects made two good choices with respect to parameter han­
dhng. First, they recognized that server applications don't care whether a parameter 
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is specified in the header line or the body of the request, so they hid this distinction 
from callers and merged the parameters from both locations together. Second, they 
hid knowledge of URL encoding: the HTTP parser decodes parameter values before 
returning them to the Weh server, so that the value of the comment parameter in Fig­
ure 5.1 will he returned as "What a cute baby!", not "What+a+cute+baby%21"). In 
both of these cases, information hiding resulted in simpler APis for the code using the 
HTfP module. 

However. most of the students used an interface for returning parameters that 
was too shallow, and this resulted in lost opportunities for information hiding. Most 
projects u!.ed an ohject of type HTTPReques t to hold the parsed HTTP request, and the 
HTTPRequest class had a single method like the following one to return parameters: 

public Map<String, String> getParus() { 
return this.params; 

} 

Rather than returning a single parameter, the method returns a reference to the Map 
used internally to store all of the parameters. This method is shallow, and it exposes 
the internal representation used hy the HTTPRequest class to store parameters. Any 
change to that representation will result in a change to the interface, which will require 
modifications to all callers. When implementations are modified, the changes often 
involve changes in the representation of key data structures (to improve performance, 

for example). Thus, it's important to avoid exposing internal data structures as much 
as possihle. This approach alw makes more work for callers: a caller must first invoke 

getParams, then it must call another method to retrieve a specific parameter from the 

Map. Finally, callers must realize that they should not modify the Map returned by 

getParams. since that will affect the internal state of the HTTPRequest. 
Here is a better interface for retrieving parameter values: 
public String getParameter(String name) { ... } 
public int getlntParameter(String name) { ... } 

getParameter returns a parameter value a,; a string. It provides a slightly deeper 

interface than get Pa rams above: more importantly, it hides the internal representation 
of parameters. getlntParilllleter converts the value of a parameter from its string 

form in the HTTP request to an integer ( e.g., the photo_ id parameter in Figure 5.1 ). 

This saves the caller from having to request string-to-integer conversion separately, 

and hides that mechanism from the caller. Additional methods for other data types. 
such as getDoubl eParameter, could be defined if needed. (All of these methods will 
throw exceptions if the desired parameter doesn't exist, or if it can't be converted to 
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the requested type; the exception dcclarati<>M have lia;n omttted tn the code above). 

5.7 Example: defaults In HTTP responses 

The HTfP projects also had lo pruvide support for flencraling HTf P responses. The 
most common mistake students made tn this area Wll'i inadequate d�laults Each H1iP 
response must specify an HTfP pn,locol version; one learn required callers lo specify 
thls version explicitly when creating a n:spon� ohjcct. However, the response version 
must correspond lo that in the request object, and the n.-qu.:sl must already he pa� 
as an argument when sending the response (it indicates whl..-re lo send the response). 
Thus, it makes more sense for the HTTP cla'lo;cs to pruvidc the reo;ponsc vero;ton auto­
matically. The caller is unlikely to know what Vl.."Aion to spcdfy. aud if the caller does 
specify a value. it probably results in information leakage hctwcen the HTTP library 
and the caller. HTTP responses also include a Date hea<k.-r spl..-cifytng the time when 
the response was sent; the HTfP library should provide a scnsthlc default for this as 
well. 

Defaults illustrate the principle that interfaces should he de!!igncd to make the com­
mon case as simple as possible. They are also an example of panial information hiding: 
in the normal case, the caller need not be aware of the existence of the defaulted item. 
In the rare cases where a caller needs to override a default. it will have to know ahout 
the value. and it can invoke a special method to modify it. 

Whenever possible. classes should "do the right thing" without hcing explicitly 
as�ed. 

_Dc�aults are an example of this. The Java VO example on page 26 illustrates 
thts potnt tn a negative way. Buffering in file VO is so univcr..ally dcsirahlc that no­
one should ever have to ask explicitly for it, or even he aware of its cxistcm:c: the UO 
classes should do the right thing and provide it automatically. The hcst features arc the 

" Red Flag: Overexposure " 
If the API for a commonly used feature forces users to learn about other features 
that are rarely used, this tncreases the cognitive load on users who don't need the 
rarely used features. 
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ones you ge1 wi1hou1 even knowing they exist 

5.8 Information hiding within a class 

The examples in 1his chap1er focused on informa1ion hiding as i1 rela1es 10 1he ex1er­
nally visible APls for classes, hu1 infonna1ion hiding can also be applied a1 other levels 
in 1he sys1em. such as wi1hin a class. Try 10 design the priva1e me1hods wi1hin a class 
so tha1 each me1hod encapsula1es some infonna1ion or capability and hides i1 from the 
res1 of the class. In addi1ion, 1ry JO minimize the number of places where each ins1ance 
variable is used. Some variables may need 10 he accessed widely across the class, bu1 
mhers may he needed in only a few places; if you can reduce the number of places 
where a variable is w,cd. you will elimina1e dependencies within 1he class and reduce 
its complcxi1y. 

5.9 Taking It too far 

Informa1ion hiding only makes sense when 1he informa1ion being hidden is not needed 
ou1side i1s module. If 1he informa1ion is needed outside the module, then you mus1 not 

hide it Suppose 1ha1 1he performance of a module is atTec1ed by certain configura1ion 
parame1ers. and 1ha1 differcm uses of the module will require differem seuings of 1he 
parame1ers. In 1his case i1 i!t imJX1nam 1ha1 1he parame1ers are exposed in the interface 
of 1he module. so 1ha1 1hey can he 1uned appropria1ely. As a sof1ware designer, your 
goal should he 10 minimi,.c 1he amoum of informa1ion needed outside a module; for 
example. if a module can au1oma1ically adjus1 its configura1ion, tha1 is beuer than 
exposing configura1ion parame1ers. Bui, ii's importam 10 recognize which informa1ion 
is needed ou1side a module and make sure i1 is exposed. 

5.1 O Concluslon 

Informa1ion hiding and deep modules are closely rela1ed. If a module hides a 101 of 
informa1ion, 1ha1 1ends 10 increase 1he amoum of func1ionali1y provided by 1he module 
while also reducing i1s imerface. This makes the module deeper. Conversely, if a 
module doesn'1 hide much informa1ion, then ei1her i1 doesn'1 have much func1ionali1y, 
or it has a complell interface; either way, the module is shallow. 
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When decomposing a system into modules, try not In he influenced hy the order in 

which operations will occur at runtime: that will lead you down the path of temporal 
decomposition, which will result in information leakage and shallow modules. Instead, 
think about the different pieces of knowledge tha1 are needed u, carry 01.11 the tasks of 
your application, and design each module to encapsulate one or a few ol" those pieces 
of knowledge. This will produce a clean and simple design with deep modules. 
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Chapter 6 

General-Purpose Modules are 
Deeper 

The process of leaching my software design course, in which I'm constantly trying 
10 identify the causes of complexity in student code, has changed my thinking about 
software design in several ways. The most important of these has 10 do with generality 
versus specialization. I have found over and over that specialization leads 10 complex­
ity; I now think that over-spedalization may he the single greatest cause of complexity 
in software. Conversely. code that is more general-purpose is simpler, cleaner, and 
easier 10 unden,tand. 

This principle applies al many different levels in software design. When designing 
modules such as classes or methods. one of the best ways 10 produce a deep API is 
lo make ii general-purpose (general-purpose APls result in more infonnation hiding). 
When writing detailed code. one of the most effective ways 10 simplify the code is 
hy eliminating special cases. so that the common-case code handles the edge cases as 
well. Eliminating special cases can also make code more efficient, as we shall see in 
Chapter 20. 

This chapter discusses the prohlems caused hy specialization and the henefits of 
generality. Speciali1a1ion cannot he complctcly eliminated. so the chapter also offers 
guidelines on how to separate special-purpose code from general-purpose code. 
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6.1 Make classes somewhat general-purpose 

One of the most common decisions that you will fiK:e when designing a nc..-w class is 
whether to implement it in a general-purpose: ur spccial-purpw,c ra.-.hion. Sumc might 
argue that you should take a general-purpose appruac.:h. in whic.:h yuu implement a 
mechanism that can be used to address a broad range uf pruhlenis. no1 jusi 1he ones 
that are important today. In this case. the new mechanism may !ind uuaniidp.ucd uses 
in the future, thereby saving time. The general-purpose appruac.:h seems c.:onsistent 
with the investment mind,;et discussed in Chapter J. wht..-re you spend a hit more time 
up front to save time later on. 

On the other hand, we know that it's hard to prcdic.:t the future need., of a software 
system. so a general-purpose solution might include facilities 1hat arc never actually 
needed. Furthermore, if you implement something that is too general-purpo�. it might 
not do a good job of solving the particular problem you have today. As ,1 result. some 
might argue that it's better to focus on today·s needs. building just what you know 
you need, and specializing it for the way you plan to use it today. If you take the 
special-purpose approach and discover additional usc..-s later. you c.:an always refactor 
it to make it general-purpose. The special-purpose approach seems c.:onsistent with an 
incremental approach to software development. 

When I first started teaching my software de.sign course I leaned towards the scc.:ooo 
approach (make it special-purpose to begin with). hut after teaching the c.:oursc a few 
times I changed my mind. In reviewing student projects I notic.:cd that general-purpose 
classes were almost always better than special-purpose alternatives. What particularly 
surprised me is that general-purpose interfaces arc simpler and dc..-epcr than special­
purpose ones. and they result in less code in the implementation. It turns out that even 
if you use a class in a special-purpose way. it"s less work to build it in a general-purpose 
way. And, the general-purpose approach can save you even more time in the future. if 
you reuse the class for other purposes. But general-purpose is still helter even if you 
don't reuse the class. 

In my experience, the sweet spot is to implement new modules in a .wmewhat 
general:purpos_e fas_hion. The phrase "somewhat general-purpose .. means that the 
module s functlonahty should reflect your current needs, hut its interface 'ihould not. 
Instead, the interface should be general enough to support multiple uses. The inter­
face shoul�. be easy t�. �� for today's needs without being tied specilkally to them. 
The word somewha� _ 15 •_mportant: don't get carried away and build something so 
general-purpose that 1t 1s difficult to use for your current needs. 
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6.2 Example: storing text for an editor 

Let's consider an example from a software design class in which students were asked 
to build simple a GUI text editor. The editor had to display a file and allow users to 
point, click. and type to edit the file. It also had to support multiple simultaneous views 
of the same file in different windows. and it had to suppon multi-level undo and redo 
for modifications to the file. 

Each of the student projects included a cla<is that managed the underlying text of 
the file. The text classes typically provided methods for loading a file into memory, 
reading and modifying the text of the file, and writing the modified text back to a file. 

Many of the student teams implemented special-purpose APis for the text class. 
They knew that the class wa,; going to be used in an interactive editor, so they thought 
about the features that the editor had to provide and tailored the API of the text class 
to those specific features. for example. if a user of the editor typed the backspace key, 
the editor deleted the character immediately to the left of the cursor; if the user typed 
the delete key, the editor deleted the character immediately to the right of the cursor. 
Knowing this, some of the teams created one method in the text class to suppon each 
of these specific features: 

void backspace(Cursor cursor); 
void delete(Cursor cursor); 

Each of these methods takes the cursor position as its argument; a special type Cursor 
represents this position. The editor also had to suppon a selection that could be copied 
or deleted. The students handk--d this by defining a Selection class and passing an 
object of this class to the text class during deletions: 

void deleteSelection(Selection selection); 

The students probably thought that it would be ea-;ier to implement the user inter­
face if the methods of the text class corresponded to the features visible to users. In 
reality, however, this speciali,.ation provided little benefit for the user interface code, 
and it created a high cognitive load for developers working on either the user interface 
or the text class. The text class ended up with a large number of shallow methods, each 
of which was only suitable for one user interface operation. Many of the methods, such 
as delete, were only invoked in a single place. As a result, a developer working on 
the user interface had to learn about a large number of methods for the text class. 

This approach created infonnation leakage between the user interface and the text 
class. Abstractions related to the user interface, such as the selection or the backspace 
key, were reflected in the text class: this increased the cognitive load for developers 
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working on the text clai;s. Each new u.,;er interface operation required a new method to 

be defined in the text cla.-.s. so a dcvelop.-r working on the: u-.cr interface was likely to 

end up working on the text clai;s as well. One of the: goal!, in das-. design is to allow 
each class to be developed indc..i,cndcntly. hut the spccializL-d approach tied th: wer 
interface and text classes together. 

6.3 A more general-purpose API 

A belier approach is to make the text cla.,s more generic. 11 .. API -.hould he defined 
only in terms of basic text features. without reflecting the higher-level operations that 
will be implemented with it. For example, only two method!> are nL-cded for modifying 
text: 

void insert(Position position, String newText); 
void delete(Position start, Position end); 

The first method insert, an arhitrary string at an arhitrary position within the text, and 
the second method deletes all of the characters at positions greater than nr equal to 
start but less than end. Thi,; API also u,;es a more generic type Position instead 
of Cursor, which reflects a specific user intt.-rface. The text clas" should also pro­
vide general-purpose facilities for manipulating positions within the text, such as the 
following: 

Position changePosition(Position position, int numChars); 
This method returns a new position that is a given number uf characters away from a 
given position. If the numChars argument is positive, the new p1sition is later in the 
file than position; if numChars is negative, the new position is hefnre position. 
The method automatically skips to the next or previou., line when necc,;sary. With 
these methods, the delete key can be implemented with the following code (assuming 
the cursor variable holds the current cursor position): 

text.delete(cursor, text.changePosition(cursor, 1)); 
Similarly, the backspace key can be implemented as follows : 

text.delete(text.changePosition(cursor, -1), cursor); 
With the general-purpose text API. the code to implement user interface functions 

such
_� delete and backspace is a bit longer than with the original approach using 3 

specialized text API. However, the new code is more obvious than the old code. A 
developer working in the user interface module probably cares about which characters 
are deleted by the backspace key. With the new code, this is obvious. With the old 
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code, 1he developer had 10 go 10 1he lex I class and read the documen1a1ion and/or code 
of the backspace me1hod 10 verify lhe behavior. Funhennore, the general-purpose 
approach ha., less code overall 1han the specialized approach, since ii replaces a large 
nwnhcr of special-purpose me1hods in lhe 1ex1 class with a smaller number of general­
purpose ones. 

A 1ex1 class implcmenied with lhe general-purpose inlerface could poteniially be 
used for other purposes besides an in1erac1ive edi1or. As one example, suppose you 
were building an applica1ion 1ha1 modified a specified file by replacing all occurrences 
of a particular siring wi1h ano1her string. Mel hods from 1he specialized 1ex1 class, such 
as backspace and delete. would have liule value for 1his application. However, the 
general-purpose lcxl class would already have mos1 of the func1ionali1y needed for 1he 
new applica1ion. All 1ha1 is missing is a method 10 search for the nexl occurrence of a 
given siring, such as 1his: 

Position findNext(Position start, String string); 

Of course, an in1crac1ivc 1ex1 cdi1nr is likely 10 have a mechanism for searching and 
replacing, in which case 1hc 1cx1 class would already include this me1hod. 

6.4 Generality leads to better Information hiding 

The general-purpose approach provides a cleaner separation hc1wecn the 1ex1 and user 
inierface dasscs. whkh rcsuhs in bc11er informa1ion hiding. The 1ex1 class ne.ed no1 
be aware of specifics of 1hc user inierface, such as how 1he backspace key is han­
dled; lhesc dclails arc now encapsula1cd in 1he user imerface class. New user in1erface 
fea1ures can be added wi1hou1 crea1ing new supporting func1ions in the 1ex1 class. The 
general-purpose inicrface also reduces cogni1ive load: a developer working on the user 
imerface only needs 10 learn a few simple methods, which can he reused for a varie1y 
of purposes. 

The backspace mc1hod in the original version of the 1ex1 class was a false abstrac­
lion. h purported 10 hide informalion aooul which charac1ers are dele1ed, bu1 the user 
inierfacc module really needs 10 know 1his; user inierface developers are likely lo read 
the code of lhe backspace me1hod in onler 10 confirm its precise behavior. Pulling 
lhe me1hod in 1he 1cx1 dass jus1 makes ii harder for lL'ier inierface developers lo gel 
the informa1ion lhcy m .. 'Cd. One of the mosl importanl elements of sof1ware design is 
de1ermining who needs IO know whal. and when. When the de1ails are importanl, it 
is beucr 10 make lhcm c:11plici1 and as ohvious as possible. such as the revised imple-
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mentation of the backspace oper,llion. Hiding this infom1atiun ht:hind an inierface j11S1 
creates obscurity. 

6.5 Questions to ask yourself 

It is easier to recognize a clean general-purpose class design than it is to t:reate one. 
Here are some questions you t:an a'lk yourself. whit:h will help you lo !ind the right 
balance hetween general-purpose and special-purpose for an interl"at:c. 

What is the simplest Interface that will cover all my current need,;? Ir you reduce 
the numher of methods in an API without reducing its overall t:apahilities. then you are 
probably creating more general-purpose methods. The spct:ial-purpo,;c text API had 
at least three methods for deleting text: backspace. de 1 ete. and de 1 eteSe 1 ecti on. 
The more general-purpose API had only one method for deleting text. whkh served 
all three purposes. Reducing the number of methods makes sense only as long as the 
API for each individual method stays simple: if you have to introduce lots of addi­
tional arguments in order to reduce the number of methods. then you may nut really 
be simplifying things. 
In how many situations will this method be used? If a method is designed for one 
particular use, such as the backspace method. that is a red flag that it may he too 
special-purpose. See if you can replace several special-purpose methods with a single 
general-purpose method. 
Is this API easy to use for my current needs? This question can help you to deter­
mine when you have gone too far in making an API simple and general-purpose. If 
you have to write a lot of additional eode to use a class for your current purpose. that's 
a red flag that the interface doesn't provide the right functionality. for example. one 
approach for the text class would he lo design it around single-charat:ter operations: 
inse�t inserts a single character and delete deletes a single character. This API is 
both stm�le an�general-purpose. However, it would not be panicularly easy to use for 
a text editor: higher-level code would contain lots of loops to insert or delete ranges 
�f characters. The single-character approach would also he inefficient for large opera­
ttons. Thus it's hener for the text class to have built-in support for operations on ranges 
of characters. 
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6.6 Push speclallzatlon upwards (and downwards!) 

Most software sysh:ms must inevitably have some code that is specialized. For ex­
ample. applications provide spet.:i ftt.: featurt..-s for their users; these are often highly 
specialired. Thus it isn't usually possible to eliminate specializ.ation altogether. How­
ever, specialii'.ed t.:nde should be cleanly separated from general-purpose code. This 
can be done by pushing the specialized code either up or down in the software stack. 

One way to separate spt..-cialized code is to push it upwards. The top-level classes 
of an application. whit.:h provide spedftc features. will necessarily be specialized for 
those features. But this specialization need not percolate down into the lower-level 
classes that arc used to implement the features. We saw this in the editor example 
earlier in this chapter. The original student implementation leaked specialized user­
interface details such as the behavior of the backspace key down into the implementa­
tion of the text das!.. The improved text API pushed all of the specialization upwards 
into the user interface t.:ode. leaving only general-purpose code in the text class. 

Sometimes the best approat.:h is to push specialization downwards. One example 
of this is devit.:e drivers. An operating system typically must support hundreds or 
thousands of different device types of devices. such as different kinds of secondary 
storage devices. Each of these device types has its own specialized command set. In 
order to prevent specialized dcvit.:e t.:haracteristics from leaking into the main operating 
system code. operating systems deftne an interface with general-purpose operations 
that any sewndary !.toragc devit.:e must implement, such as "read a block" and "write 
a block". I-or cat.:h different device, a device drfrer module implements the general­
purpose interface using the speciali,.cd features of that particular device. This approach 
pushes specialization down into tbe device drivers. so that the core of the operating 
system can be written without any knowledge of specific device characteristics. This 
approach also makes it easy to add new devices: if a device has enough features to 
implement the device driver interface. it can be added to the system with no changes 
to the main operating !.ystem. 

6.7 Example: editor undo mechanism 

In th e GUI editor prnjct.:t, one of tbe requirements was to support multi-level undo/redo, 
not just for changes to the tc,i;t itself, but also for changes in the selection, insertion cur­
sor, and view. For eumple. if a user selects some te,i;t, deletes it, scrolls to a di�erent 
place in the file, and then invokt..-s undo, tbe editor must restore its state to what It was 
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just before the deletion. This includes n:storini the deleted tc:llt. selecting it again.and 
also making the sela1ed tellt visible in the wtndnw. 

Some of the s tudent projects implemented the entire undo tnechanism as part of the 
tellt class. 1be tellt class maintained a h!ll of all the undoablc changes. It automatically 
added entries to this list whefk."VCI" the text wa, changed. h,r chan�es to the selection, 
insertion cursor, and view, the u.� intcrf acc code invoked additional methods in the 
text class, which then added entries for those changC!I to the undo list. When undo or 
redo was requested by the user, the WiC1' interface code invoked a method tn the text 
class, which then processed the entrie,i in the undo list. h,r entries related to text, it 
updated the internals of the text class; for entries related to other things. such as the 
selection, the text cla..s called back to thew.er interface coc.lc to carry out the undo<t 
INO. 

This approach resulted in an awkward set of features in the text class. 1be core or 
undo/redo consists of a general-purpose mechanism for managin!f a list of actions that 
have been executed and stepping through them during undo and redo operations. The 
core was located in the text class along with special-purpose handler.. that implemented 
undo and INO for specific things such a.s text and the selection. The SJX,'Cial-purpose 
undo handlers for the selection and the cursor had nothing to do with anything else 
in th� text class: they resulted in information leakage hctwecn the text class and the 
user tnterface, as well as extra methods in each module to pass undo information back 
and forth. If a new son of undoablc entity were added to the system in the future. it 
would �utre changes to the text class, including new method." specific to that entity. 
In addttton, the general-purpose undo core had little to do with the gencr,d-purpose 
text facllities in the class. 

Th�e problems can be solved by extracting the general-purpose core of the undolred0 
mechantsm and placing it in a separate class : 

public class Hlstory { 
public int erface Action { 

public VOld redo()· 
public vo i d  undo(); 

} 

Hls tory() { ... } 

v
v
o
o
�d

d 
ad

dd
dA
F
ction(Actlo n actlon) { ... } 

l a ence() { ... } 

VO)d undo(){ ... } 
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void redo(){ ... } 
} 

In this design. the History class manages a collection of objects that implement the in­
terface Hi story.Action. Each Hi story .Action describes a single operation, such 
as a text insertion or a change in the cursor location, and it provides methods that can 
undo or redo the operation. The Hi story class knows nothing about the information 
stored in the actions or how they implement their undo and redo methods. Hi story 
maintains a history list describing all of the actions executed over the lifetime of an ap­
plication, and it provides undo and redo methods that walk backwards and forwards 
through the list in response lo user-requested undos and redos, calling undo and redo 
methods in the History .Actions. 

Hi story. Actions are special-purpose objects: each one understands a particu­
lar kind of undoablc operation. They are implemented outside the Hi story class, in 
modules that understand particular kinds of undoable actions. The text class might im­
plement Undo able Insert and Undoab l eOe l ete objects lo describe text insertions 
and deletions. Whenever it inserts text, the text class creates a new Undoabl elnsert 
object describing the insenion and invokes Hi story. addAction to add it lo the his­
tory list. The editor's user interface code might create UndoableSelection and 
Undoab l eCu rso r objects that describe changes lo the selection and insertion cursor. 

The History cla,;s also allows actions to be grouped so that. for example, a sin­
gle undo request from the user can restore deleted text, reselect the deleted text. and 
reposition the insertion cursor. To implement grouping the Hi story class uses fences, 

which arc markers placed in the history list to separate groups of related actions. Each 
call to History. redo walks backwards through the history list. undoing actions until 
it reaches the next fence. The placement of fences is determined by higher-level code 
by invoking History. add Fence. 

This approach divides the functionality of undo into three categories, each of which 
is implemented in a dilTcrent place: 

• A general-purpose mechanism for managing and grouping actions and invoking 
undu/n..-do operations (implemented by the Hi story class). 

• The specifics of particular actions (implemented by a variety of classes, each of 
which undcrs1ands a small number of action 1ypes). 

• The policy for grouping actions (implemented by high-level user interface code 

to provide 1hc righ1 overall application behavior). 
Each of these ca1egorics can be implemented without any understanding of the oth� 
categories. The History cla-.s docs not know what kind of actions are being undone; it 
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could be used in a variety of applications. EiM.:h 114:tion da.,, unJcr,tand, only a single 
kind of action, and neither the History clas.-. nor the uL:tion da,-.c, lleL-d-. to he aware 
of the policy for grouping actions. 

The key design decision was the one that sc:paratL-J the �encral-purpose pan of 
the undo mechanism from the spccial-purpo!IC parts, L:realin� a -.cparate dass for the 
general-purpose part and pushing the spa:ial-purposc pan, down into subclasses of 
Hi story .Action. Once thal wa.-. done, the rest of the Jc,ign ldl out naturally. 

Note: the suggestion to st..1>arate gen&..-ral-purposc rnde from ,pedal-purpose code 
refers to code related to a particular mechanism. �or example, ,pedal-purpose undo 
code (such as code to undo a text insenion) should he separated from �cncral-purpose 
undo code (such as code lo manage the history list). HowevL-r, i1 may make sense to 
combine special-purpose code for one mechanism with gencral-purpo,c wde for an­
other. The text class is an example of this: it implements a genL-ral-purposc mechanism 
for managing text, but it includes special-purpose code related to undoin�. The undo 
code is special-purpose because it only handles undo opcratinns for text modilications. 
It doesn't make sense to combine this code with the general-purpose undo infra.,;truc­
ture in the Hi story class, but it does make scR!le to put it in the text dass, since it is 
closely related to other text functions. 

6.8 Elimlnate speclal cases In code 

Up until this point I have been discussing spcciali,.ation in the 1:ontex1 of dass and 
method design. Another form of spcciali1.ation occur.; in the code for method hodies, 
in the fonn of special cases. Special cases can result in code that is riddled with if 
state�ents, which make the code hard to understand and arc prone to bugs. Thus. 
s� ial_ cases should be eliminated wherever possible. The best way to do this is by 
dt:5ignmg the normal case in a way that automatically handles the edge conditions 
without any extra code. 

In th� text editor project, students had to implement a mechanism for scla:ting text 
and copy mg or deleting the selection. Most student'! i ntroduccd a state variable in their 
selectio� implementation to indicate whether or not the selection exists. They probably 
ch� this approach because there are times when no selection is visible on the screen. 
so 11 seemed natural to represent this notion in the implementation. However. this 
�ppro�ch resulted in numerous checks to detect the "no selection" condition and handle 
1t specially. 

The selection handling code can be simplified by eliminating the "no selec tion" 
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special ca'>e, so that the sclectio� always exi_sts. When there is no selection visible on 
the screen, it can he represented internally with an empty selection, whose starting and 
ending positions are the same. With this approach, the selection management code can 
be written without any checks for "no selection". When copying the selection, if the 
selection is empty then O hytes will be inserted at the new location; if implemented 
correctly, there will be no m.-cd to check for O bytes as a special case. Similarly, 
it should be possible to design the code for deleting the selection so that the empty 
case is handled without any spL-cial-case checks. Consider a selection all on a single 
line. To delete the selection, extract the portion of the line preceding the selection and 
concatenate it with the portion of the line following the selection to form the new line. 
If the selection is empty. this approach will regenerate the original line. 

Chapter IO will di!>euss exceptions, which create many more special cases, and 
how to reduce the numher of places where they must be handled. 

6.9 Concluslon 

Unnecessary spcciali,.ation, whether in the form of special-purpose classes and meth­
ods or special cases in code, is a significant contributor to software complexity. Spe­
cialization can't he eliminated completely, hut with good design you should be able to 
reduce it significantly and separate specialized code from general-purpose code. This 
will result in deeper classes. better information hiding, and simpler and more obvious 
code. 
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Chapter 7 

Different Layer, Different 
Abstraction 

Software systems arc composed in layers. where higher layers use the facilities pro­
vided by lower layers. In a well-dei;igncd system, each layer provides a different 
abstraction from the layers above and below it: if you follow a single operation as it 
moves up and down through layers by invoking methods. the abstractions change with 
each method call. i-;or example: 

• In a file system. the uppermost layer implements a file abstraction. A file consists 
of a variable-length array of bytes. which can be updated by reading and writing 
variable-length byte rangei;. The next lower layer in the file system implements 
a cache in memory of fhcd-si1e disk blocks; callers can assume that frequently 
used blocks will i;tay in memory where they can be accessed quickly. The lowest 
layer consb,ts of device driven,. which move blocks between secondary storage 
devices and mctnory. 

• In a network transport protocol such as TCP. the abstraction provided by the top­
most layer is a stream of bytes delivered reliably from one machine to another. 
This level is lluilt on a lower level that transmits packets of bounded size between 
machines on a hest-efTort hasis: most packets will be delivered successfully, but 
some packets may he Inst or delivered out of order. 

If a system contain,; adjacent layers with similar abstractions. this is a red flag that 
suggests a problem with the clai;s decomposition. This chapter discusses situations 
where this happens, the problems that result. and how to refactor to eliminate the 

problems. 
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7.1 Pass-through methods 

When adjaceni layers have similar ahs1r.M.:1ions, 1hc prohlcm 111'1.:n 111anifos1s i1self in 
1he form of pass-through methods. A pass-1hrough mc1ho<l is on.: 1ha1 docs linlc except 
invoke ano1her me1hod, whose signa1urc is similar or i<lcnucal 111 1ha1 of 1he calling 
me1hod. For example. a s1udem projcc1 implemcniing a GUI 1.:\1 c<li1or coniained a 
class consis1ing almos1 cniircly of pa'iS-1hrough me1ho<ls. Herc is an cxtrJct from that 
class: 

public class TextDocument ... { 
private TextArea textArea; 

} 

private TextDocumentListener listener; 

public Character getlastTypedCharacter() { 
return textArea.getlastTypedCharacter(); 

} 
public int getCursorOffset() { 

return textArea.getCursorOffset(); 
} 
public void insertString(String textToinsert, 

int offset) { 
textArea.insertString(textToinsert, offset); 

} 
public void willlnsertString(String stringToinsert, 

int offset) { 

} 

if (listener !• null) { 
listener.willlnsertString(this, stringToinsert, offset); 

} 

fl Red Flag: Pass-Through Method fl 
A pass-through method is one tha1 does nothing excep1 pass its argumcnis 10 an­
�ther '?et�od, usually wi1h the same API as the pass-through metho<l. This 1yp­
tcally mdtcaies that there is noi a clean division of responsibili1y be1wccn •he 
classes. 
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l3 of the 15 public methoos in that class were pass-through methoos. 

Pass-through methoos make classes shallower: they increase the interface com­

plexity of the class. which adds complexity, but they don't increase the total func­

tionality of the system. Of the four methoos above. only the last one has any func­

tionality, and even there it is trivial: the methoo checks the validity of one vari­

able. Pass-through methods also create dependencies between classes: if the signature 

changes for the i nsertStri ng methoo in TextArea. then the i nsertStri ng method 

in TextDocument will have to change to match. 

Pass-through methods indicate that there is confusion over the division of respon­
sibility between classes. ln the example above, the TextDocument class offers an 
insertString method. but the functionality for inserting text is implemented en­
tirely in TextArea. This is usually a bad idea: lhc interface to a piece of functionality 
should be in the same class that implements the functionality. When you see paM­
through methoos from one class to another, consider the two classes and ask yourself 
"Exactly which features and ah!.tractions is each of these classes responsible for?" You 
will probably notice that there is an overlap in responsibility hetween the classes. 

The solution is to re factor the classes so that each class has a distinct and coherent 
set of responsibilities. Hgure 7 .1 illustrates several ways to do this. One approach, 
shown in Figure 7.l(b), is to expose the lower level class directly to the callers of 
the higher level class. removing all responsibility for the feature from the higher level 
class. Another approach is to redistribute the functionality hetween the classes, as in 
Figure 7.1 (c). Finally. if the classes can"t he disentangled, the best solution may be to 
merge them a._ in Figure 7. l(d). 

In the example above. there were three cla._ses with intertwined responsibilities: 
TextDocument. TextArea. and TextDocu■entl i stener. The student eliminated 
the pas...-thmugh methods by moving methods hctween classes and collapsing the three 
classes into just two, whoi,c responsibilities were more clearly differentiated. 

7.2 When is interface duplication OK? 

Having methods with the same signature is not always bad. The important thing is that 
each new method should contribute significant functionality. Pass-through methods 
are bad because they contribute no new functionality. 

One example where it's useful for a methoo to call another methoo with the same 
signature is a dispatcher. A dispatcher is a methoo that uses its arguments to select 
one of several other methods to invoke; then it passes most or all of its arguments to 
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c21*1ol•l•I 
(a) 

l l l l l 
c1101*1 e2101•l•I 

(c) 

c,rbi l l l l 
c21*101•1�1 

(b) 

l l l l l 
c11□l*101e1J:(1 

(d) 

Figure 7.1: Pass-through methods. In (al, class CI contains three pa��-through methods, 

which do nothing but invoke methods with the same signature in C2 (each symbol represents 

a particular method signature). The pass-through methods can he eliminated by having C 1 's 

callel'll invoke C2 directly as in (b), by redistributing functionality between Cl and C2 to 
avoid calls between the classes as in (c), or by combining the clasl>C.s a� in (d). 

the chosen method. The signature for the dispatcher is often the same as the signature 

for the methods that it calls. Even so, the dispatcher provides useful functionality: it 

chooses which of several other methods should carry out each task. 
For example, when a Web server receives an incoming HTTP request from a Web 

browser, it invokes a dispatcher that examines the URL in the incoming request and 
selects a specific method to handle the request. Some URL.; might he handled by re­
turning the contenL'i of a file on disk; others might he handled by invoking a procedure 
in a language such as PHP or JavaScript. The dispatch process can he quite intricate, 
and is usually driven by a set of rules that are matched against the incoming URL. 

It is fine for several methods to have the same signature as long as each of them 
provides useful and distinct functionality. 1ne methods invoked by a dispatcher have 
this property. Another example is interface.'i with multiple implementations. such as 
disk drivers in an operating system. Each driver provides support for a different kind 
of disk, but they all have the same interface. When several methods provide differ­
ent implementations of the same interface, it reduces cognitive load. Once you have 
worked with one of these methods, it's easier to work with the others. since you don't 
need to learn a new interface. Methods like this are usually in the same layer and they 
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don't invoke each other. 

7.3 Decorators 

The decorator design pattern (also known as a "wrapper") is one that encourages API 

duplication across layers. A decorator object takes an existing object and extends its 

functionality; it provides an API similar or identical to the underlying object, and its 
methods invoke the methods of the underlying object. In the Java l/0 example from 
Chapter 4, the BufferedlnputStream class is a decorator: given an InputStream 
obje.ct, it provides the same API but introduces buffering. For example, when its 
read method is invoked to read a single character, it invokes read on the underly­
ing InputStream to read a much larger block, and saves the extra characters to satisfy 
future read calls. Another example occurs in windowing systems: a Window class 
implements a simple form of window that is not scrollable, and a ScrollableWindow 
class decorates the Window class by adding horizontal and vertical scrollbars. 

The motivation for decorators is to separate special-purpose extensions of a class 
from a more generic core. However, decorator classes tend to be shallow: they intro­
duce a large amount of boilerplate for a small amount of new functionality. Decorator 
classes often contain many pas.,;-through methods. It's easy to overuse the decorator 
pattern, creating a new class for every small new feature. This results in an explosion 
of shallow classes, such a.,; the Java 1/0 example. 

Before creating a decorator clas.,;, consider alternatives such as the following: 
• Could you add the new functionality directly to the underlying class, rather than 

creating a decorator cla.,;.,;? This makes sense if the new functionality is rela­
tively general-purpose, or if it is logically related to the underlying class, or if 
most uses of the underlying cla..._,; will also use the new functionality. For ex­
ample, vinually everyone who creates a Java InputStreari will also create a 
BufferedlnputStrea111, and buffering is a natural part of 1/0, so these classes 
should have been combined. 

• If the new functionality is specialized for a particular use case. would it make 

sense to merge it with the use case. rather than creating a separate class? 
• Could you merge the new functionality with an existing decorator, rather than 

creating a new decorator? This would result in a single deeper decorator class 

r.ither than multiple shallow ones. 
• Finally. ask yourself whether the new functionality really needs to wrap the ex­

isting functionality: could you implement it � a stand-alone class that is in-
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dependen1 of the base class'! In 1he windowing example. •he scrollbars could 
probably be implememed separa1ely from 1he main window. without wrapping 
all of its exis1ing func1ionali1y. 

There are occasionally si1ua1ions where wrappc,-rs make sense. One example is 
when a sys1em uses an ex1cmal dass whose in1erface canno1 be nwdilied, bu1 1he class 
mus• confonn 10 a differen1 imerface in 1he applica1ion where i1 is being used. In 
1his case, a wrapper class can be used 10 1ransla1c bc1ween 1he imerfaces. However, 
si1ua1ions like 1his are rare; there is usually a bc11er ahema1ive 1han using a wrapper 
class. 

7.4 Interface versus implementatlon 

Ano1her applica1ion of 1he "ditTerem layer, differen• abstrac1ion" rule is 1ha1 the in-
1erface of a class should nonnally be differem from i1s implemen1a1ion: the repre­
scntaiions used in1emally should be ditTerem from the abstrac1ions 1ha1 appear in •he 
imerface. If 1he 1wo have similar abstrac1ions, •hen 1he cla,;s probably isn'1 very deep. 
for example, in the 1ex1 edi1or projcc1 discussed in Chap1cr 6, mos• of 1he •cams im­
plememed the 1ex1 module in 1erms of lines of 1eit1, wi1h each line s1ored separaiely. 
Some of •he •earns also designed 1he APls for 1he 1ex1 class around lines, wi1h me1hods 
such as getl i ne and putl i ne. However, 1his made the 1ex1 class shallow and awk­
ward muse. In the higher-level user imerface code. i1's common 10 insert 1ex1 in •he 
middle of a line (e.g., when 1he user is 1yping) or 10 dcle1e a range of 1ex1 1ha1 spans 
lines. With a line-oriemed API for 1he 1ex1 class, callers were forced 10 spli• and join 
lines to implement the user-interface operations. This code was nontrivial and it was 
duplicated and scattered across the implementation of the user interface. 

The text classes were much easier to u.,;e when they provided a character-oriented 
interface, such as an insert method that inserts an arbitrary string of text (which may 
include newlines) at an arbitrary position in the text and a delete method that deletes 
the text between two arbitrary positions in the text. Internally, the text was still rep­
resented in tenns of lines. A character-oriented interface encapsulates the complexity 
of line splitting and joining inside the text class, which makes the text class deeper 

�nd �imp�ifies higher level code that uses the class. With this approach. the text API 
1s quite different from the line-oriented storage mechanism; the difference represents 
valuable functionality provided by the class. 
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7.s Pass-through variables 

Another form of API duplication across layers is a pass-through variable, which is a 
variable that is passed down through a long chain of methods. Figure 7.2(a) shows an 
example from a da1accnter service. A command-line argument describes certificates to 
use for secure communication. This infonnation is only needed by a low-level method 
13, which calls a lihrary method 10 open a socket. but it is passed down through all the 
methods on the path hctwcen main and ■3. The cert variable appears in the signature 
of each of the intcnnediate methods. 

Pass-through variahlcs add complexity because they force all of the intermediate 
methods 10 he aware of their existence, even though the methods have no use for 
the variables. Furthermore, if a new variable comes into existence (for example, a 
system is initially huilt without support for certificates. but you later decide 10 add that 
support), you may have to modify a large number of interfaces and methods 10 pass 
the variable through all of the relevant path.,;. 

Eliminating pass-through variables can be challenging. One approach is 10 see if 
there is already an ohjL"Ct shared between the topmost and bouommost medlods. In the 
datacenter service example of 1-igurc 7 .2, p&.'Thaps there is an object containing other 
information about network communication. which is available 10 both ■ain and 113. 
lfso, main can store the cL-rtifkate infonnation in that object, so it needn't be passed 
through all of the intcn·enin� methods on the path to m3 (see Figure 7.2(b)). However, 
if there is such an ohject, then it may iL-w:lf he a pass-through variable (how else does 
m3 get access 10 if!). 

Another approach is 10 store the information in a global variable, as in Figure 7.2(c). 
This avoids the nL-cd 10 pass the information from method to method. but global vari­
ables almost always create other prohlcms. For example. global variables make it 
impossible to create two independent instances of the same system in the same � 
cess, since accesses 10 the glohal variables will conflict. It may seem unlikely that you 
would need multiple instances in production. hut they are often useful in testing. 

The solution I use most often is to introduce a contat object as in Figure 7.2(d). 
A context stores all of the application's global state (anything that would otherwise 
be 3 pass-through variahle or gh,hal variable). Most applications have multiple vari­
ables in their glohal state. representing things such as configuration options, shared 
subsystems, and performance counter.;. 1bere is one context object per instanee of 
the 5Ystem. The context allows multiple instances of the system to coexist in a single 
process, each with its own coniext 
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niain(argc, argv) 
\ ml( ... cert, ... ) 
\ m2( ... cert, ... ) 
\ m3( ... cert, ... ) { openSocket(cert, ... ) 

} 

(a) main(argc, argv) 
\ \ ml( ... ) \ 
\ 

global 
variable m2( ... ) 

I m3(. .. ) { openSocket(cert, ... ) 
} (c) 

aain(argc, argv) 
\ '---... ,. ■l( .•• ) �Jhared 
\ lli!uobject m2(T) 

/ ■3( ... ) { ��nSocket(obj.cert, ..• ) 
(b) ■ain(argc, argv) 

\ �.,a...---, ml( ... ) timeout 1 11etrics t cert m2( ... ) 
\ /  ■3(. .. ) { 

context 
ohject 

openSocket(context.cert, ••• ) 
} 

(d) Figure 7.2: Possible techniques for dealing with a pass-through variable. In (a). cert is passed through methods ml and m2 even though they don·, use it. In (b). main and m3 have shared access to an object, so the variable can be stored there instead of pai;sing it through ml and m2. In (c), cert is stored as a global variable. In {d), cert is stored in a context object along with other system-wide information, such as a timeout value and performance counters; a reference to the context is stored in all objects whose methods need access 10 it. 
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Unfortunately, the context will probably be needed in many places, so it can po­
tentially become a pass-through variable. To reduce the number of methods that must 
be aware of it, a reference to the context can he saved in most of the system's major 
objects. In the example of figure 7.2(d), the class containing m3 stores a reference to 
the context as an instam.:e variable in its objects. When a new object is created, the 
creating method retrieves the context reference from its object and passes it to the con­
slrUctor for the new object. With this approach, the context is available everywhere, 
but it only appears as an explicit argument in constructors. 

The context object unifies the handling of all system-global information and elimi­
nates the need for pass-thmugh variables. If a new variable needs to be added, it can he 
added to the context objcd; no existing code is affected except for the constructor and 
deslnlctor for the context. The context makes it easy to identify and manage the global 
state of the system, since it is all stored in one place. 1be context is also convenient for 
testing: test code can change the global configuration of the application by modifying 
fields in the context. It would be much more difficult to implement such changes if the 
system used pass-through variables. 

Contexts arc far from an ideal solution. 1be variables stored in a context have 
most of the disadvantages of global variables; for example, it may not he obvious why 
a particular variable is present. or where it is used. Without discipline, a context can 
tum into a huge grail-bag of data that creates nonobvious dependencies throughout the 
system. Contexts may also create thread-safety issues; the hest way to avoid problems 
is for variable..-. in a context to he immutable. Unfortunately, I haven't found a better 
solution than contexLs. 

7.6 Concluslon 

Each piece of design infrastructure added to a system. such as an interface, argument, 
function, clas.s, or definition. adds complexity. since developers must learn about this 
clement. In order for an clement to provide a net gain against complexity, it must 
eliminate some complexity that would he present in the absence of the design clement. 
Otherwise, you are better off implementing the system without that particular element. 
For example, a class can reduce complexity by encapsulating functionality so that users 
of the cla'is needn't he aware of it. 

The "different layer, different ahstraction" rule is just an application of this idea: if 
different layers have 1hc same ahstraction. such as pass-through methods or decorators, 
then there's a good chance that they haven't provided enough benefit to compensate for 
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the additional infrastructure they represent Similarly, pass-through arguments require 
each of several methods lo be awure of their existence ( which adds lo complexity) 
without contributing additional functionality. 
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Chapter 8 

Pull Complexity Downwards 

This chap1cr introdm.:cs ano1hcr way of 1hinking abou1 how 10 crea1e deeper classes. 
Suppose 1ha1 you arc developing a m.-w module. and you discover a piece of unavoid­
able complexi1y. Which is hc11cr: should you lei users of 1he module deal with 1he 
complexi1y, or should you handle 1he complexi1y iniemally within the module? lf 1he 
complexi1y is rela1cd JO 1hc func1ionali1y provided by 1he module. then 1he second an­
swer is usually 1hc righ1 one. Mns1 modules have more users than developers. so i1 is 
bener for the developer.. 10 suITt .. -r than the users. As a module developer. you should 
strive 10 make life as ca!'>y as possihle for the users of your module. even if that means 
extra work for you. Ano1hcr way of cxprcs.,;ing this idea is that It Is more important 
for a module to have a simple Interface than a simple Implementation. 

As a developer. ii", 1cmpting to behave in the opposite fashion: solve the easy 
problems and punt the hard ones to someone else. If a i.:ondition arises that you're not 
certain how 10 deal wi1h. the casi1..-,.t thing is to throw an exception and let the caller 
handle it. If you arc not certain what policy to implement. you can define a few con­
figuration parameter.. to control the policy and leave it up to the system administrator 
to figure out the hcst values for them. 

Approaches like these will make your life ea,;ier in the short term, but they amplify 
complexity, so that many people must deal with a problem. rather than just one person. 
For example. if a class throws an cltccption, every caller of the class will have to deal 

�ilh it. If a class cltports conti�uration parameters. every system administrator in every 
mstallation will havc to learn how 10 sci them. 
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8.1 Example: editor text class 

Consider the cla� that manages the text of a lile for a GUI text editor. which was 
discussed in Chapters 6 and 7. The da.•;s provides methods In read a file from disk 
into memory, query and modify the in-memory copy of the lile. and write the modified 
version back to disk. When students had to implement this dass. many of them chose 
a line-oriented interface . with method.-. to read. insert. and dcle1e whole lines of teu 
This resulted in a simple implementation for the class. hut it t:reated complexity for 
higher level software . At the level of the user interface. OJ)l!rations rarely involve 
whole lines. for example. keystrokes cause individual character.. to be inserted within 
an existing line; copying or deleting the selection can modil'y parts or several different 
lines. With the line-oriented text interface. higher-level sort ware had to split and join 
lines in order to implement the user interface. 

A character-oriented interface such a.-. the one described in Section 6.3 pulls com­
plexity downward. The user interface software can now insert and delete arbitrary 
ranges of text without spliuing and merging lines. so it hc\:nmes simpler. The imple• 
mentation of the text class probably becomL"S more complex: if it represents the text 
internally as a collection of lines, it will have to split and merge lines to implement 
the character-oriented operations. This approach is helter becau!>C it encapsulates lhe 
complexity of spliuing and merging within the text class, which reduces the overall 
complexity of the system. 

8.2 Example: configuration parameters 

Configuration parameters are an example of moving complexity upwards instead of 
down. Rather than determining a particular behavior internally. a class can export a 
few parameters that control its behavior, such as the size of a cache or the number 
of times to retry a request before giving up. Users of the clao;s must then specify 
appropri�te values for the parameters. Configuration parameters have become very 
popular m systems today; some systems have hundreds of them. 

Advocates argue that configuration parameters are good because they allow users 
!0 _tune the system for their particular requirements and workloads. In some situations 
11 is hard for low-level infrastructure code to know the best policy to apply. whereas 
users are much more familiar with their domains. For instance, a user might know that so�e req�ests are more time-critical than others, so it makes sense for the user 
to specify a high • • .- th . • er pnonty ,or osc requests. In situations like this. contiguratmn 
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arameters can result in better perfonnance across a broader variety of domains. 
p However, configuration parameters also provide an easy excuse to avoid dealing 
with important issues and pass them on to someone else. In many cases, it's difficult 
or impossible for users or administrators to detennine the right values for the parame­
ters. In other cases. the right values could have been detennined automatically with a 
little extra work in the system implementation. Consider a network protocol that must 
deal with lost packets. If it sends a request hut doesn't receive a response within a 
certain time period, it resends the request. One way to detennine the retry interval is to 
introduce a configuration parameter. However, the transport protocol could compute a 
reasonable value on its own by measuring the response time for requests that succeed 
and then using a multiple of this for the retry interval. This approach pulls complexity 
downward and saves users from having to figure out the right retry interval. It has the 
additional advantage of computing the retry interval dynamically, so it will adjust au­
tomatically if operating conditions change. In contrast. configuration parameters can 
easily become out of date. 

Thus. you should avoid configuration parameters as much as possible. Before ex­
porting a configuration parameter. ask yourself: "will users (or higher-level modules) 
be able to determine a better value than we can detennine here?" When you do cre­
ate configuration parameters, st..'C if you can provide reasonable defaults, so users will 
only need to provide values under exceptional conditions. Ideally, each module should 
solve a problem completely; configuration parameters result in an incomplete solution, 
which adds to system complexity. 

8.3 Taking It too far 

Use discretion when pulling complexity downward: this is an idea that can eao;ily be 
overdone. An extreme approach would be to pull all of the functionality of the entire 
application down into a single class, which clearly doesn't make sense. Pulling com­
ple,i.ity down makes the most sense if (a) the complexity being pulled down is closely 
related to the class's existing functionality, (h) pulling the complexity down will result 
in simplifications elsewhere in the application. and (c) pulling the complexity down 
simplifies the clao;s\ inll.-rface. Rememher that the goal is to minimize overall system 
complexity. 

Chapter 6 descrihcd how some student,; defined methods in the text class that re­
flected the user interface, such as a method that implement,; the functionality of the 
backspace key. It might sL-cm that this is good, since it pulls complexity downward. 
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However, adding knowledge of 1he ll�r interface 10 1hc 1e,u dass doesn'1 simplify 
higher-level code very much, and lhe uscr-inierfacc knowledge doesn'1 rela1e to the 
core func1ions of the tex1 class. In 1his case, pulling complcxi1y down jus1 resuhed in 
informa1ion leakage. 

8.4 Concluslon 

When developing a module, look for opponuni1ies 10 1akc a liulc hi1 of exira suffering 
upon yourself in order to reduce the suffering of your users. 
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Chapter 9 

Better Together Or Better Apart? 

One of the most fundamental questions in software design is this: given two pieces of 
functionality, should they he implemented together in the same place, or should their 
implementations he !>eparated? This question applies at all levels in a system, such as 
functions, methods, classes, and services. For example, should buffering be included 
in the class that provides stream-oriented file 1/0, or should it be in a separate class? 
Should the parsing of an HTJl> request he implemented entirely in one method, or 
should it be divided among multiple methods (or even multiple cla�)? This chapter 
discusses the factors to wnsider when making these decisions. Some of these factors 
have already been discussed in previous chapters, but they will be revisited here for 
completeness. 

When deciding whether to comhine or separate, the goal is to reduce the complex­
ity of the system as a whole and improve its modularity. It might appear that the best 
way to achieve 1his goal is to divide the system into a large number of small compo­
nents: the smaller the components, the simpler each individual component is likely to 
be. However, the act of subdividing L-reatL-s additional complexity that was not present 
before subdivision: 

• Some complexity comes just from the number of components: the more com­
ponents, the harder 10 keep track of them all and the harder to find a desired 

component wi1hin 1he large collL'Ction. Subdivision usually results in more in­
terfaces, and every new interface adds complexity. 

• Subdivision can result in additional code to manage the components. For exam­
ple, a piece of code that u!>ed a single ohjL'Ct before subdivision might now have 
to manage multiple ohjccts. 

• Subdivision create!> -.cparation: the subdivided components will he farther apart 
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than they were before subdivision. for example. methods that were together in 
a single class before subdivision may he in different classei; after subdivision, 
and possibly in different files. Separation makes it harder for developers to see 
the components at the same time. or even to he aware or their existence. If 
the components are truly independent, then separation is good: it allows the 
developer to focus on a single component at a time. without heing distracted by 
the other components. On the other hand. if there arc dependencies between 
the components, then separation is bad: developers will end up flipping back 
and forth between the components. Even worse. they may not he aware of the 
dcpendencit.."li, which can lead to hugs. 

• Subdivision can rc,;ult in duplication: code that was present in a single instance 
before subdivision may need to he present in each of the suhdividcd components. 

Bringing piec� of code together is most henelidal if they arc closely related. If 
the pieces are unrelated, they are probably hetter off apart. Herc arc a few indications 
that two pieces of code are related: 

• They share infonnation: for example. both pieces of code might depend on the 
syntax of a particular type of document. 

• They are used together: anyone using one of the pieces of code is likely to use the 
other as well. This fonn of relationship is only compelling if it is bidirectional. 
As a counter-example, a disk block cache will almost always involve a hash 
table, but hash tables can be used in many situations that don't involve block 
caches: thus, these modules should be separate. 

• They overlap conceptually, in that there is a simple higher-level category that 
includes both of the pieces of code. for example, searching for a substring and 
case conversion both fall under the category of string manipulation; flow control 
and reliable delivery both fall under the category of network communication. 

• It is hard to understand one of the pieces of code without looking at the other. 
. The rest of this chapter uses more specific rules as well as examples to show when 
It makes sense to bring pieces of code together and when it makei; sense to separate 
them. 

9.1 Bring together if information Is shared 

Section 5.� introd�ced this principle in the context of a project implementing an HTTP 
server. In its �st implementation, the project used two different methods in different 
classes to read m and parse HITP requests. The first method read the text of an incom-
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ing request from a network socket �nd placed it in a string object. The second method 
parsed the string to extract the various co_mpone�ts of the request. With this decom­
positioo, both of the methods ended up with �ns1derable knowledge of the format of 
H11'P requests: the first method was only trymg to read the request, not parse it, but 
it couldn't identify the end of the request without doing most of the work of parsing it 
{forexample, it had to parse header lines in order to identify the header containing the 
overall request length). Bc.-cause of this shared infonnation, it is better to both read and 
parse the request in the same place; when the two classes were combined into one, the 
code got shorter and simpler. 

9.2 Bring together It It wlll slmplHy the Interface 

When two or more modules arc combined into a single module, it may be possible to 
define an interface for the nc.-w module that is simpler or easier to use than the original 
interfaces. This often happens when the original modules each implement part of the 
solutioo to a problem. In the HTTP server example from the preceding section, the 
original methods required an interface to return the HTTP request string from the first 
method and pas.'i it to the second. When the meth� were combined, these interfaces 
were eliminated. 

In addition. when the functionality of two or more classes is combined, it may he 
possible to perfonn some functions automatically. so that most users need not be aware 
of them. The Java UO libr.iry illustrates this opportunity. If the FileinputStream 
and BufferedinputStream classes wc.-re combined and buffering were provided by 
default, the vao;t majority of users would never even need to be aware of the existence 
of buffering. A combined Fi 1 einputSt ream cla'i..'i might provide meth� to disable 
or replace the default hufforiniz mechanism. but most users would not need to learn 
about them. 

9.3 Bring together to ellmlnate dupllcatlon 

If you find the same pattern of code repeated over and over, see if you can reorganize 
� code to eliminate the repetition. One approach is to factor the repeated code out 
mt? a separate method and replace the repeated code snippets with cal Is to the method. 
This approach is most cffecti,·e if the repeated code snippet is long and the replacement 
mclhod hao; a simple signature. If the snippet is only one or two lines long, there may 

67 



Better Together Or Better Apart'! 

not be much benefit in replacing it with a method call. If the !inippet interacts in 
complex ways with iL'i environment (Mach a,; by accc!ising numcrou" local variables), 
then the replacement method might require a complex !iignaturc (such a.,; many pass­
by-reference arguments), which would reduce its value. 

Another way to eliminate duplication is to ref actor the code so that the snippet in 
question only needs to be executed in one place. Suppose you arc writing a method that 
needs to return errors at several different points, and the !lame cleanup actions need to 
be performed at each of these points before returning (sec Hgurc 9.1 for an example). 
If the programming language supports goto. you can move the cleanup code to the 
very end of the method and then goto that snippet at each of the points where an error 
return is required, as in Figure 9.2. Coto statements arc generally considered a bad 
idea, and they can result in indecipherable code if used indiscriminately, but they are 
useful in situations like this where they arc used to escape from nested code. 

9.4 Separate general-purpose and speclal-purpose code 

If a module contains a mechanism that can be used for scvl.-ral different purposes, 
then it should provide just that one general-purpo� mechanism. It should not in­
clude code that specializes the mechanism for a panicular use, nor should it contain 
other general-purpose mechanisms. Special-purpose code asliociatcd with a general­
purpose mechanism should nonnally go in a different module (typically one associated 
with the panicular purpose). The GUI editor discussion in Chapter 6 illustrnted this 
principle: the best design was one where the text class provided general-purpose text 
operations, while operations panicular to the user interface (such as deleting the se­
lection) were implemented in the user interface module. This approach eliminated 
infonnation leakage and additional interfaces that were present in an earlier design 
where the specialized user interface operations were implemented in the text class. 

fl Red Flag: Repetition fl 
If th . e sam� piece of code (or code that is almost the same) appears over and over 
agarn, that s a red flag that you haven't found the right abstractions. 
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switch (co111110n->opcode) { 
case DATA: { 

} 

DataHeader• header • rece;ved->getStart<DataHeader>(); 
;f (header •• NULL) { 

} 

LOC(WARNINC, ""5 packet froa "5 too short ("'-i bytes)", 
opcodeSyinbol(connon->opcode), 
received->sender->toStr;ng(), 
received->len); 

return; 

case GRANT: { 
GrantHeader• header • received->getStart<GrantHeader>(); 
if (header •• NULL) { 

} 

LOC(WARNINC, ""5 packet froa "5 too short ("'-' bytes)", 
opcodeSyinbol(c0111110n->opcode), 
rece;ved->sender->toString(), 
received->len); 

return; 

case RESEND: { 
ResendHeader• header • rece;ved->getStart<ResendHeader>(); 
if (header •• NULL) { 

} 

LOC(WARNINC, ""5 packet froa Ss too short ("'-' bytes)", 
opcodeSyabol(connon->opcode), 
received->sender->toString(), 
received->len); 

return; 

Figure 9.1: This code pnx."Csscs incomins necwort packets of different types: for each type, 
if the packet is too short for that type. a meua,e get.'I logged In this �on of the code. the 
LOG statement is duplicated for sevcni different packet types. 
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switch (conwnon->OPCOde) { 

case DATA: { 
DataHeader• header • received->getStart<DataHeader>(); 

if (header •• NULL) 

goto packetTooShort; 

case GRANT: { 
CrantHeader• header • received->getStart<GrantHeader>(); 

if (header -� NULL) 
goto packetTooShort; 

case RESEND: { 
ResendHeader• header • received->getStart<ResendHeader>(); 

if (header •• NULL) 
goto packetTooShort; 

} 

packetTooShort: 
LOG(WARNING, "%s packet from "s too short ('.IW bytes)", 

return; 

opcodeSymbol(connon->opcode), 
received->sender->toString(), 
received->len); 

Figure 9.2: A reorganization of the code from Figure 9. I so that there i1- only one copy of lhe 
LOG statement. 

9.5 Example: Insertion cursor and selection 

The next sections work through two examples that illustrate the principles discussed 
above. In the first example the best approach is to separate the relevant pieces of code; 
in the second example it is better to join them together. 

The first example consists of the insertion cursor and the sclct:tion in the GUI 
editor project from Chapter 6. The editor displays a blinking vertical line indicating 
where text typed by the user will appear in the document. It also displays a highlighted 

range of characters called the selection, which is used for copying or deleting text. The 
insertion cursor is always visible, but there are times when no text is selected. If the 
selection exists, the insertion cursor is always positioned at one end of it. 

The selection and insertion cursor are related in some ways. For example, lhe 
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ursor is always positioned at one end of the selection. and the cursor and selection 
�nd to be manipulated together: clicking and dragging the mouse sets both of them, 
and text insertion first deletes the selected text, if there is any, and then inserts new text 
at the cursor position. Thus. it might seem logical to use a single object to manage both 
the selection and the cursor. and one project team took this approach. The object stored 
two positions in the file. along with booleans indicating which end was the cursor and 
whether the selection existl..'d. 

However, the combined object was awkward. It provided no benefit for higber­
level code, since the higher-level code still needed to be aware of the selection and 
cursor as distinct entities. and it manipulated them separately (during text insertion, 
it first invoked a method on the combined object to delete the selected text; then it 
invoked another method to retrieve the cursor position in order to insen new text). 
The combined object was actually more complex to implement than separate objects. 
It avoided storing the cursor position a'i a separate entity, but instead had to store a 
boolean indicating which end of the selection wa'i the cursor. In order to retrieve the 
cursor position, the combined object had to first test the boolean and then choose the 
appropriate end of the selection. 

In this case, the selection and cursor were not closely enough related to combine 
them. When the code was revised to separate tbe selection and the cursor, both the 
usage and the implementation became simpler. Separate objects provided a simpler 
interface than a combined obj1..-ct from which selection and cursor information had to 
be extracted. The cursor implementation also got simpler because the cursor position 
was represented directly. rather than indirectly through a selection and a boolean. In 
fact, in the revised version no special cla-.scs were used for either the selection or the 
cursor. Instead. a new Posit ion class was introduced to represent a location in the 

fl Red Flag: Special-General Mixture fl 
This red flag occurs when a general-purpose mechanism also contains code spe­
cialired for a particular use of that mechanism. This makes the mechanism more 
�omplicatcd and creates infonnation leakage between the mechanism and the par­
Ucular use ca<;e: future modilication.<1 to the use cue are likely to require changes 
to the underlying mechanism as well. 
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file (a line number and character within line). 1nc selection was represented with two 
Positions and the cursor with one. Positions also found other uses in the project. 
This example also demonstrates the benefits of a lower-level hut more general-purpose 
interface, which were discussed in Chapter 6. 

9.6 Example: separate class for logglng 

The second example involved error logging in a student project. A class contained 
several code sequences like the following: 

try { 
rpcConn � connectionPool.getConnection(dest); 

} catch (IOException e) { 
NetworkErrorlogger.logRpcOpenError(req, dest, e); 
return null; 

} 

Rather than logging the error al the point where it was detected, a separate method in 
a special error logging class was invoked. The error logging class was defined at the 
end of the same source file: 

private static class NetworkErrorLogger { 

} 

I** 

* Output information relevant to an error that occurs when trying 
* to open a connection to send an RPC. 
* 
* @param req 
* The RPC request that would have been sent through 
* the connection 
* @param dest 
* The destination of the RPC 
* @param e 
* The caught error 
*I 

public static void logRpcOpenError(RpcRequest req, 
AddrPortTuple dest, Exception e) { 

logger. log(Level .WARNINC, "Cannot send message: " + req + 
" \n" + "Unable to find or open connection to "+ 
dest + " : " + e) ; 

} 

':11e NetworkErr?rlogger class contained several methods such as l ogRpcSendError 
and 1 ogRpcReceweError, each of which logged a different kind of error. 
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This separation added complexity with no benefit The logging methods were shal­

low: mosl consisted of a single line of code, _001 they _requi� a considerable amount 
of documentation. Each meth od was only mvoked lR a smgle place. 1be logging 
methods were highly dependent on their invoc ations: someone reading the invocation 
would most likely flip over lo the logging method lo make sure that lhe right informa­
tion was being logged: similarly, someone reading the logging method would probably 
llip over 10 lhc invocation site to understand lhe purpose of the method. 

In this example, il would he belier lo eliminate the logging methods and place the 
logging statemcnls al the locations where lhe errors were detected. This would make 
the code easier 10 read and eliminate the interfaces required for the logging methods. 

9.7 Splltting and joining methods 

The issue of when lo suhdividc applies nol just lo cla<L'iCS, 001 also lo methods: are there 
times when il is heller 10 dh·idc an existing method into multiple smaller methods? Or, 
should two smaller methods he comhined into one larger one? Long methods tend lo 
be more difficult lo under.;land than shorter ones, so many people argue that length 
alone is a good justification for hreaking up a method. Students in classes are often 
given rigid criteria, such as "Split up any method longer than 20 ltnesl" 

However, length hy itwlf is rarely a good reason for splilling up a method. In gen­
eral, developers lend lo tlrcak up methods 100 much. Splitting up a method introduces 
addilional interfaces. which add 10 complexity. h also separates lhe pieces of lhe origi­
nal method, which makes the code hank."I' lo read if the pieces are actually related. You 
shouldn't break up a method unless il makes lhe overall system simpler. I'll discuss 
how this might happen tlclow. 
, Long methods aren't alwayi. bad. For example, suppose a method conlains five 20-
hne blocks of code that arc ucculcd in order. If the blocks are relatively independent, 
then the method can he read and undeBlood one block at a lime: there's not much 
�nefit in moving each of the hloc ks inlo a separate method. If the blocks have complex 
interactions, ifs even more imponanl 10 keep them together so readers can see all of 
the code al once; if each hlock is in a separate method. readers will have lo flip back 
and fonh between these spread-out methods in order lo undersland how they woric 
t�gelher. Methods containing hundreds of lines of code are fine if they have a simple 
�ignature and are easy 10 read. Thei;c melhod.'i are deep (lots of functionality, simple 
interface), which is good. 

When designing methods, the mosl imponanl goal is lo provide clean abstractions. 
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Interface-------. 

Implementation-

(a) (b) 

I 

LJ 
(rarely works) 

(c) 

(avoid!) 

(d) 

Figure 9.3: A method (a) can be spli1 either by by ex1rac1ing a �uh1a�k (h) or by dividing 
its func1ionali1y into 1wo separate me1hods (c). A me1hod �hould nm oc �pli1 if i1 results in 
shallow methods, as in (d). 

Each method should do one thing and do ft completely. The method should have a 
simple interface, so that users don't need to have much information in their heads in 
order to use it correctly. The method should be deep: its interface should be much sim­
pler than its implementation. If a method has all of these properties, then it probably 
doesn't matter whether it is long or not. 

Splitting up a method only makes sense if it results in cleaner absLrm:tions. overall. 
There are two ways to do this, which are diagrammed in figure 9.3. The hest way is by 
factoring out a subtask into a separate method, as shown in Figure 9.3(b). The subdi­
vision result,; in a child method containing the subtask and a parent method containing 
the remainder of the original method; the parent invokes the child. T he interface of the 
new parent method is the same as the original method. This fonn of subdivision makes 
sense if there is a subtask that is cleanly separable from the rest or the original method. 
which means (a) someone reading the child method doesn't need to know anything 
about the parent method and (b) someone reading the parent method docsn 't need to 
understand the implementation of the child method. Typically this means that the child 
method is relatively general-purpose: it could conceivably be used by other methods 
besides the parent. If you make a split of this fonn and then find yourself nipping back 
and forth between the parent and child to understand how they work together. that is a 
red flag ("Conjoined Methods") indicating that the split was probably a bad idea. 

Th7 :-econd way to hrcak up a method is to split it into two separate methods, 
7ach v1s'.b!e to callers of the original method, as in Figure 9.3(c). This makes sense 
if the ongmal method had an overly complex interface because it tried to do multiple 
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things that were nol _clo�ly related. If this is lhe case. ii may be possib� 10 divide lhe 
thod's funclionalny into 1wo or more smaller methods. each or which has only a 

;: oflhe original method's fuoc1ionalily. If you make a split like this. lhe interface 
for each or the resulting methods should be simpler than lhe interface or lhe original 
method. Ideally, most callers �hould only need 10 invoke one or lhe 1wo new methods: 
if callers must invoke ho1h or the new methods. then lha1 adds complexity. which 
makes ii less likely that the split i, a good idea. 11ae new methods will be more focused 
in what they do. his a good sign if lhe new methods are more general-purpose than 
the original method (i.e .. you ,an imagine using them separately in oeher situations). 

Splits of the fonn shown in figure IJ3(c) don"1 make sense very often. because 
they result in callers having 10 deal with multiple methods insaead or one. When you 
split this way, you run the risk or ending up with several shallow methods. as in Fig­
ure 9.3(d). lrlhe caller has 10 invoke each or the !CJ>Ullle methods. passing slale back 
and forth between them. then spliuing is not a good idea. If you·re considering a split 
like the one in Figure 9. J(, ). you sh, >uld judge ii ba...cd on whether ii simplifies things 
for callers. 

There are also situations where a system can be made simpler by joining methods 
together. For example. joinin� methods might replace 1wo shallow methods with one 
deeper method; ii might eliminate duplication or code: ii might eliminate dependencies 
between the original methods. or intermediate data structures: ii might result in hettcr 
encapsulation, so that knowledge 1ha1 was previou.sly present in multiple places is now 
isolated in a single pla,e: or ii might result in a !dmpler interface. as di5Cussed in 
Section 9.2. 

fl Red Flag: Conjoined Methods fl 
It should be possible 10 undcntand each method independently. If you can't un­
der.itand lhe lmplcmen1alion or one method without also undenlandins the lmple­
men�on or another. that"s a red Hag. Thi!I red Hag can occur in ocher contexts as 
well: 1r two pieces or code arc physically separated. but each can only be under­
stood by looking at the other. that is a red Hag. 
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9.8 A different opinion: Clean Code 

In the book Clean Code'. Robert Martin argues that functions should he broken up 
based on length alone. He says that functions should he extremely short. and that even 
IO lines is too long: 

The fir.;t rule of functions is that they should be \mall. The �cund rule of 
functions is that they should be smaller than that .... Bloch within if statements. 
else statements. while statements. and so on should be one line lung. Probably 
that line should be a function call.... This also implies that [unction� �hould not be 
large enough to hold nested structures. Therefore. the indent level of a function 
should not be greater than one or two. This. of course. makes the functions easier 
to read and understand. 

I agree that shorter functions are general I y easier to understand than longer ones. How­
ever, once a function gets down to a few dozen lines, funher reductions in size are 
unlikely to have much impact on readability. A more important issue is: does breaking 
up a function reduce the overall complexity of the system'! In other words, is it easier 
to read several short functions and understand how they work together than it is to read 
one larger function? More functions means more interfaces to document and learn. 
lf functions are made loo small, they lose their independence. resulting in conjoined 
functions that must be read and understood together. When this happens, then it's bet­
ter to keep the larger function, so all of the related code is one place. Depth is more 
important than length: first make functions deep, then try to make them short enough 
to be easily read. Don't sacrifice depth for length. 

9.9 Conclusion 

The decision to split or join modules should be based on complexity. Pick the structure 
!hat results in the best information hiding, the fewest dependencies. and the deepeSl 
interfaces. 

I Cle1111 Code, Rohen C. Manin, Pearson Education, Inc .. Bo�ton. MA 2009 
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Chapter 10 

Define Errors Out Of Existence 

Exception handling is one of the wor..t soun:c,; of complexity in software systems. 
Code thac deals wich spcc.:ial c.:ondili<'lfl'- is inherently harder co write than code lhac 
deals with normal c.:a...cs. and dcvclopt.-rs ofccn define exccpcions without considering 
bow they will be handled. This c.:haph .. -r discu.-..� why exc.:cpciorb conlribuce dispro­
portionately lo complcll.ily. then it shows how lo simplify exccpcion handling. The key 
overall lesson from this c.:haph .. -r is to reduce Che number of place,; where exccpcions 
muse be handled; in 1,ome c.:a!IC, the !!Cmantic.:s of operations can be modified so that lhe 
normal behavior handles all situatton-. and there is no exccpcional condition to report 
(hence the title of this c.:hapt1..-r ). 

10.1 Why exceptions add complexity 

I use the term exception to refer to any uncommon condici<m Chai alters che m,rmal flow 
of control in a program. Many program min� langua8C5 include a formal exception 
mechanism Chae allow1, ell.c.:eplion<, co he chnN·n hy l<N·cr-lcvcl code and caught hy 
enclosing code. Howe\'cr. exception-. can occur 1..-ven wichouc u.sing a formal exception 
�ning mechanism. ,ui:h as when a method returns a special value indicating Chai 
11 didn't complete its nonnal hcha\'ior. All of chcsc forms of cxccption.s contribute co 
complcll.ity. 

A panicular piece of c.:odc may enc.:uunccr exceptions in §CVcral different ways: 
• A c�ller may provide had a'}!Umcncs or configurali<'lfl information. 
• An invoked method may noc he ahle lo complete a requested operation. for 

example, an 1/0 operation may fail. or a required resource may not he available. 
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�.:.:..:.:.:..::�;_:__:_ _______________________ _ 

• In a distributed system. network packets may he lost or delayed. servers may not 
respond in a timely fashion, or peers may communicate in unexpected ways. 

• The code may detect bugs. internal inconsistcnt.:ics. or situations it is not pre-
pared to handle. 

Large systems have to deal with many exceptional wnditions. particularly if they are 
distributed or need to he fault-tolerant. Exception handling can account for a signifi­
cant fraction of all the code in a system. 

Exception handling code is inherently more difficult to write than nonnal-case 
code. An exception disrupts the normal flow of the wdc; it usually means that some­
thing didn't work as expected and an operation cannot be wmplctcd as planned. When 
an exception occurs, the programmer can deal with it in two ways. each of which can 
be complicated. The first approach is to move forward and complete the work in 
progress in spite of the exception. for example. if a network packet is lost. it can be 
resent; if data is corrupted. perhaps it can be recovered from a redundant copy. The 
second approach is to abort the operation in progress an<l report the exception upwards. 
However, aborting can be complicated because the exception may have occurred at a 
point where system state is inconsistent (a data structure might have been partially ini­
tialized); the exception handling code must restore consistency. such as by unwinding 
any changes made before the exception occurred. 

Furthermore, exception handling code creates opportunities for more exceptions. 
Consider the case of resending a lost network packet. Perhaps the packet wasn't ac­
tually lost, but was simply delayed. In this case, resending the packet will result in 
duplicate packets arriving at the peer; this introduces a new exceptional condition that 
the peer must handle. Or, consider the case of recovering lost data rrom a redundant 
copy: what if the redundant copy has also been lost? Secondary exceptions occurring 
during recovery are often more subtle and complex than the primary exceptions. If an 
exception is handled by aborting the operation in progress, then this must be reported 
to the caller as another exception. To prevent an unending cascade of exceptions, the 
develo�r must eventually find a way to handle exceptions without introducing more 
exceptions. 

La�guage s�pport for exceptions tends to be verbose and clunky. which makes 
exceplton han�lmg code hard to read. For example, consider the following code, which 
reads_a �oll�tton of tweets from a file using Java ·s support for object serialization and 
deser1ahzat10n: 

try ( 
FileinputStream fileStream = 
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new FileinputStre•(filefuae); 
BufferedinputStre• bufferedStre• • 

new BufferedinputStre•(fileStre•); 
ObjectinputStre• objectStre• • 

new ObjectlnputStre•(�fferedStre•); 

) 
{ 

for (int ; • 0; ; < tweetsPerfi le; itt) { 
tweets.add((Tweet) objectStre•.readObject()); 

} 

} 
catch (FileNotfoundException e) { 

} 
catch (ClassNotfoundException e) { 

} 
catch (EOFException e) { 

// Not a problem: not all twet files have full 
// set of tweets . 

} 
catch (IOException e) { 

} 
catch (ClassCastException e) { 

} 

Just the basic try-catch boilerplate accounlS for more lines of code than lhe code 
for nonnal-case opera1ion. wi1hout C\11:n con5idering lhe code lhat ac1ually handles lhe 
exceptions. his hard 10 rela1e 1he e,u:epcion handJing code IO 1hc normal� code: for 
example, il's not obvious where each exccp1ion is gcncru=d. An ahcmative approach 
is to break up lhe code imo many distinc1 try blocks; in lhe extreme case there could 
be a try for each line of code 1ha1 can generate an CJtccplion. This would make i1 clear 
where exceptions occur. bu1 1he try blocks lhcmsclwa break up lhe flow of lhe code 
and �ake i1 harder 10 read: in addi1ion. !IOme CJtceplion handling code migh1 end up 
duplicated in muhiple try blocks. 

b's difficuh 10 ensure 1ha1 exception handling code n:ally works. Some CJtceptions, 
such as 1/0 errors, can·, cuily be generated in a 1cs1 environment. so i1's hard to leSl 
the code tha1 handles 1hem. faccpciom don' 1 occur very often in ruMing systems. so exception handling code rarely cllecu1cs. Bugs can go undetected for a long time, and 
when lhe exception handling code is finally needed, there's a good chance tha1 ii won'1 
Work (one of my favori1c sayings: "code tha1 hun'1 been execu1ed doesn't wort"). 
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A recent study found that more than 90% of calbtrophic failure!> in dislribuled data, 
intensive systems were cau.,;ed hy incorrect error handling 1• When exception halklling 
code fails, it's difficult lo debug the prohlem. since il occur.. ,o infrequently. 

10.2 Too many exceptions 

Programmers exacerbate the prohlems relal'--d lo exception handling hy defining un­
necessary exceptions. Most programmers an: laughl lhal if,; imponanl lo detect aoo 
repon errors: they often interpret this lo mean "lhc more "-rror,; detected. the better." 
This leads lo an over-defensive style where anything lhal look!, even a hit suspicious is 
rejected with an exception. which results in u proliforalion ol' unnecessary exceptions 
that increase the complexity of the system. 

I made this mistake myself in the design of lhc Tel script in� language. Tel contains 
an unset command that can be used lo remove a variahle. I dclined unset so that it 
throws an error if the variahle doesn't exist. Al the tin,e I thought lhul il must be 
a bug if someone tries lo delete a variuhle thul docsn • l exi!>l, so T cl should report 
it However, one of the most common use.,; of unset is lo clean up temporary state 
created by some previous operation. h's often hard lo predict exactly whal state was 
created, particularly if lbe operation ahoncd panwuy through. Thus. the simplest thing 
is lo delete all of the variahles that might possihly have hcen created. The definitioo 
of unset makes this awkward: developers end up enclosing calls lo unset in catch 
statements lo catch and ignore errors thrown t,y unset. In retrospect. the definition of 
the unset command is one oflhe higgesl mii;takcs I made in the design of Tel. 

It's tempting lo use exceptioni; to avoid dealing with difficult situations: rather than 
figuring out a clean way lo handle it. just throw an excL-ption and punt the problem to 
the caller. Some might argue that this approach empowcl'5 culler.;, since it allows each 
calle� lo handle the exception in a different way. However. if you arc having trot1ble 
figunng out what lo do for the particular situation, there's u good chance that the caller 
won't know what lo do either. Generating an exception in a situation like this jusl 
passes the problem to someone else and adds to the system ·s complexity. 

l_'he exceptions thrown by a class are pan of its interface: das.ws with lots ohl· 
ceptto� have complex interfaces, and they art shallower than das.ws with fewer 
exceptions. An exception is u particularly complex clement of an interface. It can 

Fai:!��ny;; 
�- al., �simple T�ling Can Prevent Most Critical Faillll'C1': An Analri, of Production 

and I le tribuled Data-ln1ens1ve System.," 201-t USENIX Confc:reocc on <)peraling Sys1em 0e-1gn mp mentation. 
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propagate up through seve�al staek le�els before being caught, so tt affects not just the 
method's caller. but potenttally also htgher-level callers (and their interfaces). 

Throwing exeepttons ts easy; handling them is hard. Thus, the complexity of ex­
ceptions eomes from the exeeptton handling eode. The best way to reduce the com­
plexity damage eaused by exec.,-ption handltng is to reduce the number of places 
where exceptions have to be handled. The rest of this chapter wtll discuss four 
techniques for reducing the number of exception handlers. 

10.3 Define errors out of existence 

The best way to eltmtnate exception handling complexity ts to define your APls so 
that there are no exceptions to handle: define errors out of existence. This may seem 
sacrilegious, but it ts very effective tn praettee. Consider the Tel unset command 
discussed above. Rather than throwing an error when unset ts asked to delete an 
unknown variable. it should have simply returned without doing anything. I should 
have changed the definition of unset sltghtly: rather than deleting a variable, unset 
should ensure that a variable no longer exists. With the first definition, unset can't 
do its job tr the variable docsn 't exist, so generating an exception makes sense. With 
the second definition, it is perfectly natural for unset to be invoked with the name of 
a variable that doesn't exist. In this ease, its work is already done, so it can simply 
return. There is no longer an error ease to report. 

10.4 Example: flle deletion In Windows 

File deletion provides another example of how errors can be defined away. The Win­
dows operating system docs not permit a file to be deleted if it is open in a process. 
This is a continual source of frustration for developers and users. In order to delete 
a file that is in use. the user must search through the system to find the process that 
has the file open. and then kill that process. Sometimes users give up and reboot their 
system. just so they can delete a file. 

The Unix operating system defines file deletion more elegantly. In Unix, if a file 
is open when it is deleted. Unix docs not delete the file immediately. Instead, it marks 
the file for deletion. then the delete operation returns successfully. The file name has 
been removed from its directory. so no other processes can open the old file and a new 
file with the same name can he created. but the existing file data persists. Processes 
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that already have the file open can continue to read ii and write ii normally. Once the 
file has been closed by all of the accessing proc1.,-sses, it-. data is freed. 

The Unix approach defines away two different kinds of errors. Hrst. the delete 
operation no longer returns an error if the file is currently in use; the delete succeeds, 
and the file will eventually be deleted. Second. deleting a tile that's in use does not 
create exceptions for the processes using the file. One possihle approach to this prob­
lem would have been to delete the file immediately and mark all of the opens oflhe 
file to disable them; any allempls by other processes lo read or write the deleted file 
would fail. However. this approach would create new error!> for lhose processes to 
handle. Instead. Unix allows them lo keep accessing the lile normally; delaying the 
file deletion defines errors oul of existence. 

II may seem strange lhal Unix allows a process lo continue lo read and write a 
doomed file. but I have never encountered a situation where this caused significant 
problems. The Unix definition of file deletion is much simpler to work with. both foe 
developers and users, than the Windows definition. 

10.5 Example: Java substring method 

As a final example. consider the Java String class and its substring method. Given 
two indexes into a string. substring returns the substring staning al the character 
given by the first index and ending with the character just before the second index. 
However. if either index is outside the range of the string. then substring throws 
Index0ut0fBoundsException. This exception is unnecessary and complicates the 
use of this method. I often find myself in a situation where one or hoth of the indices 
may be outside the range of the string. and I would like 10 extract all of the characters 
in the string that overlap the specified range. Unfonunately. this requires me to check 
each of the indices and round them up lo zero or down lo the end of the siring; a 
one-line method call now becomes 5-1 0 lines of code. 

The Java substring method would be ea.-.ier 10 u.-.c if ii performed this adjust-
ment aut�ati�ally, so that ii implemented the following APf: "returns the characters 
of the stn�� <1� a�y) �ith index greater than or equal 10 begi nlndex and less than 
end1ndex. llus is a s1mpfe and natural API and it defines the Index0ut0fBounds­
Exce�tion exception out of existence. Th; method's behavior is now well-defined 
even if one or �th of the indexes are negative. or if begi nlndex is greater th� 
endl�dex: This approach simplifies the API for the method while in1.,Teasing its 
functJonahty, so it makes the method deeper. Many other languages have taken the 
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error-free approach; for example, Python returns an empty result for out-of-range list 
slices. 

When l argue for defining errors out of existence, people sometimes counter that 
thrawing errors will catch bugs; if errors are defined out of existence, won't that result 
in buggier software? Perhaps this is why the Java developers decided that substring 
should throw exceptions. The crror-ful approach may catch some bugs, but it also 
increases complexity, which results in other bugs. In the error-ful approach, devel­
opers must write additional code to avoid or ignore the errors, and this increases the 
likelihood of bugs; or, they may forget to write the additional code, in which case un­
expected errors may be thrown at runtime. In contrast, defining errors out of existence 
simplifies APls and it reduces the amount of code that must be written. 

Overall, the best way to reduce bugs is to make software simpler. 

10.6 Mask exceptions 

The second technique for reducing the number of places where exceptions must be 
handled is exception masktng. With this approach, an exceptional condition is detected 
and handled at a low level in the sy_stem, so that higher levels of software need not 
be aware of the condition. Exception masking is particularly common in distributed 
systems. For instance. in a network transport protocol such as TCP, packets can be 
dropped for various reasons such a,; corruption and congestion. TCP masks packet 
loss by resending lost packets within its implementation, so all data eventually gets 
through and clients are unaware of the dropped packel'i. 

A more controversial example of masking occurs in the NFS network file system. 
lf an NFS file server crashes or fails to respond for any reason, clients reissue their 
requests to the server over and over again until the problem is eventually resolved. The 
low-level file system code on the client does not report any exceptions to the invoking 
application. The operation in progress (and hence the application) just hangs until 
the operation 1:an complete successfully. If the hang lasts more than a short time, the 
NFS client prints messages on the uscr·s console of the form "NFS server xyzzy not 
responding still trying:· 

NFS users of1en complain ahout the fact that their applications hang while waiting 
for an NFS server 10 resume normal operation. Many people have suggested that NFS 
should ahort operations with an ex1:cption rathl.-r than hanging. However, reporting 
e,cceptions would make things worse. not better. There's not much an application can 
do if it loses a1:ccss to its lilcs. One possihility would be for the application to retry 
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-- --- --- - - -----

the file operation, hut this would still hang the application. and it's easier to perform 
the retry in one place in the NfS layer. rather than at every lilc system call in every 
application (a compiler shouldn't have to worry ahout this!). The other alternative is 
for applications to abort and return cm1rs to their callers. It\ unlikely that the callers 

would know what to do either. so they would ahon as well . re!>uhing in a collapse of 
the user's working environment. Users still wouldn't he ahlc to get any work done 
while the file server was down. and they would have to re!>lan all of their applications 
once the file server came back to life. 

Thus, the best alternative is for NJ-'S to mask the errors and hang applications. With 
this approach, applications don·t need any i.:ode to deal with server prohlems, and they 
can resume seamlessly once the server comes hack to life. Ir user!> get tired of waiting, 
they can always abon applications manually. 

Exception masking doesn't work in all situations. hut it i!, a powerful tool in the 
situations where it works. It result,; in deeper cliL'!scs, since it reduces the class's in­
terface (fewer exceptions for users to he aware o0 and adds functionality in the form 
of the code that masks the exception. Exception masking is an example of pulling 
complexity downward. 

10.7 Exception aggregation 

The third technique for reducing complexity related to exceptions is exceptton aggre­

gation. The idea hehind exception aggregation is to handle many exceptions with a 
single piece of code; rather than writing distinct handlers for many individual excep­
tions, handle them all in one place with a single handler. 

Consider how to handle missing parameters in a Weh Sl.-rver. A Weh server imple­
ments a collection of URLs. When the server receives an incoming URL. it dispatches 
lo a URL-specific service method lo process that URL and generate a response. Toe 
�RL contains _various parameters that are used to generate the response. Each ser­
vtce method wtll call a lower-level method (let's call it getParameter) to extract the 
parameters that it needs from the URL. If the URL does not contain the desired param­
eter, getParameter throws an exception. When students in a software design class implemented such a server. many of them 
wrapped each distinct call to getParameter in a separate exception handler to catch NoSuchParameter exceptions, as in Figure IO. I. This resulted in a large number of 
handlers, all of which did essentially the same thing (generate an em,r response). 
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Dispatcher: 

if (. .. ) { 
handleUrll(. .. ); 

} else if ( ... ) { 
handleUr12( ... ); 

} else if ( ... ) { 
handleUr13(. .. ); 

} else if ( ... ) 

Define Errors Out Of Existence 

handleUr11: handleUr12: handleUrl3: 
r.:-:----------, 

try { try { try { 
... getPar-ter("photo_id") ••. getParueter("'user _id") ... getParueter("'login"') 

} ���ch (NoSuchParueter e) } catch (NoSuchParueter e) { } catch (NoSuchParueter e) { 

try { 
... getParameter('"message") 

try { 
... getParueter("password") 

} ���ch (NoSuchPar-ter e) l catch (NoSuchParueter e) { 

Figure IO.I: The code a11hc IOp di!,pa1ches 10 one of several methods in a Web server, each 
of which handles a panicular URL. Each of those methods (bottom) uses parame1ers from the 
incoming HTTP n .. -qucs1. In 1his figure. 1hcre is a separate exceplion handler for each calt to 
getParameter: 1his rc!.uh� in duplicated code. 

A better approach is to aggregate the exceptions. Instead of catching the excep­
tions in the individual service methods , let them propagate up to the top-level dispatch 
method for the Weh server, as in Figure 10.2. A single handler in this method can 
catch all of the exceptions and generate an appropriate error response for missing pa­
rameters. 

The aggregation approach can be taken even further in the Web example. There are 
many other errors hcsides mi!.sing parameters that can occur while processing a Web 
page; for example. a parametL-r might not have the right syntax (the service method 
expected an integer. but the value was "xyz"), or the user might not have pennission for 
the requested operation. In each case, the error should result in an error response; the 
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Dispatcher. 

try I 
If C ... > C 

handllOrl 1( ... ) ; 
J ehe If ( ... ) I 

lwldleOrl2( ... ); 
} ehe if C ... ) I 

lwldleOrlJ( ... ); 
} ehe If ( ... ) 

} 
} catch (NoSuchPar-ter e) 

,.,,d error respons•; 

handleUr11: handleUrt2: ;.:ha
::;

nd
.:..::.:.:

le�U
.;,:;
r13

:.;,
: ____ _ 

... getParaaeter("photo_id") 1: .. getPar-ter("user _(d") I ... getParaineter( .. 109in") 

... getPar-ter("•ssage") 
. 
. . . 

_ 
... getP.aranoeter("password") 

Figure 10.2: This code is funclionally equivalenl lo flgun: I 0.1. bu! exception han­
dling has been aggrega(ed: a �Ingle exception handler in !he di!,palchcr calches all of the 
NoSuchParameter exceptions from all of !he URL-specific mclhcxh.. 

errors differ only in the error message lo include in lhe response ("parameter 'quantity' 
not present in URL'' or "bad value 'xyz' for 'quantity' parameter; musl be positive 
integer"). Thus, all conditions resulting in an error response can be handled wilh 3 
single lop-level exception handler. The error message can be generated al the time lhe 
exception is thrown and included as a variable in the exception record; for example, 
getParameter will generate lhe "parameter 'quantity' nol present in URL'' message. 
The lop-level handler extracts lhe message from the exception and incorporates il into 
the error response. 

The aggregation described in lhe preceding paragraph has good properties from lhe 
standpoint of encapsulation and infonnalion hiding. The lop-level exception handler 
�ncapsulates knowledge about how lo generate error responses, bul il knows �h­
lng about specific errors; it just uses lhe error message provided in the exceptJon. 
The getParameter method encapsulates knowledge about how to extract a parameter 
from a URL, and il also knows how to describe extraction errors in a human-readable 
fonn. _These lwo pieces of infonnation are closely related, so it makes sense for them 
to be in the same place. However, getParameter knows nothing about the syntax of 
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an HTfP error response. As new functionality is added to the Web server, new meth­
ods like getParameter may be created with their own errors. If the new methods 
throw exceptions in the same way as getParameter (by generating exceptions that 
inherit from the same superclass and including an error message in each exception), 
they can plug into the existing system with no other changes: the top-level handler will 
automatically generate error responses for them. 

This example illustrates a generally-useful design pattern for exception handling. 
Ifa system processes a series of requests, it's useful to define an exception that aborts 
the current request, cleans up the system's state, and continues with the next r�uest. 
The exception is caught in a single place near the top of the system's request-handling 
loop. This exception can be thrown at any point in the processing of a request to 
abort the request: different subclasses of the exception can he defined for different 
conditions. Exceptions of this type should he clearly distinguished from exeeptions 
that are fatal to the entire system. 

Exception aggregation works best if an exception propagates several levels up the 
stack before it is handled: this allows more exceptions from more methods to be han­
dled in the same place. This is the opposite of exception masking: masking usually 
works best if an exception is handled in a low-level method. For masking, the low­
level method is typically a library method used by many other methods, so allowing 
the exception to propagate would increase the number of places where it is handled. 
Masking and aggregation are similar in that both approaches position an exception 
handler where it can catch the moi.t exceptions, eliminating many handlers that would 
otherwise need to be created. 

Another example of exception aggregation occurs in the RAMCloud storage sys­
tem for crash recovery. A RAM Cloud system consists of a collection of storage servers 
that keep multiple copic.,; of each object. so the system can recover from a variety of 
failures. For example. if a server crashes and loses all of its data, RAMCloud recon­
structs the lost data using copies stored on other servers. Errors can also happen on a 
smaller scale; for example, a server may discover that an individual object is corrupted. 

RAMOoud docs not have separate r\..-covcry mechanisms for each different kind 
of error. Instead, RAMCloud "promotes" many smaller errors into larger ones. RAM­
Qoud could. in principle, handle a corrupted object by restoring that one object from 
a backup copy. However. it docsn 't do this. Instead. if it discovers a corrupted object it 
crashes the server containing the ohjcct. RAMCioud uses this approach because crash 
recovery is quire complex and this approach minimi1.ed the number of different recov­
ery mechanisms that had to he created. Creating a recovery mechanism for crashed 
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servers was unavoidable, so RAMCloud uses the same tnt..-chanb,tn for other kinds of 
recovery a'i well. This reduced the amount of c.:ode that had to he written, and it also 
meant that server crash recovery gets invoked more often. As a result. hugs in recovery 
are more likely to be discovered and fixed. 

One disadvantage of promoting a corrupted ohjec.:t into a server crash is that it 
increases the cost of recovery considcrahly. This is not a prohlcm in RAMClouo, 
since object corruption is quite rare. However. error promotion may not make sense 
for errors that happen frequently. As one example. it would not he practical to crash a 
server anytime one of its network packets is lost. 

One way of thinking about exception aggregation is that it replaces several special­
purpose mechanisms, each tailored for a panic.:ular situation. with a single general­
purpose mechanism that can handle multiple situations. This provides another illustra­
tion of the benefits of general-purpose mechanisms. 

10.8 Just crash? 

The fourth technique for reducing complexity related to exception handling is to crash 
the application. In most applications there will he cenain errors that are not worth 
trying to handle. Typically, these errors arc difficult or impossihlc to handle and don't 
occur very often. The simplest thing to do in response to these errors is to print diag­
nostic infonnation and then ahon the application. 

One example is "out of memory" errors that occur during storage allocation. Con­
sider the malloc function in C, which returns NULL if it cannot allocate the desired 
block of memory. This is an unfonunate behavior, hecause it assumes that every sin­

�le caller of malloc will check the return value and take appropriate action if there 
is no memory. Applications contain numerous calls to ma 11 oc, s o  checking the result 
after each call would add significant complexity. If a programmer forgets the check 
(which is fairly likely), then the application will dereference a nul l  pointer if memory 
runs out, resulting in a crash that camouflages the real prohlem. 
. Furthermore, there isn't much an application can do when it discovers that memory 
�s exhausted. In principle the application could look for unneeded memory to free. but 
tf the application had unneeded memory it could already have freed it. which would 
have prevented the out-of-memory error in the first place. Today's systems have so 
?1uch memory that memory almost never runs out· if it docs it usually indicates a bug 
m th r · ' ' 

. e app icauon. Thus, it rarely make sense to try to handle out-of-memory errors; 
this creates too much complexity for too little benefit. 
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A better approach is to define a new method ckal loc, which calls malloc, checks 
the result, and aborts the application with an error message if memory ts exhausted. 
Theappltcation never invokes mal loc directly; it always invokes ckalloc. 

In newer languages such as C++ and Java, the new operator throws an exception if 
memory ts exhausted. There's not much point in catching thts exception, since there's 
3 good chance that the exception handler will also try to allocate memory, which will 
also fatl. Dynamically allocated memory ts such a fundamental element of any modem 
application that it doesn't make sense for the application to continue tf memory is 
exhausted; it's hetter to crash as soon a'i the error is detected. 

There arc many other examples of errors where crashing the application makes 
sense. For most programs. if an 1/0 error occurs while reading or writing an open file 
(such as a dtsk hard error). or if a network socket cannot be opened, there's not much 
the application can do to recover. so aborting with a clear error message ts a sensthle 
app-oach. These errors are infrequent. so they are unlikely to affect the overall usability 
of the application. Aborting with an error message ts also appropriate if an application 
encounters an internal error such a., an inconsistent data structure. Conditions like this 
probably indicate bugs in the program. 

Whether or not it ts acccptahle to crash on a pantcular error depends on the appli­
cation. For a replicated storage system. it isn't appropriate to abort on an 1/0 error. 
Instead, the system must use replicated data to recover any information that was lost. 
The recovery mechanisms will add considerahle complexity to the program, but recov­
ering lost data is an essential part of the value the system provides to its users. 

10.9 Taking it too far 

Defining away exceptions. or masking them inside a module, only makes sense if the 
exception infonnation isn "t needed outside the module. This was true for the examples 
in this chapter. such the Tel unset command and the Java substring method: in the 
rare situations where a caller cares ahout the sJX.,-cial cases detected hy the exceptions. 
there are other way!. for it to get this information. 

However, it is possihlc to take this idea too far. In a module for network communi­
cation, a student team masked all network exceptions: if a network error occurred, the 
module caught it. discarded it. and continued as if there were no prohlem. This meant 
lhat applications using the module had no way to find out if messages were lost or a 

�r server failed: without thi!i infonnation. it wa<; impossihle to build robust applica­
hons. In this case. it i!. es!.Cntial for the module to expose the exceptions, even though 
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they add complexity to the module's interface. 

With exceptions, as with many other area,; in software design, you mustdetLTllline 
what is important and what is not important. Things that arc not important should he 
hidden, and the more of them the better. But when something is important, it must he 
exposed (Chapter 21 will discuss this topic in more detail). 

10.1 O Conclusion 

Special cases of any form make code harder to understand and increase the likelihood 
of bugs. This chapter focused on exceptions, which are one of the most significant 
sources of special-case code, and discussed how to reduce the number of places where 
exceptions must be handled. The best way to do this is by redefining semantics to 
eliminate error conditions. For exceptions that can't he defined away, you should look 

for opportunities to mask them at a low level, so their impact is limited, or aggre­
gate several special-case handlers into a single more generic handler. Together, these 
techniques can have a significant impact on overall system complexity. 
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Chapter 11 

Design it Twice 

Designing software is hard. so it's unlikely that your first thoughts about how to struc­
ture a module or system will produce the hest design. You'll end up with a much better 
result if you consider multiple options for each major design decision: design it twice. 

Suppose you are designing the class that will manage the text of a file for a GIB 
text editor. The first step is tu define the interface that the class will present to the rest 
of the editor; rather than picking the first idea that comes to mind, consider several 
possibilities. One choice is a line-oriented interface, with operations to insert, modify, 
and delete whole lines of text. Another option is an interface based on individual 
character insertions and deletions. A third choice is a string-oriented interface. which 
operates on arhitrary ranges of characters that may cross line boundaries. You don't 
need to pin down every feature of each alternative; it's sufficient at this point to sketch 
out a few of the most important methods. 

Try to pick approaches that are radically different from each other; you'll learn 
more that way. Even if you arc cenain that there is only one reasonable approach, 
consider a second design anyway. no matter how had you think it will he. It will he 
instructive to think ahout the weaknesses of that design and contrast them with the 
features of other designs. 

After you have roughed out the designs for the alternatives, make a list of the pros 
and cons of each one. The most important consideration for an interface is ea,;e of 
use for higher level software. In the eilample ahove. hoth the line-oriented interface 
and the character-oriented interface will require extra work in software that uses the 
text class. The line-oriented interface will require higher level software to split and 
join lines during partial-line and multi-line operations such as cutting and pa,;ting the 
selection. The character-oriented interface will require loops to implement operations 
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iha1 modify more than a single character. Ii is also worth considering other faciors: 
• Does one ahemative have a simpler interface than anm hcr"! In •he 1cx1 example, 

all of the 1ex1 imerfaces are n:lativdy simple. 
• Is one imerface more general-purpose 1han anothcr'.1 
• Does one imerface enahlc a more efficient implcmcnta1ion than another? In lb: 

1ex1 example. the character-oriented approach is likely III he significamly slower 
1han the 01hers, because i1 requires a scpara1c call into the 1cx1 module for each 
charac1er. 

Once you have compared ahcma1ive designs, you will he in a hener posilion to 
idemify the bes1 design. The bt..-s1 choice may he one of 1he ahcma1ives, or you may 
discover 1ha1 you can combine fca1ures of muhiplc ahema1ivcs into a new design that 
is he11er than any of the original choices. 

Some1imes none of the ahema1ivcs is particularly a11rac1ive; when 1his happens, 
see if you can come up with addi1ional schemes. Use 1hc prohlems you idemified with 
the original ahema1ives 10 drive 1he new design(s). If you were designing the 1ex1 class 
and considered only the line-oriented and charac1cr-oricntcd approaches. you migh1 
nmice 1ha1 each of the ahema1ivcs is awkward hecausc i1 requires higher level soft­
ware 10 perform addi1ional 1ex1 manipula1ions. Tha1·s a red nag: if 1here's going to 
be a text class, i1 should handle all of the 1cx1 manipula1ion. In order 10 eliminate 
•he additional tex1 manipula1ions, the 1ex1 interface need, 10 match more closely the 
operations happening in higher level software. These opcra1ions don·• always corre­
spond to single charac1ers or single lines. This line of reasoning should lead you 10 a 
range-oriented API for 1ex1, which elimina1cs 1he prohlcms wi1h 1hc carli1..-r designs. 

The design-i1-1wice principle can he applied a1 many levels in a system. For a 
module, you can use 1his approach firs• to pick 1he interface. as dc�rihed ahovc. Then 
you can apply i1 again when you are designing the implementa1ion: for 1he text class, 
you mighi consider implementations such as a linked list of lines. lixcd-size blocks of 
characiers, or a "gap buffer." "The goals will he different for 1hc implcmcmaiion •ban 
for the interface: for the implemema1ion, 1he mos1 important 1hings are simplici•y and 
performance. h's also useful 10 explore muhiple designs ai higher levels in 1hc sysiem, 
�uch as _when choosing fea1ures for a user interface, or when decomposing a sysiem 
mio maJor modules. In each case, it's easier 10 identify 1he hest approach if you can 
compare a few ahema1ives. 

Designing ii •wice does no1 need 10 take a lot of extra 1ime. for a smaller module su�h �s a class, you may nm need more 1han an hour or two 10 consider alternatives. 
Thrs 15 a small amoum of time compared 10 1he days or weeks you will spend imple-
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menting the class. The initial design experiments will probably result in a significantl 
better design, which will mor� tha� pay �o� �e tim� spent designing it twice. For larg; 
modules you'll spend more time in the m1t1al design explorations, but the implemen­
tation will also take longer, an� th� be�cfits �f � bet�er design will also be higher. 

l have noticed that the des1gn-1t-tw1ce_ principle 1s sometimes hard for really smart 
people to embrace . When th�y are �owmg up, sman people discover that their first 
quick idea about any pr?�l�m 1s s�ffic1ent for a good_grade ; there is no need to consider 
a second or third poss1b1hty. Thu; tends to result m bad work habits. However, as 
these people get older, they get promoted into environments with harder and harder 
problems. Eventually, everyone reaches a point where your first ideas are no longer 
good enough; if you want to get really great results, you have to consider a second 
possibility, or perhaps a third, no matter how sman you are. The design of large 

software systems falls in this category: no-one is good enough to get it right with their 
first try. 

Unfortunately, I often see smart people who ins ist on implementing the first idea 
that comes to mind, and this causes them to underperfonn their true potential (it also 
makes them frustrating to work with). Perhaps they subconsciously believe that "smart 
people get it right the first time," so if they try multiple designs it would mean they are 

not smart after all. This is not the case. It isn't that you aren't smart; it's that the 

problems are really hard! Furthermore, that's a good thing: it's much more fun to 
work on a difficult problem where you have to think carefully, rather than an easy 
problem where you don ·t have to think at all. 

The design- it-twice approach not only improves your designs ,  but it also improves 
your design skills. The process of devising and comparing multiple approaches will 
teach you about the factors that make designs better or worse. Over time, this will 
make it ea�icr for you to rule out had designs and hone in on really great ones. 
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Chapter 12 

Why Write Comments? The Four 

Excuses 

In-code documentation plays a crucial role in software design. Comments arc essential 
to help developers understand a system and work efficiently. but the role of comments 
goes beyond this. Documentation also plays an important role in abstraction: without 
comments, you can·t hide complexity. Finally, the process of writing comments, if 
done correctly, will actually improve a system's design. Conversely, a good soft­
ware design loses much of its value if it is poorly documented. 

Unfortunately, this view is not universally shared. A significant fraction of produc­
tion code contains essentially no comments. Many developers think that comments 
are a waste of time; others sec the value in comments, hut somehow never get around 
to writing them. Fortunately, many development teams recognize the value of doc­
umentation, and it feels like the prevalence of these teams is gradually increasing. 
However, even in teams that encourage documentation. comments are often viewed as 
�rudge work and many developers don't understand how to write them. so the result­
ing documentation ii- often mediocre. Inadequate documentation creates a huge and 
unnecessary drag on software development. 

In this chapter I will discuss the excuses developers use to avoid writing comments, 
an� the reasons why commcnti- really do matter. Chapter 13 will then dcscrioe �ow to 
write good comments and the next few chapters after that will discuss related issues 
such as choosing variable names and how to use documentation to improve a syStem's 
design. I hope these chapters will convince you of three things: good comm�nts can 
make a big difference in the overall quality of software: it isn't hard 10 wnte good 

commcnt.s; and (this may be hard to believe) writing commenti; can actually be fun. 
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When developers don"t write comments, they usually justify their behavior with 
one or more of the following excu!k!s: 

• ''Good code is sclf-d,.x:umenting ... 
• "I don't have time to write comments." 
• "Comments get out of date and �Oflk: misleaJin� ... 
• "'The comment,; I have seen an: all W()rthlcss; why tx,ther?" 

In the section.,; below I will ad(Jres.-. each of these excu�, tn turn. 

12.1 Good code Is NH-documenting 

Some people believe that if code is written well. it is so , ,twiou, that no comments are 
needed. This is a delicious myth. like a rumor that ice cream is good for your health: 
we'd really like to believe it\ Unfortunately. it's simply not true. To he sure. there are 
things you can do when writing code: to reduce the nc..'Cd for con,mcnts, such as choos­
ing good variable names (see Chapter 14). Nonetheless, there is still a significant 
amount of design information that can't be repn:!ICntL-J in code. For example. only a 
small pan of a class's interface, such as the signatures of its methods, can be specified 
fonnally in the code. The infonnal aspccti. of an interfocc. such a,; a high-level de­
scription of what each method does or the meaning of it, n.�ult. can only be described 
in comments. There are many other eumple11 of things that can't he described in the 
code, such as the rationale for a panicular de5ign decision. or the conditions under 
whkh it makes sense to call a panicular method. 

Some developers argue that if othcn want u, kntJW what a method does, they should 
just read the code of the method: this will be more acc urate than any comment It's 
possible that a reader could deduce the abstra:t interface of the method by reading 
t� code, but it would be time-consuming and painful. In addition. if you write code 
Wt� the expectation that users will read method implementations, you will try to m�e 
each ?1�thod as short as pos.11ible. so that h's easy to read. If the method docs anythtng 
nontnvtal, you will break it up into several smaller methods. This will result in 8 large 
nu

�� of shallow methods. Funhermm:, it doesn't really make the code easier to 
re : tn order to understand the behavior of the top-level method. readers will probably 
need .'0 understand the behaviors of the nested method.11. I-or larize systems it isn't 
practtcal for users to read the code to learn the behavior. Moreover, comments are fundamental to ab5tractions. Recall from Chapter 4 lhat 
the goal of abstrac • • · . . • • of 
an enf . ttons ts to htde comple,my: an abstraction ii. a stmpltficd vtew 

tty, whtch preserves essential information hut omit,; details that can safely be 
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ignored. H users must read the code of a method in order to use it, then there is 
00 abstraction: all of the complexity of the method is exposed. Without comments. 
the only abstraction or a method is its declaration. which specifies its name and the 

names and types of its arguments and results. 1be declaration is missing too much 
essential information to provide a useful abstraction by itself. For example. a method 
to extract a substring might have two arguments. start and end. indicating the range 

of characters to extract. from the declaration alone. it isn't possible to tell whether 
the extracted substring will include the character indicated by end, or what happens 
if start > end. Commenti. allow us to capture the additional information that callers 
need, thereby completing the simplified view while hiding implementation details. It's 
also important that comments arc wrillen in a human language such as English; this 
makes them less precise than code, but it provides more expressive power, so we can 
create simple. intuitive descriptions. If you want to use abstractions to hide complexity, 
c(111111ents are essential. 

12.2 I don't have time to write comments 

It's tempting to prioritil.c comment,; lower than other development tasks. Given a 
choice between adding a new feature and documenting an existing feature, it seems 
logical to ch,x)se the new feature. However, software projects are almost always under 
time pressure, and there will always be things that seem higher priority than writing 
comments. Thus. if you allow documentation to be de-prioritized, you'll end up with 
no documentation. 

The counter-argument to this excuse is the investment mindset discussed on page 

15. I f you want a clean software structure. which will allow you to work efficiently 
over the long-tem1, then you must take some extra time up front in order to create that 
structure. Good comments make a huge difference in the maintainability of softwure, 
so the ,effort spent on them will pay for itself quickly. Furthermore, writing c�ents 
needn t take a lot of time. Ask yourself how much of your development tt�e you 

spend typing in code (as opposed to designing. compiling, testing. etc.), assuming you 

don't include any comments; I doubt that the answer is more than 10%. Now suppose 

that you spend as much time typing comments as typing code; this should be a safe 

upper hound. With these assumptions, writing good comments wbn't add m�e th� 
a�iut I 0% to your development time. The benefit,; of having good documentation wtll 
quickly offset this cost. 

Furthermore, many of the most important comments ure those related to abSlrac-
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tions, such as the top-level c.locumenlation for da.,\C .. anJ methods. Chapter 15 wil 
argue that these eommenl5 should he written a., part ol the: dc.-i.i�n process. and that the 
act of writing the c.locumen1al.ion � b an itnportattt dl.-i.ign tool that improves the 
overall design. These eommenl5 pay for thc:m"4!lve, tmmediatcly. 

12.3 Comments get out of date and become mlsleadlng 

Convnents do sometiml.-s get out of date:. hut thi, need Rl 1t he a major problem in prac­
tice. Keeping documentation UJHo-datc: duc:!11 not rc:qutre an enonnous effon. Large 
changes to the documentation arc only required if there have ht.-cn large changes to 
the code. and the code changc:5 will lake: murc tin1e than the documentation changes. 
Chapter 16 discusses how to organt,.c documentation .. o that it i, a-.c:a'iy as possible to 
keep it updated after code: modificatton'I (the: kc:y idea, arc to avoid duplicated docu­
mentation and keep the c.locumen1ation chllliC to the: corre .. pondin� code). Code reviews 
provide a great mechanism for detecting anJ bin� stale comment,. 

12.4 All the comments I have seen are worthless 

Of the four e•euses. this is prohahly the one: with the mo .. , merit. Every software 
developer has seen eommenL'i that pruvtdc no u�ful tnfonnation. and most uisting 
documentation is so-so at he1-t. Fnnunaiely. thi!II prohlcm i-. ,;c1lvatile: writing solid 
docwnenlation is not hard. once: you know how. The nc�t ,haph.."1'S will lay out a 
framework for how to write good documentation anJ maintain it over time. 

12.5 Benefits of well-written comments 

Now that I have discussed (and. hopefully. dchunk'--J) the argument, against writing 
conments, let's consider the benefits that you will 11et from good commcnis. The 
overalt .idea behind comments ls to aapture tnformadon that was ta the mind or 
tbe designer but coutdn't be represented In the code. This information ranges from 
low-level details, such as a hardware quirk that motivate, a parti,ularly tricky piece of 
code, up to high-level concepts such a.11 the rationale for a dai.,. When other developers 

co� along later to make modifications. the comments will allow them to work more 
�u•�kly and accurately. Without documentation, future Jc•.clopcrs will have 10 re· enve or guess at the developer's original knowledge: thii. will take additional time, 
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and there is a risk of hugs if the new developer misunderstands the original designer's 
intentions. Comments are valuable even when the original designer is the one making 

the changes: if it has been more than a few weeks since you last worked in a piece of 

code, you will have forgotten many of the details of the original design. 

Chapter 2 described three ways in which complexity manifests itself in software 

systems: 
Change amplification: a seemingly simple change requires code modifications in 
many places. 
Cognitive load: in order to make a change, the developer must accumulate a large 
amount of information. 
Unknown unknowns: it is unclear what code needs to be modified, or what infor­
mation must he considered in order to make those modifications. 

Good documentation helps with the last two of these issues. Documentation can re­
duce cognitive load by providing developers with the information they need to make 

changes and hy making it easy for developers to ignore information that is irrelevant. 
Without adequate documentation, developers may have to read large amounts of code 
to reconstruct what was in the designer's mind. Documentation can also reduce the 
unknown unknowns by clarifying the structure of the system, so that it is clear what 
information and code is relevant for any given change. 

Chapter 2 pointed out that the primary causes of complexity are dependencies and 
obscurity. Good documentation can clarify dependencies, and it fills in gaps to elimi­
nate obscurity. 

The next few chapters will show you how to write good documentation. They wilt 

also discuss how to integrate documentation-writing into the design process so that it 

improves the design of your software. 

12.6 A different opinion: comments are failures 

In his hook Clean Code, Robert Martin takes a more negative view of comments: 

... comments are. at best. a necessary evil. If our programming languages 

were expressive enough. or if we had the talent to subtly wield those languages to 

express our intent. we would not need comments very much - perhaps not at all. 

The proper use of comments is to compensate for our failure to express our­

selves in code .... Comments are always failures. We must have them because we 

can't always figure out how to express ourselves without them, but their use is not 

a cau:,c for celebration. 
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I agree lhal good software deaign can rcd&K.-c the: nc:cJ for_ commenL'I (panicularty 
those in method bodies). Bui cummcnll do nut n:pn:!14:nl fudun:s. The infonnatioo 
they provide is quite dilJerenl from lhal pruvkkd by coJc:. anJ this information can't 
be represented in code today. Code and t.'Offlmenas an: each wcll-!luited to the things 
they represent and lhcy each provide impurtant bcnc:liL,; even if lhc information in 
comments could somehow be captured in code. ii' .. UrM.:lcar lhal lhi., would be an im­
provement. 

One of the purposes of commenb is lo make ii ii unnccc,..,ary lo read lhccode: f<1 
example . instead of reading lhe entire body of a melhuJ. a dc.-vclupt.-r can read a shon 
interface comment lo gel all lhc information they nc:cJ in orJt.-r lo invoke the method. 
Martin lakes lhc opposite aack: he advucarcs ttpl1M:ing commenL" with code. loslead 
of writing a comment lo explain whal is happening in a Mock of code in a method, 
Martin suggests pulling that block out into a ICpBl'alc mcthuJ ( with no comments) and 
using the name of lhc melhod as a replaccrnenl for the comment. This results in long 
names such as i sleastRelevantMul tipleOfNextlargerPri11eFactor. Even with 
all these words. names like this arc cryplic and provide I�, information than a well­
written comment. And, with this approach. devclopcn cnJ up effectively retyping •be 
documentation for a method every lime lhcy invoke ii! 

I worry that Martin's philosophy encouraga a bad alliludc in programmers, whae 
they avoid  commenas 10 as not 10 seem like failures. This could even result in good 
designers coming under false criticism: "Whal'1 wrong with your code that it requires 
commentsT' 

Well-wrinen comments arc not failurea. Tbcy incn:a.,;e the value of code and sel'\'C 
8 fundamental role in defining abslractions and managing system complexity. 
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Chapter 13 

Comments Should Describe 
Things that Aren't Obvious from 
the Code 

The reason for writing comments is 1ha1 s1a1emen1s in a programming language can't 
capture all of the imponanl infonnation that was in the mind of the developer when 
the code wa� written. Comments record this infonnarion so that developers who come 
along later can easily understand and modify the code. The guiding principle for com­
ments is that comments should describe thin� that aren't obvious from the code. 

There arc many things that aren't obvious from the code. Sometimes ifs low-level 
derails 1ha1 arcn ·1 olwious. t-:or example. when a pair of indices describe a range, 
it isn·1 obvious whether the elements given by the indices are inside the range or our. 
Sometimes it's nor clear why code is needed. or why it was implemented in a particular 
way. Sometimes there are rules the developer followed. such as "always invoke a 
before b.'' You might he able 10 guess a rule by looking at all of the code, but this is 
painful and error-prone; a comment can make the rule explicit and clear. 

·One of the most important reasons for comments is abs1rac1ions, which include a 
lot or information 1ha1 isn't obvious from the code. The idea of an abstraction is to 

provide a simple way of thinking about something. but code is so detailed that ii can 
be hard 10 sec the abs1mc1ion just from reading the code. Comments can provide a 
simpler, higher-level view ("after this method is invoked, network traffic will be lim­
ited lo maxBandwi dth byres per second"). Even if this information can be deduced by 
reading the code, we don •1 want Ill force users of a module 10 do that: reading the code 
is time-consuming and forces them 10 consider a lot of information that isn't needed to 
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use the module. Devdopen should be able to understand the abstraction provided 
by a module without reading any code other than its externally visibie declara

­
tions. The only way 10 do this is hy supplemenling lhe dedaralions wilh comments. 

This chapter discusses whal informalion needs lo be described in comments and 
how 10 wrile good commenls. As you will sec, good c:ommcnb lypically explain lhings 
al a differenl level of delail than the c:ode, which is more de1ailcd in some siluations 
and less detailed (more ahslracl) in olhl.-rs. 

13.1 Pick conventions 

The firsl slep in wriling comments is lo decide on c:onvenlions for commenling, such 
as whal you will commenl and lhe formal you will use for c:ommenLs. if you are 
programming in a language for whic:h 1bere exisls a documem compilalion 1001, such 
as Javadoc for Java, Doxygen for C++, or godoc for Go!, follow lhe convcnlions of 
lhe lools. None of lhese conven1ions is pcrfccl, hul the lools provide enough benefits 
10 make up for lhal. if you are programming in an environmenl where there are oo 
exisling conven1ions lo follow, uy lo adopt the convenlinns from some olhcr language 
or projecl thal is similar; lhis will make ii ea,;ier for olher developers 10 undersland and 
adhere lo your convenlions. 

Convenlions serve lWo purposes. Firsl, they ensure consislenc:y, which makes com­
ments easier lo read and understand. Second, 1hey help 10 ensure lhal you aclually write 
comments. If you don'l have a clear idea whal you arc going 10 c:ommcnl and how, ifs 
easy 10 end up wriling no comments al all. 

Mosl comments fall imo one of 1he following c:alcgories: 
Interface: a commenl block 1ha1 immedialely precedes lhe declar.11ion of a mod­
ule such as a class, dala s1ruc1urc, funclion, or melhod. The c:ommenl describes 
lhe module's inlerface. For a cla.,;s, the commenl describes lhe overall ahstraclion 
provided by the class. For a method or funclion. lhe commcnl describes ils overall 
�ehavior, ils arguments and relurn value, if any. any side effccls or exccplions lhat 
ll generales, and any other requirements the caller musl salisfy before invoking the 
method. 
Data structure member: a commenl nexl 10 the dcclaralion of a field in a data 

:cture, such as an instance variable or slalic variable for a class. . 
�iementation comment: a commcnl inside the code of a mc1hod or funcuon, 

which describes how the code works internally. 
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c�module comment a cummcnl describing dependencies that cross module 
boundaries. 

The mosl imponanl comment,; arc those in lhe first two categories. Every class should 
have an interface commenl. every das.o; variable should have a comment, and every 
method should have an interface comment. Occasionally, the declaration for a variable 
or method is so obvious 1ha1 there is nothing useful lo add in a comment (gcllers 
and sellers sometimes fall in this category), bur lhis is rare; ii is easier lo comment 
everything r.tlhcr than spend energy worrying about whether a comment is needed. 
Implemcn1a1ion wmmcnls arc often unnecessary (see Section 13.6 below). Cross­
module comment,; arc lhc mosl rare of all and lhey arc problcmalic lo write, bul when 
they arc needed they are quire important; Section 13. 7 discusses lhcm in more detail. 

13.2 Don't repeat the code 

Unfortunalcly, many comments are nol particularly helpful. 1be mosl common reason 
is Iha! 1hc comments repeal 1hc code: all of the information in lhe comment can easily 
be deduced from lhc code next 10 1he comment. Here is a code sample that appeared 
in a recent research paper: 

ptr_copy s get_copy(obj) I Get poi nter copy 
i f i s_unlocked(ptr_copy): I Is obj free? 

return obj I return current obj 
if is_copy(ptr_copy): I Already a copy? 

return obj I return obj 
thread_i d • geLthreacLid(ptr_copy) 
if thread_id •• ctx.thread_id: I Locked by current ctx 

return ptr _copy I Return copy 

There is no useful information in any of these comments cxcepl for the "Locked by" 
canmem, which suggests something about 1he thread thal mighl nol be obvious from 
lhe code. Notice 1ha1 these comments arc al roughly the same level of derail as �e 
code: there is one comment per line of code, which describes 1ha1 line. Comments hke 
this are rarely useful. 

Herc arc more examples of comments 1ha1 repeal the code: 
// Add a horizontal scroll bar 
hScrollBar • new JScrollBar(JScrollBar.HORIZONTAL); 
add(hScrollBar, BorderLayout.SOUTH); 

//Add a vertical scroll bar 
vScrollBar • new JScrollBar(JScrollBar.VERTICAL); 



Comments Soould Describe Thinp lha1 �n'!_(>hvit�i, lrom_1he Code 
-----

add(vScrollBar, Borderuyout.EAST); 

// In;t;alizt the caret-position related values 
caretX • O; 
caretY • O; 
caretMtllX • null; 

None of these comments provide any value. 1-1:,r 1hc lin.1 1wo commenlS, the code is 
already clear enough that ii doesn 'i really need cnm�n•"; 1n 1hc 1hird case, a commeni 
mighi he useful, bui the curm1i comment doesn • i provide cnou�h dciail io be helpful. 

After you have wriilen a comment ask your,;clf 1hc following question: could 
someone woo hu never seen the code wriie the: com01cn1 ju,.1 hy looking ai the code 
nexi io the commeni? If the answer is yes. a., in ihc eumplcs ahovc. 1hen the comment 
doesn'i make the code any ebicr iu undenaand. Com111cn1" like 1hcsc are why some 
people think thai comments an: worthlns. 

Another common mistake is iu use the: qmc word, in 1hc commcni ihai appear in 
the name of the eniiiy being ducumenled: 

I• 
• Obtain a noraalized resource nuie froa REQ. 
•I 

pr;vate static Stri119[] getNormlizedResourctNaaes( 
HTTPRequest req) ... 

I• 
• Downcast PARAMETER to TYPE. 
•I 

pr;vate static Object downCastPar-ter(String paraaeter, 
Str; ng type) ... 

I• 
• The horizontal padding of each line in the text. 
•I 

" Red Flag: Comment Repeats Code " 
If the infonnaiion in a tommeni is already obvious from ihc code nexi io the com­ment, then the commeni isn'i helpful. One example of ihis is when 1he comment 
uses the same words thai make up the name of ihc thing ir i!I dcscrihing. 
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private static final int textHorizontalPadding • 4: 

These comments just lake the words from the method or variable name. perhaps add a 
few words from argument names and types. and form them into a sentence. For exam­
ple, the only thing in the second comment lhal isn't in the code is the word "to .. ! Once 
again. these comments could be wrillen just by looking al the declarations. without 
any understanding the methods of variables: as a result. they have no value. 

Al the same lime, there is important information lhal is missing from the com­
ments: for example. what is a .. normali7.ed resource name .. , and whal are the elements 
of the array returned by getNonnalizedRes ourceNames? Whal does "downcast .. 

mean? Whal are the units of padding. and is the padding on one side of each line or 
bolh? Describing these things in commentc; would be helpful. 

A fir!-.l step towards writing good comment,; is lo use different words in the com­
ment from those in the name of the entity being described. Pick words for the com­
ment lhal provide additional information about the meaning of the entity. rather than 
jusl repealing its name. For example. here is a heller comment for textHori zonta 1-
Paddi ng: 

; .. 

* The amount of blank space to leave on the left and 
* right sides of each line of text. in pixels. 
*I 

private static final int textHorizontalPadding = 4: 

This comment provides additional information that is nol obvious from the declaration 
itself. such as the units (pixels) and the fact that padding applies lo both sides of each 
line. Instead of using the term "padding". the comment explains what padding is. in 
case the reader isn 'l already familiar with the term. 

13.3 Lower-level comments add precision 

Now that you know what not lo do. let's discuss whal information you should pul in 
comments;. Comments augment the code by providing information at a different 
level of detail. Some comments provide information al a lower, more detailed. level 
than the code; these comments add precision by clarifying the exact meaning of the 

code. Other comments provide information at a higher, more abstract, level than the 
code; these comments oiler intuition. such as the reasoning behind the code, or a 
simpler and more abstract way of thinking about the code. Comments al the same 
level as the code are likely to repeat the code. This section discusses the lower-level 
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approach in more detail. and the next 1CCtion di!l4:�scs the higher-level approach. 
Precision is most useful when commentins variable Jcclaratiuns such as class in, 

stance variables. method arguments. and rctu m value". TIIC name and type in a variable 
declaration are typically not very precUiC. Comment,; can till in missing details such 
as: 

• What are the units for this variable? 
• Are the boundary conditions inclusive or exclusive·� 
• If a null value is pcnnincd. what docs it impty·., 
• If a variable refers to a resource that mu.Ill cventuully he fn.-cd or closed, who is 

responsible for frceins or closins it'! 
• Are there certain properties that arc alwayi. true fur the variable (invaria111.1), 

such as "this list always contains al lcut one entry"'! 
Some of this infonnation could potcntially be fisun:d out by examining all of the code 
where the variable is used. However, this is time-consuming and error-prone; the 
declaration's comment should be clear and complete enough tu muke this unneceswy. 
By the way, when I say that the comment for a declaration "hould dc!ICrihe things that 
aren't obvious from the code. "the code" rcfcni to the code next to the comment (the 
declaration), not "all of the code in the application." 

The most common problem with comment, for variables i" that the comments are 
too vague. Here are two examples of comments that aren't pn.-cisc enough: 

// Current offset in resp Buffer 
uint32_t offset; 

I I Contains all line-widths inside the docUNnt and 
// number of appearances. 
private TreeMap<Integer, Integer> lineWidths; 

In the first example, it's not clear what "current" means. In the St.-cond example, it's not 
clear that the keys in the TreeMap are line width5 and values arc occurrence counts. 
Also, are widths measured in pixel5 or characters? The revised comment,; helow pro­
vide additional details: 

// Position in this buffer of the first object that hasn't 
// been returned to the client. uint32_t offset; 

�� Holds statistics about line lengths of the form <length, count> 

// �
ere length is the nllllber of characters in a line (including 

// 
t e newline), and count is the nllllber of lines with exactly that 111ny characters. If there are no lines with 
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II a particular length, then there is no entry for that length. 
private TreeMap<Integer, Integer> numLinesWithLength; 

The second dcclararion uses a longer name 1ha1 conveys more infonnarion. Ir also 
changes "wid1h" 10 "leng1h", because 1his lerm is more likely 10 make people 1hink tha1 
1he unils are characrcrs ra1hcr lhan pixels. Nolice 1ha1 1he second commenl documents 
nor only 1he derails of each entry. bur also wha1 ii means if an entry is missing. 

When documenring a variable, lhink nouns. nor verbs. In other words, focus on 

whal 1he variahlc represcnLo;. nor how ii is manipulared. Consider the following com­

ment 

I* FOLLCMER VARIABLE: indicator variable that allows the Receiver and the 
* PeriodicTasks thread to c011111Unicate about whether a heartbeat has been 

* received within the follower's election timeout window. 

* Toggled to TRUE when a valid heartbeat is received. 
* Toggled to FALSE when the election timeout window is reset. *I 

private boolean receivedValidHeartbeat; 

This documen1a1ion describes how 1he variable is modified by several pieces of code 
in the class. The commenl will he both shorter and more useful if ii describes whal 1he 
variable represcnrs ra1her lhan mirroring 1he code s1ruc1ure: 

I* True means that a heartbeat has been received since the last time 
* the election timer was reset. Used for conmunication between the 
• Receiver and PeriodicTasks threads. *I 

private boolean receivedValidHeartbeat; 

Given this documen1a1ion. il's easy 10 infer 1ha1 the variable musl be sel 10 true when 
a hearthea1 is received and false when 1he eleclion rimer is reset 

13.4 Higher-level comments enhance intuition 

The second way in which commenls can augmenl code is by providing in1ui1ion. These 

commcnrs are wrinen a1 a higher level 1han 1he code. They omil derails and help 

lhc reader lo undcrsland 1he overall in1en1 and strucrure of the code. This approach 

is commonly used for comments inside merhods and for inrerface comments. For 

example, consider the following code: 
II If there is a LOADING readRpc using the same session 
II as PKHash pointed to by assignPos, and the last PKHash 

II in that readRPC is smaller than current assigning 
II PKHash, then we put assigning PKHash into that readRPC. 
int readActiveRpcid. RPCID_NOT_ASSICNED: 
for (int i= O; i < NUM_READ_RPC; i++) { 
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} 

if (session - readRpc[i].session 

} 

a.& readRpc[i].status - LOADING 

a.& readRpc[i].uxPos < assignPos 
a.& readRpc[i].nu.ttashes < MAX_PKHASHES_PERRPC) { 

readActiveRpcld • i; 
break; 

The comment is too low-level and detailed. On the one hand. it partially repeats lhe 
code: ••if there is a LOADING rcadRPC" just duplic.:ates the test readRpc [ i] . status 
- LOADING. On the other hand, tbe comment doon ·t explain the overall purpose or 
this code. or how it fits into the method that t:ontains it. As a n:sult. the commeit 
doesn·t help the reader to understand tbe code. 

Here is a better comment: 
// Try to append the current key hash onto an existing 
// RPC to the desired server that hasn 't been sent yet. 

This comment doesn·t contain any details: instead. it dcS4:rihcs the wdc·s overall func­
tion at a higher level. With this high-level information. a reader c.:an eitplain almost 
everything that happens in the code: tbe loop must he iterating over all the existing 
remote procedure calls (RPCs); tbe session test is prohahly used to see if a partic­
ular RPC is destined for the right server; the LOADING test sutzSests that RPCs can 
have multiple states. and in some states it hm't safe to add more hashes: the MAX..· 
PKHASHES_PERR PC test suggests that then: is a limit to how many hashes can be selll 
in a single RPC. The only thing not explained by the comment is 1hc maxPos tesl. Fur· 
thennore, the new comment provides a hai1is for readers to judge the c.:ode: does it do 
everything that is needed to add the key ha.'ih to an existing RPC'! The original com­
ment didn't describe the overall intent of the code. so ifs hard for a reader to decide 
whether the code is behaving correctly. 

Higher-level comments are more difficult to write than lower-level comments be· cause y�u must think about the code in a different way. Ask yourself: What i_s th.is 
code trying to do? What is the simplest thing you can say that explains everything in 
the c�? What is the most important thing ahout thili code? 

. Engineers lend to be very detail-oriented. We love details and arc good at man­
agi�g lots of them; this is essential for being a good engina.-r. But. great software 
designers can also step back from the details and think ahoul a system at a higher 
level. ,:tiis means deciding which aspects of the system arc most important. and being able 10 ignore the low-level details and think about the system only in tenns of its most 

108 



Comments Should Describe Things that Aren't Obvious from the Code 

fundamental characteristics. This is the essence of abstraction (finding a simple way 

10 think about a complex entity). and it's also what you must do when writing higher­
level comments. A good higher-level comment expresses one or a few simple ideas 
that provide a conceptual framework, such as "append to an existing RPC." Given the 
framework. it becomes easy to see how specific code statements relate to the overall 
goal. 

Here is another code sample. which has a good higher-level comment: 
if (numProcessedPKHashes < readRpc[i].numHashes) { 

} 

II Some of the key hashes couldn't be looked up in 

II this request (either because they aren't stored 

II on the server, the server crashed, or there 

II wasn't enough space in the response message). 

II Mark the unprocessed hashes so they will get 

II reassigned to new RPCs. 
for (size_t p = removePos; p < insertPos; p++) { 

if (activeRpcid[p] == i) { 

} 

} 

if (numProcessedPKHashes > 0) { 
numProcessedPKHashes--; 

} else { 
if (p < assignPos) 

assignPos • p; 
activeRpcid[p] z RPCID_NOT...ASSICNED; 

} 

This comment does two things. The second sentence provides an abstract description 
of what the code does. The first sentence is different: it explains (in high level terms) 

why the code is executed. Comments of the fonn "how we get here" are very useful 

for helping people to understand code. For example. when documenting a method, it 

can he very helpful to describe the conditions under which the method is most likely 

10 be invoked (especially if the method is only invoked in unusual situations). 

13.5 Interface documentation 

One of the most important roles for comments is to define abstractions. Recall from 

Chapter 4 that an abstraction is a simplified view of an entity, which preserves essen­

iial information hut omits details that can safely be ignored. Code isn't suitable for 

describing abstractions; it's too low level and ii includes implementation details that 
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shouldn't be visible in the abstraction. The only way 10 dc�rihc an abstraction is wid 
comments. If you wut code dult pramta aood abltndlons., you must documen1 
those abstractions with COIIUDfDIL 

TIie first step in documenting abltracaion.-. is 10 separate interjact' comments from 
implementation comments. lnlerface comments provide information that someone 
needs 10 know in order 10 u.o;c a eta..._,. or method: they define the abstraction. Im­
plementation comments describe how a c:la.u or me thud works internally in order io 
implement the abstraction. h's important 10 !ICparuae these awo kinds of comments, 
so that users of an interface arc not expl!k:d 10 implementation details. Furthermore, 
these awo fonns had beucr be different. If taterfatt comments must also describe 
the Implementation, then the dall or method Is shallow. This ml..-ans tha1 1he act 
of writing comments can provide cluci1 ahoua abe quality of a design; Chapter 15 will 
return 10 this idea. 

TIie interface comment for a eta..._., pn>vi� a high-level dc!iCription of the ahslraC­
tion provided by the class. such a.,; lhc following: 

/u 

* Th5s class 5mp1Ments a si11ple server-side interface to the KTTP 
* protocol: by using this class, an applicat5on can rece>ve HTTP 
* requests, process them, and retum resPonses. Each 5nstance of 
* th>s class corresPQnds to a particular socket used to rece5ve 
*requests.The current 511p1Mentat5on is single-threaded and 
* processes one request at a tiae. 
•I 

publ5c class Http{ ... } 
Ths comment describes the overall capahiliaie,i of ahe class. without any implemen­
�•ion details or even the specifics of panicular methods. ta also describes what each 
mstan� of lhe etas.,; represents. Finally, ahe comments dcscrihc the limitations of_lhe 
class (II does not support concmrena access from multiple threads). which may be im­
portant 10 developers contemplating whether 10 u.,;c it. 

The_interface comment for a method includes hoah higher-level infonnaaion for 
abstracuon and lower-level details for precision: 

• The comment usually starts with a sentence or awo describing the behavior of 
the method as perceived by callers; this is the higher-level ahsaracaion. 

• TIie comment musa describe each argument and ahc return value (if any). Toese 
comments must be very precise, and must describe any constraints on argument 

. ;•ues as well as dependencies between arguments. 
the melhod has any side effects, these must be documented in the interface 
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comment. A side effect is any consequence of the method that affects the fu­
ture behavior of the system but is not pan of the result. For example, if the 
method adds a value to an internal data structure, which can be retrieved by fu­
ture method calls, this is a side effect; writing to the file system is also a side 
effect. 

• A method's interface comment must describe any exceptions that can emanate 
from the method. 

• If there arc any preconditions that must be satisfied before a method is invoked, 
these must he descrihcd (perhaps some other method must be invoked first; for 
a binary search method, the list being searched must be sorted). rt is a good idea 
to minimize preconditions, but any that remain must be documented. 

Here is the interface comment for a method that copies data out of a Bu ffer object: 

I** 
• Copy a range of bytes from a buffer to an external location. 

• \param offset 
• Index within the buffer of the first byte to copy. 
* \param length 
• Number of bytes to copy . 
.. \param dest 
* Where to copy the bytes: must have room for at least 
.. length bytes. 
* 
• \return 
* The return value is the actual number of bytes copied, 
* which may be less than length if the requested range of 
* bytes extends past the end of the buffer. 0 is returned 
* if there is no overlap between the requested range and 
• the actual buffer. 
•! 

uint32_t 
Buffer: :copy(uint32_t offset, uint32_t length, void• dest) 

The syntax of this comment (e.g., \return) follows the conventions of Doxygen, a 

program that extracts comment-. from CIC++ code and compiles them into Web pages. 

The goal of the comment is to provide all the infonnation a developer need:" in order 

10 invoke the method, including how special cases are handled (note how th1s m�thod 

follows the advice of Chapter 10 and defines out of existence any errors associated 

with the range specification). The developer should not need to read the body of the 
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method in order to invoke it, and the interface comment provides no infonnation about 
how the method is implemented, such as how it scan.Ii its internal data s1ructures to find 
the desired data. 

For a more extended example, let's consider a class called Index Lookup, which is 
part of a distributed storage system. The storage system holds a collection of tables, 
eaeh of whieh contains many objects. In addition, each table can have one or min 
indexes; each index provides efficient access to objects in the table based on a particu­
lar field of the objeet. For example, one index might he used to look up objects based 
on their name field, and another index might he used to look up objects based on their 
age field. With these indexes, applications ean quidly extract all of the objects with a 
particular na111e, or all of those with an age in a given range. 

The IndexLookup elass provides a convenient interface for performing indexed 
lookups. Here is an example of how it might he used in an applica1ion: 

query - new IndexLookup(table, index, keyl, key2): 
while (true) { 

} 

object• query.getNext(): 
if (object•• NULL) { 

break; 
} 
... process object ... 

The application first constructs an object of type Index Lookup. providing arguments 
that select a table, an index. and a range within the index ( for example. if the index is 
based on an age field, keyl and key2 might he specified a., 21 and 6:'i to select all ob­
jects with ages between those values). Then the application calls the getNext method 
repeatedly. Each invocation returns one object that falls within the desired range: once 
all of the matching objects have been returned. getNext returns NULL Because the 
storage system is distributed. the implementation of this cla!ts is somewhat complex. 
The _obj_ccts in a table may be spread across multiple servers. and each index may also 
be distnbuted across a different set of serven: the code in the Index Lookup class must 
flrst communicate with all of the relevant index servers tu collt..-ct infunnation about the 
ob�ects in the range, then it must communicate with tbe liCl'Vers that actually store the 
ohJccts in order to retrieve their values. 

N�w let's consider what information needs to he included in the interface commen• 
for th•s class. For each piece of information given below. ask y ourself whether 8 
dcvct?per needs to know that information in order to use tbe class (my answers to the 
questions are at the end of the chapter): 
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I. The fonnal of mes...aics 1ha1 1hc Ind ex lookup class sends to lhe servers holding 

indexes and objc.-cl5. 
2. The comparison fun1:1ion used lo dc1ermine whelher a particular object falls in 

the desired range ( is comparison done w.ing inaqcrs. floating-point numbers, or 
slrings?). 

3. The data slrUClure u.o;cd IO slurc indexes on servers. 
4. Whether or nol Indexlookup issue. muhiple reqUCSlS 10 difTcrcnl servers con­

curren1ly. 
5. The mechanism for handling server cra.ws. 
Here is lhe original version of lhc inlcrfacc commenl for lhc Indexlookup class; 

the excerpt also includes a few lines fmm lhc class's definition, which are referred 10 
in the comment: 

I• 

• This class implements the client side fruiework for index range 
*lookups.It raanages a single LookuplndexKeys RPC and -,ltiple 
* IndexedRead RPCs. Client side just includes •1nc1exLookup.h• in 
* its header to use IndexLookup class. Several paruieters can be set 
• in the config below: 
* - The number of concurrent indexedRead RPCs 
* - The max number of PKHashes a indexedRead RPC can hold at a ti111e 
* - The size of the active PKHashes 
* 
* To use IndexLookup, the client creates an object of this class by 
* providing all necessary information. After construction of 
* !�Lookup, client can call getNext() function to 110ve to next 
* available object. If getNext() returns NULL, it 111eans we reached 
* the last object. Client can use getKey, getKeyLength, getValue, 
* and getValueLength to get object cuta of current object. 
•I 
class IndexLookup { 

private: 
/// Max nU11ber of concurrent indexedRead RPCs 
static const uint8_t NlJLREAO_RPC • 10; 
/// Max number of PKHashes that can be sent in one 
I I I ; ndexedRead RPC static const uint32_t MAX..PKHASHES_PERRPC • 256; 
/// Max number of PKHashes that activeHashes can 
/// hold at once. 

} 
static const size_t MAX..NlJLPK. (1 << LG_BUFFEUIZE); 
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Before reading further. see if you can identify the prnhlems with this comment. Here 

are the prohlems that I found: 
• Most of the first paragraph t:ont:ems the implementation, not the interface. As 

one example, users don't need to know the names of the partit:ular remote proce. 
dure calls used to communicate with the servers. The t:onliguration parameters 
referred to in the second half of the first paragraph are all private variahles that 
are relevant only to the maintainer of the dass. not to its users. All of this im­
plementation information should he omitted from the t:ommcnt. 

• The comment also includes several things that arc nhvious. for example, there's 
no need to tell users to include Index lookup. h: anyone who writes C++ code 
will be ahle to guess that this is necessary. In addition, the text "hy providing all 
necessary information" says nothing. so it can he omitted. 

A shorter comment for this class is sufficient (and prcfcrahlc ): 
I• 
• This class is used by client applications to make range queries 
• using indexes. Each instance represents a single range query. 
* 

* To start a range query, a client creates an instance of this 
* class. The client can then call getNe,ct() to retrieve the objects 
• in the desired range. For each object returned by getNe,ct(), the 
* caller can invoke getKey(), getKeylength(). getValue(), and 
* getValuelength() to get information about that object. 
•I 

The last paragraph of this comment is not strictly m.-ccssary. sint:c it mostly dupli­
cates information in the comments for individual methods. However. it can be helpful 
lo have examples in the class documentation that illustrate how its methods work to­
gether, particularly for deep cla.,;ses with usage patterns that arc nonohvious. Note that 

ft Red Flag: Implementation Documentation 
Contaminates Interface fit 

This red flag occurs when interface documentation, such as that for a method, 
describes implementation details that aren 'l needed in order to use the thing being 
documented. 
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[he new commen1 does no• mcn1ion NULL re1um values from getNext. This ccrnmenl 
is nol intended 10 documen1 every dc1ail of each method: ii jUSI provides high level 
information 10 help readers undcn,tand huw lhc melhods work logether and when each 
method migh• be in voked. for dc1ail•. re.Jen can refer lO lbe ialel'face cummenll 
f<r individual melhods. Thii. commeni al•o don nol menlion server crashes: lhal is 
because server crashes an: invii.ihlc w U!ICD of lhis class (lbe 1ysaem au1omaucally 
recovers from them). 

Now consider lhc following code. which i.howli lbe first version of lbe documenla­
tion for the I sReady me1hod in Index Lookup: 

I** 

* Check if the next object is RESUl.TJIEADY. This function is 
* impleaented in a DCFT IIOdule, eech execution of lsReedy() tries 
• to make 111all progre11. end getNextO Invokes lsReedy() In e 
• while loop, until ; sReedy() returns true. 
* 
* isReady() is lapleaented In e rule-based epproach. IN check 
* different rules by followlng e putlculer order, end perfo,.. 
* certain actions if soaie rule Is setlsfltd. 
* 
* \return 
* True aeans the next Object Is avallable. Othenrise, return 
* false. 
•I 

bool Indexlookup: :hReady() { ... } 
Once again, mos, of •his documcnia1ion such as lbe reference 10 DCFf and lbe en­
tire second paragraph. concerns 1be impl�n1a1ion. so i• doesn'1 belong here; lhis is 
one of the mos, common errors in inierface commenl'i. Some of lhe irnplemcnla•ion 
documentation is useful. hu1 i1 should go in.4iide lbe me1hod. where it will be clearly 
se�arated from interface documentation. In addition. die first sentence of lhe docwnen­
�tm

_n is cryptic (what does RESUL T_REAOY mean?) and some important information 

: nu�ing. Finally. it isn't necessary to describe the implemenlation of getNext here. 
ere 18 a better version of the comment: 

I• 
* Ind;cates whether an indexed read has ude enough progress for 
* getNext to return i-.ediately without blocking. In addition, this 
* •thod does most of the real work for indexed reads, so it must 
: be invoked (either directly, or indirectly by calling getNext) in 

order for the indexed read to uke progress. * 
* \return 
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* 

* 

¼ 

*I 

True means that the next invocation of getNext will not block 
(at least one object is available to return, or the end of the 
lookup has been reached); false means getNext may block. 

This version of the comment provides more precise information ahout what "ready" 

means, and it provides the important infonnation that this method must eventually be 

invoked if the indexed retrieval is to make progress. 

13.6 Implementation comments: what and why, not how 

Implementation comments are the comment,; that appear inside methods to help read­
ers understand how they work internally. Most methods are so shon and simple that 
they don't need any implementation comments: given the code and the interface com­
ments, it's easy to figure out how a method works. 

The main goal of implementation comments Is to help readers understand 

what the code is doing (not how it does it). Once readers know what the code is trying 
to do, it's usually eac;y to understand how the code works. �or shon method.\, the 

code only does one thing, which is already described in it!. interface comment, so no 
implementation comments are needed. Longer methods have several hlocks of code 
that do different things as pan of the method's overall task. Add a comment befm 
each of the major blocks to provide a high-level (more ahstract) description of what 
that block does. Here is an example: 

// Phase 1: Scan active RPCs to see if any have completed. 

Comments like these help readers to navigate the code to lind the parts that matter to 
them. for loops, it's helpful to have a comment before the loop that describes what 
happens in each iteration: 

// Each iteration of the following loop extracts one request from 
// the request message, increments the corresponding object, and 
// appends a response to the response message. 

Notice how this comment describes the loop at a more ahstract and intuitive level; it 
doesn't go into any details about how a request  is extracted from the request message 
or how the object is incremented. Loop comments are only needed for longer or more 
complex loops, where it may not he ohvious what the loop is doing: many loops arc 
shon and simple enough that their hehavior is already ohvious. 

In addition to describing what the code is doing, implementation comments arc 
also useful to explain why. If there arc tricky aspects to the code that won't he olwious 
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fiom reading ii, you should ducumc:m 1hcm n• eumple, if at.,. 1h rcquaa die 

,lljtion of code whose purp...c 1,n·, mtaJly '�".._· add a cclfflfflml dclcribi• why 
thecodeisneeded. For hu)? fo;c:i. 'Ahc:re 1hcre u, 1 well,...,.IICfl bus rq,ondelc:ribin1 die 

p-ot,lem, the com�• can
_ 
rckr 10 ,he ,,we m die hut UKk.in� dMabae l'llber � 

repeating all its dcta1I!!. ('"h,c, kAM·-' '6, �lalc:d lo dc\-icc driver Cfllbcs in LinP 
2.4.�"). Developm can look in ,he hug J.a� fur muff details (lbb b an nample 
of avoiding duplicalion in commc:nh, whtch •ill be diacuucd in Chapter 16). 

for longer method,. i1 �an he helpful 10 write commcab for a few of die fflOIII 
importanl local variahlc<.. HtMC:V&:1', mo� local mabks don'I need documenlation if 
Ibey have good names. If all of 1he u-.n of a variable are vwble wilbin a few lines of 
each other, il's usually c:.uy 10 unJcr,I.Uld die variable'• purpolC wilhoul a c:omment. 
In lhis case i1 's OK 10 k.1 rcadcf' reaJ 1he code lo fitutt out die meui• of die variable. 
However. if lhe variable is u\Cd 1n,•cr a •� ,..,. of '--ade, dlen you sbouJd consider 
Piing a commem 10 dci;crihc ,he variable. When doc:umentin1 variables, focus on 
what the variable n:pn:sc:nb, not how ii i� manipulaaed in die code. 

13.7 Cross-module design declalona 

lo a perfect world, C'Vt.T)' impurtanl dcsi1n decision would be enc.psulaled wilbin a 
single class. Unfonuna1ely. �al syslem, incvilably end up with design decisions lhal 
affect mul1iple cla.,;scs. for example. 1he dcsip of a nefWOrk prococol will affecl both 
lhe sender and the receiver. anJ 1� may he implcmenkd in different places. Cl'OD­
module decisions are oflen complex and subtle, and 1hcy accoun1 for many bugs, so 
good documenta1ion for lhcm is crucial. 
. The bigges1 challen� with cn�-..mndulc documen1a1ion is findins a place 10 put 
n where ii will na1urally he discovered t,y �lopen. Sometimes there is an obvious 
central place lo pu, such documcn1a1ion. For CAample, die RAMOoud s1orase sys1em 
defines a Status value, which is relumed t,y each rcquesl lo indicale success or fail­
ure. Adding a Status for a new error condi1ion requires modifyins many diff'erenl 
files (one file maps Status values 10 CAceplions. another provides a human-readable 

;;:sage for �ach Status. and !IO on). For1una1ely ,  there is one obvious place w� 
elopers will have 10 go when addins a new 91alus value. which is the declara11on 

�f � Status enum. We look advanlage of Ibis by addins comments in dial enum 10 
identify all of the other places 1ha1 must also be modified: 

typedef enum Status { 
STATUS_OK • O, 
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} 

STATUS_UNKNOWN_TABLET 
STATUS_WRONG_VERSION 

STATUS_INDE}(j)()ESNT_EXIST 
STATUS_INVALIO_PARAMETER 
STATUS_MAX_VALUE 

- 1, 

- 2, 

• 29, 
• 30, 
• 30, 

II Note: if you add a new status value you must make the 
II following additional updates: 
II (1) Modify STATUSJ4AJLVALUE to have a value equal to the 
II largest defined status value, and make sure its definition 
II is the last one in the list. STATUS_MAX_VALUE is used 
II primarily for testing. 
I I (2) Add new entries in the tables "messages" and "symbols" in 
II Status.cc. 
II (3) Add a new exception class to ClientException.h 
II (4) Add a new "case" to ClientException: :throwException to map 
II from the status value to a status-specific ClientException 
II subclass. 
II (5) In the Java bindings, add a static class for the exception 
II to ClientException.java 
II (6) Add a case for the status of the exception to throw the 
II exception in ClientException.java 
I I (7) Add the exception to the Status enum in Status. java, making 
II sure the status is in the correct position corresponding to 
II its status code. 

New status values will be added al lhe end of the existing lisl, so the comments are 
also placed al lhe end, where Ibey are mosl likely lo be seen. 

Unfortunately, in many cases there is not an obvious central place lo pul cross­
module documentation. One example from 1be RAMCluud slllrage system was the 
code for dealing with zombie servers, which arc servers lhal the i.yslem believes have 
crashed, but in fact are still running. Neutralizing zombie servers required code in 
several different modules, and these pieces of code all depend nn each other. None �f 
lhe pieces of code is an obvious central place ln pul documenlaliun. One possibility is 
10 duplicate parts of the documentation in each location lhal depends on it However, 
this is awkward, and it is difficult Ill keep such documenlalinn up Ill dale as the sysie� 
evolves. Altemalively, the documentation can be localed in nne of lhe places where 11 
is needed, but in this case it's unlikely that developers will sec the documenlalion or 
know where to look for it. 

1 have recently been experimenting with an approach where cross-module issues 
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aredocumenled in a cen1ral file calll.'d des I onNotes. The file iadividcd up into clearly 

labeled sections, one for each major 1opic. t,:c,r eumple, here i5 an euerp1 from lhe 

file: 

Zombies 

A zOllb;e Is a server that h considered deed by the rest of the 
cluster: any data stored on the ser-ver hu been recovered and will 
be managed by other ser-vers. ttc.ever, ; f e zcable Is not ectually 
dead (e.g., It was just disconnected fr011 the other servers for e 
wt,;le) two fonis of ; neons; stency cen erl se: 
• A zombie ser-ver raust not ser-ve read requests once replac-nt 

servers have taken over: otherwise It uy retum stale dau tti.t 
does not reflect writes accepted by the replac-nt servers. 

• The zombh server 11ust not accept write requests once replac-nt 
servers have begun replay;ng Its 109 durlr19 recovery; If It does, 
these wr;tes uy be lost (the new val�s uy not be stored on the 
replacement ser-vers and thus .;11 not be returned by reads). 

RAMCloud uses two techniques to neutralize zcables. First, 

Then, in any piece or code 1h111 rcla1cs 10 one or lhese is.-.ues then: is a short commen• 
referring 10 •he des I gnNotes file: 

// See "ZOlllb;es" ;n des;gnNotes. 
With this approach, •here is only a single copy or ,he documen1a1ion and i1 is relatively 
easy for developers 10 find i• when 1hey need i1. However. I.his has lhe disadvanlage 
lhat the documema1ion is not near any or 1he pieces or code Iha• depend on it, soi• may 
be difficuh 10 keep up-10-da1e a.'i lhe sys1em evolves. 

13.8 Conclusion 

The goal or comments is 10 ensure Iha• lhe struc•ure and behavior or lhe s ystem is 
�bvi�us •0 readers. so •hey can quickly find lhe information they need •�.

make m?'1-
ifications 10 I.he sys1em wilh confidence I.ha• they will work. Some or I.his inrormauon 
can� represemed in •he code in a way I.hat will already be obvious •0 readers, bu• 

!here 15 a significam amoun1 or infonna1ion Iha• can'• easily be deduced from lhe cnde. 
Commems fill in •his informa1ion. . 

When following the rule •hat comments should describe lhings I.ha• aren'• obvious 
from the code, "obvious" is from lhe perspec1ive of someone reading your code for 
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the first time (not you). When writing commc:nL�. try to put yourself in the milklset 
of the reader and ask yourself what an: t� key thing!! he or she will need to kn

ow. If 
your code is undergoing review and a reviewer tells you that something is not obvi

aus 

don't argue with them: if a readl.-r thinks it's not uhviuus. then it's not obvious.!­
of arguing, try to understand what they found cunl'using and S(..'C if you can clarify Iha� 
either with better commenL'i or better code. 

13.9 Answers to questions from Section 13.5 

Does a developer need to know each of the following pieces of information in order to 
use the Indexlookup class? 

I. The formar of meuageJ rhar rhe IndexL ookup da.u und., ro rhe Jervers holding 
indtxeJ and objeclJ. No: this is an implemc:ntatiun detail that should be hidden 
within the class. 

2. The compariJon fllncrion uud ro derermrnr M·herhu a particular object falls in 
the deJirtd range (is compariJon done uJinl( inugus. jloaring-poinl numben. 

or srrings? ). Yes: users of the cla.'-'i need to know this information. 
3. The tiara srrucrure used ro srorr indexe.f on sun.'n. No: this information should 

be encapsulated on the servers; noc even the implementation of Indexlookup 
should need to know this. 

4. Wherher or nor IndexLookup iuues mulriple rrque.m ro di/Jertnt servers con­
currtnrly. Possibly: if Indexlookup uses special 11..-chniques to improve per­
formance, then the documc:ntation should provide some high-level information 
about this, since users may care ahout P',,"f'formancc. 

5. The mechanism/or handling Jen·er cra.,hn No: RAMClouJ recovers automat­
ically from server �hes, so cra.'ihes an: not visihlc to application-level soft­
ware; thus, there is no need to mention cra.,;bes in the interface documentation 
for Indexlookup. If crashes were reflected up to applications. then the inierface 
documentation would need to describe how tbey manifcs1 1hcmselves (but not 
the details of how crash recovery works). 
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Chapter 14 

Choosing Names 

Selecting names for variables, methods, and other entities is one of the most underrated 
aspects of sotiwarc design. Good names are a fonn of documentation: they make code 
easier to understand. They reduce the need for other documentation and make it ea-.ier 

to detect errors. Conversely. poor name choices increase the complexity of code and 
create ambiguities and misunderstandings that can result in bugs. Name choice is an 
example of the principle that complexity is incremental. Choosing a mediocre name 
for a particular variable. as opposed to the best possible name, probably won't have 
much impact on the overall complellity of a system. However, software systems have 
thousands of variables: choosing good names for all of these will have a significant 
impact on complexity and manageability. 

14.1 Example: bad names cause bugs 

Sometimes even a single poorly named variable t:an have severe consequences. The 
most challenging hug I ever filled came about because of a poor name choice. In the 
late 1980's and early l 99<fs my graduate students and I created a distributed operating 
system called Sprite. At some point we noticed that files would occasionally lose data: 
one of the data blocks suddenly hccame all 1.crocs. even though the file had not been 
modified by a user. The problem didn't happen very often, so it was exceptionally dif­
ficult to track down. A few of the graduate students tried to find the bug. but they were 
unable to make progress and eventually gave up. However, I consider any unsolved 
bug to be an intolerable personal insult, so I decided to track it down. 

It took sill months. but I eventually found and fixed the bug. The problem was 
actually quite simple (a,; arc most bugs. once you figure them out). The file system 
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code used the variable name block for two different purposes. In some situations 
block referred to a physical block number on disk; in other situations. block referred 
10 a logical block number within a tile. Unfortunately. at one point in the code there 
was a block variable containing a logiul block numhcr. but it was accidentally used 
in a context where a physical block number was needed: as a result. an unrelated block 
on disk got overwritten with leroes. 

While tracking down the bug. several people. including mysclr. read over the faulty 
code, but we never noliccd the problem. When we saw the variable block used as a 
physical block number. we reflexively a'i.-;umcJ that it really held a physical block 
number. It took a long process or instrumentation. whit.:h eventually showed that the 
corruption must he happening in a partit.:ular statement. hcforc I was able to get past 
the mental block created by the name and d1ed to !>CC cxat:tly where its value came 
from. Ir different variable names had been usc.-J for the difforcnt kinds or blocks, such 
as fi l eBl ock and di skBl ock, it's unlikely that the t.-rror would have happened; the 
programmer would have known that fileBlock t:ouldn't he used in that situation. 
Even better would be to define distinct types for the two different kinds or blocks, so 
that they cannol possibly be interchanged. 

Unfortunately, most developers don't spend mut:h time thinking about names. They 
tend to use the first name that comes to mind, as long as it's reasonably close to match­
ing the thing it names. for example, block is a pretty dose match for both a physical 
block on disk and a logical block within a file; it's ct.-rtainly not a horrible name. Even 
so. it resulted in a huge expenditure or time to track down a subtle bug. Thus, you 
shouldn't settle for names that arc just "reasonably dose". Take a bit or extra time to 
choose great names. whit.:h are precise, unambiguous. and intuitive. The extra attention 
will pay for itself quickly. and over time you'll learn to choose good names quickly. 

14.2 Create an Image 

When choosing a name. the goal is to create an image in the mind or the reader about 
the nature or the thing being named. A good name conveys a lot or infonnation a_

boul 
wha

_
t the underlying entity is. and. just as important, what it is not. When considenn� 3 

�arucular name. ask yourself: "Ir someone sees this name in isolation. without scemg 
: declaration. its documentation, or any code that uses the name. how closely �ill 

ey be able to guess what the name refers to? Is there some other name that will pai�I a c�earer picture?'' or course, there is a limit to how much information you can pul m 
a stngle name; names become unwieldy if they contain more than two or three words-
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Thus, the challenge is 10 find jus1 a few words tha1 capture 1he most imponan1 aspects 
of the en1i1y. 

Names are a form of ahs1rac1ion: •hey provide a simplified way of thinking abou1 
a more complex underlying cn1i1y. Like other forms of abstrac1ion, the bes1 names are 
those Iha• focus a11en1ion on wha1 is mos1 imponan1 abou1 the underlying eniity while 
omi11ing de1ails 1ha1 arc less importan1. 

14.3 Names should be precise 

Ciood names have 1wo properties: precision and consis1ency. Lei's stan with precision. 
The mos1 common pmhlcm wi1h nam1..-s is tha1 they are 100 generic or vague; as a 
resuh, i1's hard for readers 10 1cll wha1 the name refers 10; the reader may assume 
tha1 the name refers 10 some1hing difTeren1 from reali1y. as in the block hug above. 
Consider the following mc1hod dcclara1ion: 

/u 

* Returns the total nulllber of indexlets this object is managing. 
*I 

int IndexletManager::getCount() { ... } 

The 1enn "coun1" is uxl generic: coum of wha1? If someone sees an invoca1ion of 
this method, they are unlikely 10 know wha1 i1 does unless 1hey read its documen1a-
1ion. A more precise name like nU11Acti velndex 1 ets would he he11er: many readers 
will probably be ahle 10 guess wha1 the method re1ums wi1hou1 having 10 look at its 
documenia1 ion. 

Here are some (llher examples of names tha1 aren·• precise enough, taken from 
various s1uden1 projcc1i.: 

• A projec1 huilding a GUI 1c,u edi1or used the names x and y 10 refer to 1he 
posi1ion of a charac1er in 1he file. These names are 100 generic. They could 

ft Red Flag: Vague Name ft 
If 3 variable or mc1hod name is broad enough to refer 10 many differen• things, 
�hen ii doesn't convey much information to the developer and the underlying entity 
18 more likely lo he misused. 
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mean many things; for example, they might also represent the coordinates (in 
pixels) of a character on the screen. Someone seeing the name x in isolation is 
unlikely to think that it refers to the position of a character within a line of text 
The code would be clearer if it used names such as charlndex and l i nelndex 
which reflect the specific abstractions that the code implements. 

• Another editor project contained the following code: 

II Blink state: true when cursor visible . 
private boolean blinkStatus • true; 

The name bl i nkStatus doesn't convey enough information. The word "status" 

is too vague for a boolean value: it gives no due about what a true or false value 
means. The word "blink" is also vague, since it doesn't indicate what is blinking. 
The following alternative is beuer: 

II Controls cursor blinking: true means the cursor is visible, 
II false means the cursor is not displayed . 
private boolean cursorVisible • true; 

The name cursorVisible conveys more information; for example, il allows 
readers to guess what a true value means (as a general rule. names of boolean 
variables should always be predicates). The word ''Mink" is no longer in lhe 
name, so readers will have to consult the documentation if they want to know 
why the cursor isn't always visible; this infonnation is less imponant. 

• A project implementing a consensus protocol contained the following code: 
II Value representing that the server has not voted (yet) for 
II anyone for the current election term. 
private static final String VOTED_FOILSENTINEL_VALUE • "null"; 

The name for this value indicates that ifs special but il doesn' t  say what the 
special meaning is. A more specific name such as NOT_YET_VOTED would be 
better. 

• A variable named result was used in a method with no return value. This 
name has multiple problems. First. it creates the misleading impression that 
it will be the return value of the method. Second. it provides essentially no 
infonnation about what it actually holds, except that it is some computed value. 
The name should provide infonnation about what tbe result actually is. such as 
mergedL ine or total Chars. In methods that do actually have return values, 
then using the name result is reasonable. This name is still a bit generic, but 
readers can look at the method documentation to see its meaning. and it's helpful 
lo know that lhe value will eventually become 1he return value. 
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• The Linux kernel contains two structures describing network sockets: struct 

socket and struct sock. A struct sock contains a struct socket as its 
first element: it's effectively a sutx:lass of struct socket. These names are 
so similar that it's difiit:ult to remember which is which. It would be better to 

choose names that arc easy to distinguish and clarify the relationship between 

the two types, such as struct sock_base and struct ineLsock. 

Like all rules. the rule about choosing precise names has a few exceptions. For 

example, it's tine to use generic names like i and j as loop iteration variables, as long 
as lhe loops only span a few lines of code. If you can see the entire range of usage of 
a variable, then the meaning of the variable will probably be obvious from the code so 
you don't need a long name. For example, consider the following code: 

for (i • O; i < numlines; i++) { 

} 

It's clear from this code that i is hcing used to iterate over each of the lines in some 
entity. If the loop gets so long that you can't see it all at once, or if the meaning of the 
iteration variable is harder to figure out from the code, then a more descriptive name is 
in order. 

It's also possible for a name to be too specific, such as in this declaration for a 
method that deletes a range of text: 

void delete(Range selection) { ... } 

The argument name selection is too specific, since it suggests that the text being 
deleted is the text currently selected in the user interface. However, this method can 

be invoked on any range of text, selected or not. Thus, the argument name should be 
more generic, such ai, range. 

If you find it difficult to come up with a name for a particular variable that is 

precise, intuitive. and not too long. this is a red flag. It suggests that the variable 

ft Red Flag: Hard to Pick Name fl 
If it's hard to find a simple name for a variable or method that creates a clear image 
of the underlying object. that's a hint that the underlying object may not have a 
clean design. 
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may not have a clear definition or purpose. When this happens, consider alternative 
factorings. For example. perhaps you are trying to use a single variable to represent 
several things: if so. separating the representation into multiple variables may result 
in a simpler definition for each variable. The process of choosing good names can 
improve your design by identifying weaknesses. 

14.4 Use names consistently 

The second important property of good names is consistency. In any program there 
are certain variables that are used over and over again. For example. a file system 
manipulates block numbers repeatedly. For each of these common usages, pick a 
name to use for that purpose, and use the same name everywhere. For example, a 
file system might always use fileBlock to hold the index or a block within a file. 
Consistent naming reduces cognitive load in much the same way as reusing a conmon 
class: once the reader has seen the name in one context. they can reuse their knowledge 
and instantly make assamptions when they see the name in a different context. 

Consistency has three requirements: first. always use the common name for the 
given purpose; second. never use the common name for anything other than the given 
purpose; thin!. make sure that the purpose is narrow enough that all variables with the 
name have the same behavior. This thin! requirement was violated in the file system 
bug at the beginning of the chapter. The file system used block for variables with two 
different behaviors (file blocks and disk blocks): this led to a false assumption about 
the meaning of a variable. which in tum resulted in a bug. 

Sometimes you will need multiple variables that refer to the same general sort 
of thing. For example, a method that copies file data will need two block numbers, 
one for the source and one for the destination. When this happens. use the common 
name for each variable but add a distinguishing prefix. such as srcFileBlock and 
dstfi l eBlock. 

Loops are another area where consistent naming can help. If you use names such 
as � and j for loop variables, always use i in outermost loops and j for nested loops. 
Thts allows readers to make instant (safe) assumptions about what's happening in the 
code when they see a given name. 
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14.5 Avoid extra words 

Every word in a name should provide useful information: words that don't help to 
clarify the variahlc\ meaning just add clutter (e.g. they may cause more lines to wrap). 
One common mistake is to add a generic noun such a-. field or object to a name, 
such as fileObject. In this ca-;c the word Object pmhahly doesn't provide useful 
infonnation (arc there also tiles that arc not ohjects?), so it should be omitted from the 
name. 

Some wding styles include type information in names, such as fi lePtr for a 
variahle that is a poin1cr to a file ohject. An extreme example of this is Hungarian No­
tation, which was used for many years at Microsoft for C programming. In Hungarian 
Notation, every variahle name has a prefix that indicates its full type. For example, 
the name arru8Numberl i st means that the variahle is an array of unsigned 8-hit in­
tegers. Although I have included type information in variahle names in the past, I no 
longer recommend it With modem IDF..s it is easy to click from a variahle name to 
its declaration (or. the IDE may even display the type information automatically). so 
there is no need to include this infonnation in the variahle name. 

Another example of extraneous words is when an instance variable of a class re­
peats the cla,;s name. such as an instance variahle fi leBl ock in a class named Fi le. 
It should be ohvious from the context that the variahle is part of the File cla..s, so 
incorporating the cla,s name in the variahle name provides no useful information. Just 
name the variahle block (unless the class contains multiple hlocks of different types). 

14.6 A different opinion: Go style guide 

Not everyone shares my views about naming. Some of the developers of the Go lan­
guage argue that names should be very shon, often only a single character. In a pre­
sentation on name choice for Go, Andrew Gerrand states that "long names ohscure 
what the code docs."1 He presents this code sample, which uses single-letter variahle 
names: 

func RuneCount(b [)byte) int { 
i, n :sO, O 
for i < len(b) { 

if b[i) < RuneSelf { 
i++ 

1 httpl,://talk.,.golang.org.QO, _..,names.slide#I 
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} else { 
_, size:• DecodeRune(b[i:]) 

i +• size 

} 
n++ 

} 
return n 

} 

and argues that it is more readable than the follow ing version, which uses longer 

names: 
func RuneCount(buffer []byte) int { 

index, count :• 0, 0 

} 

for index < len(buffer) { 

} 

if buffer[index] < RuneSelf { 
index++ 

} else { 
_, size :• DecodeRune(buffer[index:]) 
index += size 

} 
count++ 

return count 

Personally, I don't find the second version any more difficult to read than the first. If 
anything, the name count gives a slightly hetter clue to the behavior of the variable 
than n. With the first version I ended up reading through the code trying to figure out 
what n means, whereas I didn't feel that need with the second version. But, if n is used 
consistently throughout the system to refer to counts (and nothing else). then the short 
name will probably be clear to other developers. 

The Go culture encourages the use of the same short name for multiple different 

things: ch for character or channel, d for data, difference, or distance, and so on. To 
me, ambiguous names like these are likely to result in confusion and error, just as in 
the block example. 

Overall, I would argue that readability must be determined by readers, not writers. 
If you write code with short variable names and the people who read it find it easy to 
understand, then that's fine. If you start getting complaints that your code is cryptic , 
then you should consider using longer names (a Web search for '"go language short 
names" will identify several such complaints). Similarly, if I start getting complaints 
that long variable names make my code harder to read, then I'll consider using shorter 
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ones. 
Gerrand makes one c.:ommeni 1ha1 I agree with: "'The greater the distance be1ween a 

name's declara1ion and i 1s uses. 1he longer the name should be." The earlier discussion 
abou• using loop variahles named i and j is an ellample of this rule. 

14.7 Concluslon 

Well chosen names help 10 make code more obvious; when someone encounters the 
variable for 1he lirs1 1imc, 1heir firs1 guess abou1 ils behavior, made wilhou1 much 
though•. will he c.:om.-.:1. Choosing good names is an ellample of the investmeni mind­
se1 discussed in Chap1er 1: if you take a linle elltra 1ime up from 10 sclec1 good names, 
i1 will he easier for you 10 work on 1hc code in the fuiure. In addi1ion, you will be less 
likely 10 inmxluc.:e hugs. Developing a skill for naming is also an inves1men1. When 
you firs• decide 10 s1op sc11ling for mediocre names. you may find it frustrating and 
time-consuming 10 come up with good names. However, as you get more ellperience 
you'll find lha1 i1 ht:comes ea.'iicr: eventually, you'll get to the point where it takes 
almost no elltra time to choose good names. so you will get the benefits almost for 
free. 
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Write The Comments First 
(Use Comments As Part Of The Design Process) 

Many developers pul off wri1ing documen1a1ion unlil 1he end of 1he developmenl 
process. aflcr coding and uni1 1cs1ing arc complc1e. This is one of 1he suresl ways 10 
produce poor quali1y documenlalion. The hesl lime lo wri1e comments is a1 1he begin­

ning of 1he procc,s. as you wrilc 1he code. Wri1ing 1he comments firsl makes docu­
men1a1ion pan of lhc design process. Nol only does 1his produce hener documen1a1ion, 
bu1 ii also produces heller designs and ii makes lhe process of wri1ing documen1a1ion 
more cnjoyahlc. 

15.1 Delayed comments are bad comments 

Almos1 every developer I have ever mel pu1s off wriling comments. When asked why 
lhey don·, "'Tile d1x:umcn1a1ion earli1..-r. 1hey say 1ha1 1he code is slill changing. If they 
wri1e documen1a1ion early. 1hcy say. 1hey'II have 10 rcwri1e ii when 1he code changes; 
heller lo wail uniil 1hc code s1ahilizcs. However. I suspccl 1ha1 !here is also another 
reason. which is 1ha1 1hcy view documen1a1ion as drudge work; 1hus, lhey pul it off as 
long as possihlc. 

Unfonuna1cly. 1his approach has several nega1ive consequences. Firsl, delaying 
documen1a1ion oflcn means 1ha1 ii never gel<; wrillen al all. Once you slarl delaying, 
ifs ea,y lo delay a hil mon:; afler all, 1hc code will he even more s1ahle in a few more 
weeks. By lhe lime lhe code has inarguahly s1ahilizcd. !here is a 101 of ii. which means 
lhe lask of wri1ing documcniaiion ha, hecomc huge and even less aurac1ive. There's 
never a convcnien1 lime 10 slop for a lcw days and fill in all of the missing comments, 
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and it's easy to rationalize that the hest thing for the projcd is to tnovc on and fix bugs 
or write the next new feature. This will create even more undocumented code. 

Even if you do have the self-discipline to go back and write the comments (and 
don't fool yourself: you probably don't), the comments won't be very good. By this 
time in the process, you have checked out mentally. In your mind, this piece of code is 
done; you arc eager to move on to your next project. You know that writing comments 
is the right thing to do, but it's no fun. You just want to get through it as quickly as 
possible. Thus, you make a quick pass over the code, adding just enough comments 
to look respectable. By now, it's been a while since you designed the code, so your 
memories of the design process arc becoming fuzzy. You look at the code as you are 
writing the comments, so the comments repeat the code. Even if you try to reconstruct 
the design ideas that aren't obvious from the code, there will be things you don't 
remember. Thus, the comments arc missing some of the most imponant things they 
should describe. 

15.2 Write the comments first 

I use a different approach to writing comments, where I write the comments al the very 
beginning: 

• For a new class, I stan by writing the cla,;s interface comment. 
• Next, I write interface comment, and signatures for the most importattl public 

methods, but I leave the method bodies empty. 
• I iterate a bit over these comment,; until the basic structure feels about right. 
• At this point I write declarations and comments for the tnosl itnportanl class 

instance variables in the class. 
• Finally, I fill in the bodies of the methods. adding implementation cotnmcnts as 

needed. 
• While writing method bodies, I usually discover the need for additional methods 

and instance variables. for each new method I write the interface comment 
before the body of the method; for instance variables I fill in the comment al the 
same time that I write the variable declaration. 

When the code is done, the comments are also done. There is never a backlog of 
unwritten comments. 

. The c�mmcnL-;-firsl approach has three benefits. Hrsl. it produces better commen�s. 
If you wntc the comments as you are designing the class, the key design issues wtll 
be fresh in your mind, so it's easy to record them. It's better to write the interface 
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comment for each method before its body. so you can focus on the method's abstraction 
and interface without being distracted by its implementation. During the coding and 
iesting process you will notice and lix problems with the comments. As a result, the 
comments improve over the course of development. 

15.3 Comments are a design tool 

The second. and most imponant. benefit of writing the comments at the beginning is 
that it improves the system design. Comments provide the only way to fully capture 
abstractions. and good ahstractions are fundamental to good system design. If you 
write comments dc�rihing the ahstractions at the beginning. you can review and tune 
them before writing implementation code. To write a good comment. you must identify 
lite essence of a variable or pk-cc of code: what are the most important aspects of this 
thing? It's important to do this early in the design process; otherwise you are just 
hacking code. 

Commenb serve as a canary in the coal mine of complexity. If a method or variable 
requires a long comment. it is a red flag that you don't have a good abstraction. Re­
member from Chapter .i that da.o;scs should be deep: the best classes have very simple 
interfaces yet implement powerful functions. The best way to judge the complexity 
of an interface is from the comments that describe it. If the interface comment for a 
method provides all the infonnation nccdcd to u.� the method and is also short and 
simple, that indicates that the method has a simple interface. Conversely, if there's no 
way to descrihc a method completely without a long and complicated comment, then 
the method has a complc" interface. You can compare a method's interface comment 
with the implementation to get a sense of how deep the method is: if the interface 
conment must describe all the major fcatun..-s of the implementation, then the method 

ft Red Flag: Hard to Describe ft 
The comment that dcscrihes a nx.-thod or variable should he simple and yet com­
plete. If you find it difficult to write such a comment, that's an indicator that there 
may be a problem with the design of the thing you are describing. 
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is shallow. The same idea applies to variables: if it takes a long comment to fully 
describe a variable, it's a red flag that suggests you may not have chosen the right van. 
ahle decomposition. Overall, the act of writing comments allows you to evaluate your 

design decisions early, so you can discover and fix problems. 

Of course, comments arc only a good indicator of complexity if they are com­
plete and clear. If you write a method interface comment that doesn't provide all the 
infonnation needed to invoke the method, or one that is so cryptic that it's hard to 
understand, then that comment doesn't provide a good measure of the methocrs depth. 

15.4 Early comments are tun com men ts 

The third and final benefit of writing comments early is that it makes comment-writing 
more fun. For me, one of the most enjoyable parts of programming is the early design 
phase for a new class, where I'm fleshing out the abstractions and structure for the 
class. Most of my comments arc written during this phase, and the comments are how 
I record and test the quality of my design decisions. I'm looking for the design that can 
be expres.sed completely and clearly in the fewest words. The simpler the commenls, 
the better I feel about my design , so finding simple comments is a source of pride. If 
you are programming strategically, where your main goal is a great design rather than 
just writing code that works, then writing comments should be fun. since that's how 
you identify the best designs. 

15.5 Are early comments expensive? 

Now let's revisit the argument for delaying comments, which is that it avoids the cost 
of reworking the commcnLs as the code evolves. A simple hack-of-the-envelope cal­
culation will show that this doesn't save much. Hrst, estimate the total fraction of 
development time that you spend typing in code and comments together, including 
time to revise code and comments; it's unlikely that this will he more than ahout 10% 
of all development time. Even if half of your total code tines arc comments. writing 
comments probably doesn't account for more than about 5% of your total development 
time. Delaying the comments until the end will save only a fraction of this, which isn ·1 
very much. 

Writing the comments first will mean that the abstractions will be more stable 
before you start writing code. This will probably save time during coding. In contrast. 
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if you write 1he code fi�s_
l. the ahstraclions will probably evolve as you code, which will 

require more code rev1s1ons than the comments-firs! approach. When you consider all 

of these factors, it's possihle lhal ii might be faster overall lo write the comments first. 

15.6 Concluslon 

If you haven't ever tried writing the comments firsl, give ii a try. Slick wilh ii long 

enough 10 gel used 10 ii. Then think aboul how ii affects the quality of your comments, 
the quality of your design, and your overall enjoyment of software development. After 
you have tried this for a while, lct me know whether your experience marches mine, 
and why or why nol. 
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Chapter 16 

Modifying Existing Code 

Chapter I descrihcd how software development is iterative and incremental. A large 

software system develops through a series of evolutionary stages, where each stage 

adds new capahililies and mo<lilies existing modules. This means that a system's de­
sign is constantly evolving. II isn ·1 possihle lo conceive the right design for a system al 

the outset; the design of a mature system is delennined more hy changes made during 

the system's evolution than by any initial conception. Previous chapters described how 

10 squeeze out complexity during the initial design and implementation; this chapter 

discusses how lo keep complexity from creeping in a,; the system evolves. 

16.1 Stay strategic 

Chapter 3 intro<lut.:ed the distinction between tactical programming and strategic pro­
gramming: in tactical programming. the primary goal is 10 gel something working 

quickly. even if that results in additional complexity; in strategic programming . the 
most imponant goal is 10 produce a great system design. The tactical approach very 

quickly leads 10 a messy system design. If you want 10 have a system that is easy to 
maintain and enhance, then "working" isn ·1 a high enough standard: you have lo pri­
oritize design and think strategically. This idea also applies when you arc modifying 
existing code. 

Unfonunately. when developers go into existing code 10 make changes such as 
hug fixes or new features. they don '1 usually think strategically. A typical mindset is 
"what is the smallest possihlc change I can make that does what I need?" Sometimes 
developers justify this because they arc not comfortahle with the code being modified; 
1hcy worry that larger changes carry a greater risk of introducing new hugs. However, 
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this result,; in tactical programming. Each one of these minimal changes introduces a 
few special cases. dependencies. or other forms of complexity. As a result, the system 
design gets just a bit worse, and the problems accumulate with each step in the system's 
evolution. 

If you want to maintain a clean design for a system. you must lake a strategic 
approach when modifying existing code. Ideally, when you have finished with each 
change, the system will have the structure It would have bad If you had designed 
it from the start with that change in mind. To achieve this goal. you must resist 
the temptation to make a quick fix. Instead, think about whether the current system 
design is still the best one, in light of the desired change. If not, refactnr the system so 
that you end up with the hest possible design. With this approach. the system design 
improves with every modification. 

This is also an example of the investment mindset introduced on page 15: if you 
invest a little extra time to refactor and improve the system design. you'll end up with 
a cleaner system. This will speed up development. and you will recoup the effort 
that you invested in the refactoring. Even if your particular change doesn't require 
refactoring. you should still be on the l1xlkout for design imperfections that you can fix 
while you're in the code. Whenever you modify any code. try to lind a way lo improve 
the system design at least a little bit in the process. If you 're not making the design 
better, you are probably making it worse. 

As discussed in Chapter 3. an investment mindset sometimes connicts with the 
realities of commercial software development. If refactoring the system "the right 
way" would take three months hut a quick and dirty fix would take only two hours, 
you may have to take the quick and dirty approach, particularly if you arc working 
against a tight deadline. Or, if refactoring the system would create incompatibilities 
that affect many other people and teams, then the refactoring may not he practical. 

Nonetheless. you should resist these compromises a.s much as possible. Ask your­
self "ls this the best I can possibly do to create a clean system design. given my current 
constraints?" Perhaps there's an alternative approach that would he almost as clean as 
the 3-month refactoring but could be done in a couple of days'! Or. if you can't afford 
to do a large refactoring now, get your hoss to allocate time for you to come back to 
it after the current deadline. Every development organization should plan to spend a 
small fraction of its total effort on cleanup and refactoring; this work will pay for itself 
over the long run. 
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16.2 Maintaining comments: keep the comments near the 
code 

When you change existing code, there's a good chance that the changes will invalidate 
some of the existing com mems. It's easy 10 forget 10 update comments when you 
modify code, which results in comments that are no longer accurate. Stale comments 
are frustrating 10 readers, and if there are very many of them, readers begin 10 distrust 
all of the com mems. Fortunately, with a liule discipline and a couple of guiding rules, 
it's possible 10 keep com mems up-to-date without a huge effort. This section and the 
following ones put forth some specific techniques. 

The best way to ensure that comments get updated is to position them close 
to the code they describe, so developers will see them when they change the code. 
The farther a com mem is from its associated code, the less likely it is that it will be 
updated properly. for example, the best place for a method's interface comment is in 
the code file. right next 10 the hody of the method. Any changes 10 the method will 
involve this code. so the developer is likely 10 see the interface comments and update 
them if nccdt.->d. 

In languages with separate code and header files, such as C and C++, an alternative 
is 10 place interface comment,; next 10 the method's declaration in the . h file. However, 
this is a long way from the code: developers won't see those comments when modify­
ing the method's hody. and it takes additional work 10 open a different file and find the 
interface comments 10 update them. Some might argue that interface comments should 
go in header files so that users can learn how 10 use an abstraction without having to 
look at the code file. However. users should not need 10 read either code or header 
files; they should get their information from documentation compiled by tools such as 
Doxygcn or Javadoc. In addition, many IDfa will extract and present documentation 
to users. such as by displaying a method's documentation when the method's name is 
typed. Given tools such as these. the documentation should be located in the place that 
is most convenient for developers working on the code. 

When writing implcmcmation comments, don't put all the comments for an entire 
method at the top of the method. Spread them out. pushing each comment down to 
the narrowest scope that includes all of the code referred 10 by the comment. For 
example, if a method has three major phases, don't write one comment at the top of 
the method that dcscrihes all of the phao;cs in detail. Instead, write a separate comment 
for each phase and position that comment just above the first line of code in that ph�­
On the other hand. it can also he helpful lo have a comment at the top of a method 5 
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implementation that describes the overall strategy, like this: 
// We proceed in three phases: 
// Phase 1: Find feasible candidates 
// Phase 2: Assign each candidate a score 
// Phase 3: Choose the best , and remove it 

Additional details can he documented just above the code for eai.:h phase. 

In general, the fanhcr a comment is from the code it describe!>. the more abstraci 
it should be (this reduces the likelihood that the comment will he invalidated by code 
changes). 

16.3 Comments belong In the code, not the commit log 

A common mistake when modifying code is to put detailed infomtation about the 
change in the commit message for the souri.:e code repository, hut then not to documcm 
it in the code. Although commit messages can be browsed in the future by scanning 
the repository's log, a developer who needs the information is unlikely to think of 
scanning the repository log. Even if they do ,;can the log, it will he tl.'Clious to find the 
right log message. 

When writing a commit message, ask yourself whether developers will need to 
use that information in the future. If so, then document this information in the code. 
An example is a commit message describing a subtle problem that motivated a code 
change. If this isn't documented in the code, then a developer might come along later 
and undo the change without realizing that they have re-created a hug. If you want to 
include a copy of this information in the commit message as well, that's fine, but the 
most imponnnt thing is to get it in the code. This illustrates the principle of placing 
documentation in the place where developt..-rs are most likely to sec it; the commit log 
is rarely that place. 

16.4 Maintaining comments: avoid dupllcatlon 

The second technique for keeping comments up to date is to avoid duplication. If 
documentation is duplicated. it is more difficult for developers to find and update all 
of the relevant copies. Instead, try to document each design dL-cision exactly once. If 
there are multiple places in the code that are affected by a particular decision. don't 
repeat the documentation at each of these poinL-;. Instead. find the most obvious single 
place to put the documentation. J<or example. suppose there is tricky behavior related 
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103 variable. which affects sevt..-ral differem places where 1he variable is used. You can 

documeni 1ha1 behavior in 1he commem nc,u 10 1he variable's declara1ion. This is a 

na1ural place 1ha1 developers are likely 10 check if they're having trouble understanding 

code that uses 1he variable. 
If 1here is no "ohvious .. single place to put a particular piece of documentation 

where developers will find ii. create a designNotes file as described in Section 13.7. 
Or, pick the hes1 of 1he available places and put the documentation there. In addi­
tion, add short comment, in the other places 1ha1 refer to the central location: "See 
the comment in x.yz for an explana1ion of 1he code below." If the reference becomes 
obsolete lx..-causc 1he mas1er comment was moved or deleted, this inconsistency will 
be self-evident because dcvclopt..>J"S won't find the comment at the indicated place; they 
can use revision control history to find out what happened to the comment and then 
update the reforencc. In contrast. if the documentation is duplicated and some of the 
copies don't get updated. there will be no indication to developers that they are using 
stale information. 

Don't redocument one module's design decisions in another module. For ex.am­
ple. don't put comment, hcfore a method call that ex.plain what happens in the called 
metlx>d. If readers want to know. they should look at the interface comments for 
the method. Good development tools will usually provide this information automati­
cally, for ex.ample. by displaying the interface comments for a method if you select the 
method's name or hover the mouse over it. Try to make it easy for developers to find 
appropriate documentation. hut don ·t do it by repeating the documentation. 

If information is already documented someplace outside your program, don't 
repeat the documentation in.side the program; just reference the external docu­
mentation. For ex.ample. if you write a class that implements the HTTP protocol, 
there's no need for you to describe the HTTP protocol inside your code. There are 
already numcrom, source!> for this documentation on the Web� just add a short com­
ment to your code with a URL for one of these sources. Another example is features 
ihat are already documented in a user manual. Suppose you are writing a program that 
implcmcms a collection of commands. with one method responsible for implementing 
each command. If there is a user manual that describes those commands, there's no 

need to duplicate 1his information in the code. Instead. include a short note like the 
following in the interface comment for each command method: 

// Implements the Foo c011111and; see the user manual for details. 

It's important that readers can easily find all the documentation needed to understand 
your code, hut that docsn • t mean you have to write all of that documentation. 
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16.5 Maintaining comments: check the dlffs 

One good way to make sure documentation stays up lo dale is lo lake a few minutes 
before committing a change to your revision control system lo scan over all the changes 

for that commit; make sure that each change is properly relleclcd in the documentation. 
These pre-commit scans will also detect several other problems, such as accidentally 

leaving debugging code in the system or failing lo fix TODO items. 

16.6 Higher-level comments are easier to maintain 

One final thought on maintaining documentation: comments are em,ier lo maintain 

if they are higher-level and more abstract than the code. These comments do not 
reflect the details of the code, so they will not he affected by minor code changes; only 
changes in overall behavior will affect these comments. Of course. as discussed in 

Chapter 13. some comments do need lo he detailed and prcdsc. But in general, the 
comments that are most useful (they don't simply repeal the code) are also easiest lo 
maintain. 
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Consistency 

Consis1ency is a powerful IOOI for reducing the complexi1y of a system and making 
its behavior more ohvious. If a system is consis1en1, it means that similar things are 
done in similar way!> and dissimilar things arc done in different ways. Consistency 
crea1es cogni1ive leverage: once you have learned how something is done in one place, 
you can use 1ha1 knowledge 10 immedia1ely unders1and other places 1ha1 use 1he same 
approach. If a sys1em is no1 implemented in a consistent fashion, developers must 
learn ahoui eat:h si1uation separately. This will take more time. 

Consistency reduces mis1akcs. If a system is not consistent, two situations may 
appear the same when in fact 1hey are different. A developer may see a pattern that 
looks familiar and make incorrect assumptions hased on previous encounters with •hat 
panem. On the other hand. if the system is consi,;tent, assumptions made hased on 
familiar-looking si1ua1ions will he safe. Consistency allows developers to work more 
quickly with fewer mi!>takes. 

17.1 Examples of consistency 

Consistency t:an he applied at many levels in a system; here are a few examples. 

Names. Chapter 14 has already discussed 1hc henefiL-. of using names in a consistent 
way. 

Coding style. 11 is common nowadays for development organizations to have style 
guides that res1rit:1 program structure hcyond the rules enforced hy compilers. Mod­
ern stYle guides address a range of issues, such as indentation, curly-brace placement, 
order of declarations. naming. commenting, and restrictions on language features con-
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sidered dangerous. Style guidelines make code easier to read and can reduce some 
kinds of errors. 

Interfaces, An interface with multiple implementations is another example of consis­
tency. Once you understand one implementation of the interface, any other implemen­
tation becomes easier to understand because you already know the features it will have 
to provide. 

Design patterns, Design patterns arc generally-accepted solutions to cenain common 
problems, such as the model-view-controller approach to user interface design. If 
you can use an existing design pattern to solve the problem, the implementation will 
proceed more quickly, it is more likely to work, and your code will be more obvious 
to readers. Design patterns are discussed in more detail in St.-ction 19.5. 

Invariants, An invariant is a property of a variable or structure that is always true. For 
example, a data structure storing lines of text might enforce an invariant that each line 
is terminated by a newline character. Invariants reduce the number of special cases that 
must be considered in code and make it easier to reason about the code's behavior. 

17.2 Ensuring consistency 

Consistency is hard to maintain, especially when many people work on a project over 
a long time. People in one group may not know about conventions established in 
another group. Newcomers don't know the rules, so they unintentionally violate the 
conventions and create new conventions that conflict with existing ones. Here are a 
few tips for establishing and maintaining consistency: 

Document. Create a document that lists the most important overall conventions, such 
as coding style guidelines. Place the document in a spot where developers are likely to 
see it, such as a conspicuous place on the project Wiki. Encourage new people joining 
the group lo read the document, and encourage existing people to review it every once 
in a while. Several style guides from various organizations have been published on the 
Web; consider starting with one of these. 

. 
For conventions that arc more localized, such as invariants, lind an appropriate spot 

10 the code lo document them. If you don't write the conventions down, it's unlikely 
that other people will follow them. 
Enforce. E�en with good documentation, it's hard for developers to remember all of 
the conventtons. The best way to enforce conventions is to write a tool that checks 
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for violations. and make sure that code cannot be committed lO the repository unless it 
passes the checker. Autumated checkers work particularly well for low-level syntactic 
conventions. 

One of my recent projects had problems with line termination characters. Some 
developers worked on Unix. where lines are terminaled by newlines; others worked 
on Windows. where lines are normally tenninated by a carriage-return followed by a 
newline. If a developer on une system made a small edit to a file previously edited 
on the other system. the editor would sometimes replace all of the line terminators 
with ones appropriate for that system. This gave the appearance that every line of 
the file had been modilk-J. which made it hard to track lhe meaningful changes. We 
es1ablished a conventiun that liles should contain newlines only. but it was hard to 
ensure that every tool used by ev'--ry developer followed the convention. Every time 
a new developer j,1ined the pruject, we would experience a rash of line tennination 
problems while tha1 developer adjusted to the convention. 

We eventually solved this pn>blem by writing a short script that was executed au­
tomatically before changes arc committed to the source code repository. The script 
checks all of the lilcs that have hccn modified and aborts the commit if any of them 
contain carriage return'-. The M.:ript can also be run manually to repair damaged files by 
replacing carriage-return/newline sequences with newlines. This inslaJltly eliminated 
the problems, and it also helJX.-d train new developers. 

Code reviews provide another opportunity for enforcing conventions and for edu­
cating new developers ahout the conventions. The more nit-picky that code reviewers 
are, the more quickly everyone on the team will learn the conventions, and the cleaner 
the code will be. 
When in Rome ... The most imponant convention of all is that every developer should 
follow the old adage "When in Rome, do as the Romans do." When working in a new 
file, look around to sec how 1be existing code is structured. Are all public variables 
and methods declared hefore private ones? Are the methods in alphabetical order? Do 
variables use "camel case," a" in fi rstServerNaine, or "snake case," as in first_­
server _name? When you see anything that looks like it might possibly be a conven­
lion, follow it. When making a de.'iign decision. ask yourself if it's likely that a similar 
decision was made elsewhere in the project; if so, find an existing example and ase the 
same approach in your new code. 
f_)on't change existing conventions. Re.<iist the urge to "improve" on existing conv�n­
bons. Having a "better idea" Is not a suffldent excuse to introduce incomistenaes. 
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Your new idea may indeed be better, hut the value of consistency over inconsistency is 
almost always greater than the value of one approach over another. Before introducing 
inconsistent behavior, ask yourself two questions. first, do you have significant new 
information justifying your approach that wasn't available when the old convention 
was established? Second, is the new approach so much better that it is worth talcing 
the time to update all of the old uses'! If your organization agrees that the answers to 
both questions are "yes," then go ahead and make the upgrade; when you are done, 
there should be no sign of the old convention. However, you still run the risk that other 
developers will not know about the new convention, so they may reintroduce the old 
approach in the future. Overall, reconsidering established conventions is rarely a good 
use of developer time. 

17 .3 Taking it too far 

Consistency means not only that similar things should he done in similar ways, but that 
dissimilar things should be done in different ways. If you hccome overzealous about 
consistency and try to force dissimilar things into the same approach, such a-; by using 
the same variable name for things that arc really different or using an existing design 
pattern for a tai,k that doesn't fit the pattern, you'll create complexity and confusion. 
Consistency only provides benefits when developers have confidence that "if it looks 
like an x, it really is an x." 

17.4 Conclusion 

Consistency is another example of the investment mindset. It will take a bit of extra 
work to ensure consistency: work to decide on conventions, work to create automate.d 
checkers, work to look for similar situations to mimic in new code, and work in code 
reviews to educate the team. The return on this investment is that your code will be 
more obvious. Developers will be able to understand the code's behavior more quickly 
and accurately, and this will allow them to work faster, with fewer hugs. 
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Code Should be Obvious 

Obscurity is one of the two main causes of complexity described in Section 2.3. Ob­
scurity occurs when important infonnation about a system is not obvious to new de­
velopers. The solution to the obscurity problem is to write code in a way that makes 
it obvious; this chapter discusses some of the factors that make code more or less 
obvious. 

If code is obvious. it means that someone can read the code quickly, without much 

thought. and their lirst guesses about the behavior or meaning of the code will be 
correct. ff code is obvious. a reader doesn't need to spend much time or effort to 
gather all the information they need to work with the code. If code is not obvious, 
then a reader must expend a lot of time and energy to understand it. Not only does this 
reduce their ctlicicncy. but it also increases the likelihood of misunderstanding and 
hugs. Obvious code needs fewer comments than nonobvious code. 

"Obvious" is in the mind of the reader: it's easier to notice that someone else's 
code ii; nonobvious than to sec problems with your own code. Thus. the best way to 

determine the obviousness of code is through code reviews. If someone reading your 

ccxlc say� it's not obvious. then it's not obvious, no mailer how clear it may seem to 

you. By trying to understand what made the code nonobvious. you will learn how to 

write belier code in the future. 

18.1 Things that make code more obvious 

Two of the most important techniques for making code obvious have already been dis­
cussed in previous chapters. The first is choosing good names (Chapter 14). Precise 
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and meaningful names clarify the behavior of the code and reduce the need for doc­
umentation. If a name is vague or ambiguous. then readers will have to read through 
the code in order to deduce the meaning of the named entity: this is lime-consuming 
and error-prone. The second technique is consistency (Chapter 17). If similar things 
are always done in similar ways, then readers can recognize patterns they have seen 
before and immediately draw (safe) conclusions without analyzing the code in detail. 

Here are a few other general-purpose techniques for making code more obvious: 

Judicious use of white space. The way code is formatted can impact how easy it is 
to understand. Consider the following parameter documentation. in which whitespace 

has been squeezed out: 
I** 

* ... 
* @param numThreads The number of threads that this manager should 
* spin up in order to manage ongoing connections. The MessageManager 
* spins up at least one thread for every open connection, so this 
* should be at least equal to the number of connections you expect 
* to be open at once. This should be a multiple of that number if 
* you expect to send a lot of messages in a short amount of time. 
* @param handler Used as a callback in order to handle incoming 
* messages on this MessageManager's open connections. See 
* {@code MessageHandler} and {@code handleMessage} for details. 
*I 

It's hard lo see where the documentation for one parameter ends and the next begins. 
It's not even obvious how many parameters there are. or what their names are. If a little 
whitespace is added, the structure suddenly becomes dear and the documentation is 
easier lo scan: 

/u 

* @param numThreads 
* The number of threads that this manager should spin up in 
* order to manage ongoing connections. The MessageManager spins 
* up at least one thread for every open connection, so this 
* should be at least equal to the number of connections you 
* expect to be open at once. This should be a multiple of that 
* number if you expect to send a lot of messages in a short 
* amount of time. 
* @param handler 
* Us�d as a callback in order to handle incoming messages on 
* this MessageManager's open connections. See 
* {@code MessageHandler} and {tcode handleMessage} for details. 
*I 
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Blank lines are also useful to separate major blocks of code within a method, such 
as in the following example: 

void• Buffer::allocAux(size_t nUIIIBytes) 

{ 

} 

II Round up the length to a multiple of 8 bytes, to ensure alignment. 
uint32_t numBytes32 • (downCast<Uint32_t>(nulllBytes) + 7) & -Ox7; 
assert(numBytes32 !• 0); 

II If there is enough memory at firstAvailable, use that. Work down 

II from the top, because this IHIIIDry is guaranteed to be aligned 
II (memory at the bottom may have been used for variable-size chunks). 
if (availablelength >• nUIIIBytes32) { 

availablelength -• num8ytes32; 
return firstAvailable + availablelength; 

} 

II Next, see if there is extra space at the end of the last chunk. 
if (extraAppendBytes >• nUIIIBytes32) { 

extraAppendBytes -• nUIIIBytes32; 
return lastChunk->data + lastChunk->length + extraAppendBytes; 

} 

II Must create a new space allocation; allocate space within it. 
uint32_t allocatedlength; 
firstAvailable. getNewAllocation(nUIIIBytes32, &allocatedlength); 
availablelength. allocatedlength - nu•Bytes32; 
return firstAvailable + availablelength; 

This approach works partil:ularly well if the first line after each blank line is a comment 
describing the next hlock of code: the blank lines make the comments more visible. 

White space within a statement helps 10 clarify the slrUCture of the statement. Com­
pare the following two statements. one of which has whitespace and one of which 
doesn't: 

for(int pass-l;pass>•O&&!enipty;pass--) { 

for (int pass .  l; pass >• o && !enipty; pass--) { 

Comments. Sometimes it isn't pos.,;ible 10 avoid code that is nonobvious. When this 
happens, it's important 10 use eommenl,; 10 compensate by providing the missing infor­
mation. To du this well. you must put yourself in the position of the reader and figure 
out what is likely lo confuse them, and what information will clear up that confusion. 
The next section shows a few examples. 
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18.2 Things that make code less obvious 

There arc many things that can make code nonobvious; this section provides a few 
examples. Some of these. such as event-driven program ming. are useful in some situa­
tions. so you may end up using them anyway. When this happens, extra documentation 
can help to minimize reader confusion. 

Event-driven programming. In event-driven programming. an application responds 
to external occurrences, such as the arrival of a network packet or the press of a mouse 
button. One module is responsible for reporting incoming events. Other parts of the 
application register interest in certain events by asking the event module lo invoke a 
given function or method when those events lx:cur. 

Event-driven programming makes it hard lo follow the now of control. The event 
handler functions are never invoked directly: they arc invoked indirectly by the evem 
module, typically using a functiun pointer or interface. Even ii' you find the poin1 of 
invocation in the event module, it still isn't possible lo tell which specific function will 
be invoked: this will depend on which handlers were registered al runtime. Because of 
this, it's hard lo reason about event-driven code or convince yourself that it works. 

To compensate for this obscurity, UM! the interface comment for each handler func­
tion to indicate when it is invoked, as in this example: 

f** 

* This method is invoked in the dispatch thread by a transport if a 
* transport-level error prevents an RPC from completing. 
*I 

void 
Transport::RpcNotifier::failed() { 

} 

'ft Red Flag: Nonobvious Code 'ft 
� �e meaning and behavior of code cannot be understood with a quick reading, 
�t lS a � flag. Often this means that there is important information that is not 
immediately clear lo someone reading the code. 
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Generic containers. Many languages provide generic classes for grouping two or 

more items into a single objct:t, such as Pair in Java or std: :pair in C++. These 

classes arc tempting because they make it easy to pass around several objects with 

a single variable. One of the most common uses is to return multiple values from a 

method, as in this Java example: 

return new Pair<lnteger , Boolean>(currentTenn, false); 

Unfortunately, generic containers result in nonobvious code because the grouped ele­
ments have generic names that obscure their meaning. In the example ahovc, the caller 
must referelk:e the two returned values with result.getKey() and result.get­
Value(), which give no clue about the actual meaning of the values. 

Thus, it's better not to use generic containers. If you need a container, define 
a new class or structure that is specialized for the particular use. You can then use 
meaningful names for the clements, and you can provide additional documentation in 
the declaration, which is not possible with the generic container. 

This example illustrates a general rule: software should be designed for eue of 
reading, not ease of writing. Generic containers are expedient for the person writing 
the code, but they create confusion for all the readers that follow. It's better for the 
person writing the code to spend a few extra minutes to define a specific container 
structure, so that the resulting code is more obvious. 

Different types for declaration and allocation. Consider the following Java exam­
ple: 

private List<Message> 1ncomingMessageL1st; 

incomingMessageList z new Arraylist<Message>(); 
The variable is d<..-clared as a L; st, but the actual value is an ArrayL i st. This code is 
legal. since List is a superclass of ArrayL ist. but it can mislead a reader who sees the 
declaration but not the actual allocation. 111c actual type may impact how the variable 
is used (ArrayL is ts have different performance and thread-safety properties than 
other suhcla�scs of List), so it is better to match the declaration with the allocation. 

Code that violates reader expectations. Consider the following code, which is the 
main program for a Java application 

publ1c static void main(String[) args) { 

} 

new RaftClient(myAddress, serverAddresses); 

Most applications exit when their main programs return, so readers arc likely to assume 
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that will happen here. However, that is not the case. The constructor for Ra ftCli ent 

creates additional threads, which continue to operate even though the application's 
main thread finishes. This behavior should he documented in the interface comment 
for the RaftCl; ent constructor, but the behavior is nonobvious enough that it's wonh 
putting a short comment at the end of main as well. The comment should indicate 

that the application will continue executing in other threads. Code is most obvious if 
it conforms to the conventions that readers will he expct:ting; if it doesn't, then it's 
important to document the behavior so readers aren't confused. 

18.3 Conclusion 

Another way of thinking about obviousness is in terms of information. If code is 
nonobvious, that usually means there is important information about the code that the 
reader does not have: in the RaftCl i ent example, the reader might not know that the 
RaftCl i ent constructor created new threads; in the Pair example. the reader might 
not know that result. getKey() returns the number of the current term. 

To make code obvious, you must ensure that readers always have the information 
they need to understand it. You can do this in three ways. The best way is to reduce the 
amount of information that is needed, using design techniques such as abstraction and 
eliminating special cases. Second, you can take advantage of information that readers 
have already acquired in other contexts (for example, by following conventions and 
conforming to expectations) so readers don't have to learn new information for your 
code. Third, you can present the important information to them in the code, using 
techniques such as good names and strategic comments. 
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Software Trends 

As a way of illustrating the principles discussed in this book. this chapter considers 
several trends and patterns that have hccome popular in software development over the 
last few decades. for each trend. I will describe how that trend relates to the principles 
in this hook and use the principles to evaluate whether that trend provides leverage 
against software complexity. 

19.1 Object-oriented programming and Inheritance 

Object-oriented programming is one of the most important new idea,; in software de­
velopment over the last J0-40 year.;. It introduced notions such as classes, inheritance, 
private methods, and instance variables. If u!ied carefully, these mechanisms can help 
to produce hctter software designs. For example, private methods and variables can be 
used to ensure infonnation hiding: no eode outside a class ean invoke private methods 
or access private variables, so there can't he any external dependencies on them. 

One of the key element,; of object-oriented programming is inheritance. lnhcri-
1ance comes in 1wo forms, which have different implications for software complexity. 
The first form of inheritance is interface inheritance, in which a parent class defines 
the signatures for one or more methods, hut does not implement the methods. Each 
suhclalis must implement the signatures, hut different subclasses can implement the 
same methods in different ways. For example. the interface might define method.,; for 
performing 1/0: one subclass might implement the 1/0 operations for disk files, and 
another subclass might implement the same operations for network sockets. 

Interface inheritance provides leverage against complexity by reusing the same in­
terface for multiple purposes. It allows knowledge acquired in solving one problem 
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(such as how to use an UO interface to read and write disk fifes) to be used to solve 
other problems (such as communicating over a network socket). Another way of think­
ing about this is in tenns of depth: the more different implementations there are of an 
interface, the deeper the interface hccomcs. In order for an interface to have many 
implementations, it must capture the essential features of all the underlying imple­
mentations while steering clear of the details that differ between the implementations; 
this notion is at the heart of abstraction. 

The second fonn of inheritance is implementation inheritance. In this fonn, a 
parent class defines not only signatures for one or more methods, but also default 
implementations. Subclasses can choose to inherit the parent's implementation of a 
method or override it by defining a new method with the same signature. Without 
implementation inheritance, the same method implementation might need to be dupli­
cated in several subclasses, which would create dependencies between those subclasses 
(modifications would need to be duplicated in all copies of the method). Thus, imple­
mentation inheritance reduces the amount of code that needs to be modified as the 
system evolves; in other words, it reduces the change amplification problem described 
in Chapter 2. 

However, implementation inheritance creates dependencies between the parent 
class and each of its subclasses. Class instance variables in the parent class are often 
accessed by both the parent and child classes: this results in information leakage he­
tween the classes in the inheritance hierarchy and makes it hard to modify one class in 
the hierarchy without looking at the others. For example, a developer making changes 
to the parent class may need to examine all of the subclasses to ensure that the changes 
don't break anything. Similarly. if a subclass overrides a method in the parent class, 
the developer of the subclass may need to examine the implementation in the parent. 
In the worst case, programmers will need complete knowledge of the entire class hi­
erarchy underneath the parent class in order to make changes to any of the classes. 
Class hierarchies that use implementation inheritance extensively tend to have high 
complexity. 

Thus, implementation inheritance should be used with caution. Before using im­
plementation inheritance, consider whether an approach based on composition can pro­
vide the same benefits. For instance, it may be possible to use small helper classes to 
i�p!ement the shared functionality. Rather than inheriting functions from a parent, the 
ongmaf classes can each build upon the features of the helper classes. 

If there is no viable alternative to implementation inheritance, try to separate the 
state managed by the parent class from that managed by subclasses. One way to do this 
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is for certain instance variables to be managed entirely by methods in the parent class, 
with subclasses using them only in a read-only fashion or through other methods in the 
parent class. This applies the notion of information hiding within the cliw hierarchy 
10 reduce dependencies. 

Although the mechanisms provided by object-oriented programming can assist in 
implementing clean designs. they do not, by themselves. guarantee good design. For 
example. if cla,;scs arc !>hallow. or have complex interfaces. or pennit external 8CCes.'i 
10 their internal state. then they will still result in high complexity. 

19.2 Aglle development 

Agile development is an approach to software development that emerged in the late 
1990's from a collet:tion of idea" about how to make software development more 
lightweight. flexible, and incremental; it was formally defined during a meeting of 
practitioners in 200 I. Agile development is mostly about the process of software de­
velopment (organizing teams, managing schedules., the role of anit testing. interacting 
with customers, etc.) as opposed to software design. Nonetheless, it relates to some of 
the design principles in this book. 

One of the most imponant element" of agile development is the notion that devel­
opment should be incremental and iterative. In the agile approach, a software system 
is developed in a series of iterations, each of which adds and evaluates a few new fea­
hlres; each iteration includes desi8f1, test. and customer input. This is similar to the 
incremental approach advocated here. As mentioned in Chapter I, it isn't possible to 
visuali7.c a t.:omplcl!. system well enough at the outset of a project to determine the 
best design. The best way to end up with a good design is to develop a system in 
increment ... where each increment adds a few new abstractions and refactors existing 
abstractions based on experience. This is similar to the agile development approach. 

One of the risks of agile development is that it can lead to tactical programming. 
Agile development tends to focus developers on features. not abstractions, and it en­
courages developers to put off design decisions in order to produce working software 
'.15 soon as possible. For example, some agile practitioners argue that you shoul�'t 
Implement general-purpose mechanisms right away; implement a minimal spectal­
purpose mechanism to stan with, and refactor into something more generic later, once 
you know that it's needed. Although these arguments make sense to a degree. they 
argue against an investment approach. and they encourage a more tactical style of pro­
gramming. This can result in a rapid accumulation of complexity. 
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Developing incrementally is generally a good idea. but the increments of devel­
opment should be abstractions, not features. It's fine to put off all thought<; about a 
particular abstraction until it's needed by a feature. Once you need the ahstraction, in­

vest the time to design it cleanly; follow the advice of Chapter 6 and make it somewhat 
general-purpose. 

19.3 Unit tests 

It used to be that developers rarely wrote tests. If tests were written at all, they were 
written by a separate QA team. However. one of the tenets of agile development is that 
testing should be tightly integmted with development. and programmers should write 
tests for their own code. This practice has now become widespread. Tests are typically 
divided into two kinds: unit tests and system tests. Unit tests arc the ones most often 
written by developers. They are small and focused: each test usually validates a small 
section of code in a single method. Unit tests can be run in isolation. without setting 
up a production environment for the system. Unit tests arc often run in conjunction 
with a test coverage tool to ensure that every line of code in the application is tested. 
Whenever developers write new code or modify existing code, they arc responsible for 
updating the unit tests to maintain proper test coverage. 

The second kind of test consists of system tests (sometimes called integration 
tests), which ensure that the different parts of an application all work together prop­
erly. They typically involve running the entire application under conditions similar to 

production. System tests are more likely to be written by a separate QA or testing 
team. 

Tests, particularly unit tests, play an imponant role in software design because 
they facilitate refactoring. Without a test suite, it's dangerous to make major structural 
changes to a system. There's no easy way to find bugs. so it's likely that hugs will 
go undetected until the new code is deployed, where they are much more expensive 
to find and fix. As a result. developers avoid refactoring in systems without good test 
suites; they try to minimize the number of code changes for each new feature or bug 
fix. which means that complexity accumulates and design mistakes don't get corrected. 

With a good set of tests, developers can be more confident when refactoring be­
cause the test suite will find most hugs that are introduced. This encourages devel­
opers to make structural improvements to a system, which results in a better design. 
Unit tests are particularly valuable: they pmvide a higher degree of code coverage than 
system tests, so they are more likely to uncover any hugs. 
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for example. during the development of the Tel scripring language, we decided to 

improve performance by repladng Tcl's inlcrpreler with a byle-code compiler. This 
was a huge change that alTectt..-J almost every part of the core Tel engine. Fortunately, 
Tel had an excellent unit test suite. which we ran on the new byle-code engine. 111e 
existing tests were so effective in uncovering bugs in the new engine that only a single 
bug turned up after the alpha release of the byte-code compiler. 

19.4 Test-driven development 

Test-driven development h an approach to !iOftware development where programmers 
write unit test,; hcfore they write code. When creating a new class, the developer first 
writes unit tests for the cla.,;..,, ha.'ied on its ex peeled behavior. None of the tests pass, 
stnce !here is no we.le for the cla.,;..,;. Then the developer works through the tests one at 
a time. writing enough we.le for that test to pas..,;. When all of the tests pass, the class 
is finished. 

Alth>ugh I am a strung advocate of unit testing. I am nOl a fan oftest-driven de­
,-elopmcnt. The problftn with test-driven dnelopment Is that It rocuses attention 
on getting spedfk features worldna. ratber than flndJng die best design. This is 
tactical programming pure and simple. with all of its disadvantages. Test-driven devel­
opment ts too incremental: at any point in time. it's tempting to just hack in the next 
feature to make the ne:itt te\t pa., ... Tht.-n: 's no obvious time to do design, so it's easy to 
end up with a mess. 

As mentioned in Section 19 .2. the units of development should be abstractions, not 
features. Once you discover the need for an abstraction, don't create the abstraction 
in pieces over time: design it all at once (or at least enough to provide a reasonably 
comprehensive set of core functions). This is more likely to produce a clean design 
whose pieccli fit together well. 

One place where it makes sense to write the tests first is when fixing bugs. Before 
fixing a bug, write a unit test that fails hecause of the bug. Then fix the bug and make 
sure that the unit tes1 now passes. This is the best way to make sure you really ha� 
fixed •he bug. If you fi:it 1he bug hefore writing the test, it's possible that the new unit 
lest doesn·, ac1ually lriggt.'T the bug. in which case it won't tell you whether you really 
fixed the problem. 
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19.5 Design patterns 

A design pattern is a commonly used approach for solving a panicular kind of problem, 
such as an iterator or an observer. The notion of design patterns was popularized by the 
book Design Patterns: Elements of Reusable Object-Orie11ted Software by Gamma, 
Helm, Johnson, and Vlissidcs. and design patterns are now widely used in object­
oriented software development. 

Design patterns represent an alternative to design: rather than designing a new 
mechanism from scratch, just apply a well-known design pattern. For the most part, 
this is good: design patterns arose because they solve common problems, and because 
they are generally agreed to provide clean solutions. If a de!>ign pattern works well 
in a particular situation, it will pmbably be hard for you to come up with a different 
approach that is better. 

The greatest risk with design patterns is over-application. Not every problem can 
be solved cleanly with an existing design pattern; don't try to force a problem into a 
design pattern when a custom approach will be cleaner. Using design patterns doesn't 
automatically improve a software system; it only docs so if the design patterns fit. As 
with many ideas in software design, the notion that design patterns are good doesn't 
necessarily mean that more design patterns arc better. 

19.6 Getters and setters 

In the Java programming community, getter and seller methods are a popular design 
pattern. A getter and a setter are associated with an instance variable for a class. They 
have names like getFoo and setFoo, where Foo is the name of the variable. The 
getter method returns the current value of the variable, and the setter method modifies 
the value. 

Getters and setters aren't strictly necessary, since instance variables can be made 
public. The argument for getters and setters is that they allow additional functions to be 
perfonned while getting and setting, such as updating related values when a variab�e 
changes, notifying listeners of changes, or enforcing constraints on values. Even if 
�hese features aren't needed initially, they can be added later without changing the 
interface. 

_Altho��h it may make sense to use getters and setters if you must expose �nstance 
va�ables, It s better not to expose instance variables in the first place. Exposed mstanc_e vanables mean that part of the class's implementation is visible cxtt..-rnally, which vi-
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olates the idea of information hiding and increases the complexity of the class's inter­
face. Geners and seltt.-rs an: shallow methods (typically only a single line), so they add 
clutter lo the class's interface without providing much functionality. It's better 10 avoid 

getters and sellers (or any exposure of implemenaation data) as much as possible. 
One of the risk!. of cslahlishing a design pauem is that developers asswne the 

pattern is good and lry lo u.o;e ii as much as possible. This has led lo overusage of 
getters and sellers in Java. 

19.7 Conclusion 

Whenever you encounter a proposal for a new software development paradigm, chal­
lenge ii from the standpoint of complexity: does the proposaJ really help lo minimiz.e 
complexity in large software systems? Many proposals sound good on lhe surface, but 
if you look more deeply you will see that some of them make complexity worse, not 
better. 
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Designing for Performance 

Up until this point. the discussion of software design has focused on complexity; the 
goal has been to make software as simple and undt..-rstandable as possible. But what if 
you arc working on a system that needs to be fast'! How should performance consid­
erations affect the design process'! This chapter discusses how to achieve high perfor­
mance without �crificing clean design. The most important idea is still simplicity: not 
only docs simplicity improve a system's design. but it usually makes systems faster. 

20.1 How to think about performance 

The first question to address is "how much should you worry about performance during 
lhe normal development process'!'' If you try to optimize every statement for maximum 
speed. it will slow down development and create a lot of unnecessary complexity. 
Furthermore. m.iny of the "optimizations" won't actually help performance. On the 
other hand. if you completely ignore performance issues. it's easy to end up with a 
large number of significant inefficiencies spread throughout the code: the resulting 
system can ca!iily be 5-1 Ox slower than it needs to be. In this ''death by a thousand 
cuts" scenario it's hard to come hack later and improve the performance. because there 
is no single itnprovcment that will have much impact. 

The best appro.ich is something between these extremes, where you use basic 
knowledge of performance to choose design alternatives that are "naturally efficient" 
yet also clean and simple. The key is to develop an awareness of which operations 
are fundamentally expensive. Herc arc a few examples of operations that arc relatively 
expensive today: 
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• Network communication: even within a datacenter, a round-trip message ex­
change can take I 0-50 µs, which is tens of thousands of instruction times. Wide­
area round-trips can take I 0-100 ms. 

• UO to secondary storage: disk UO operations typically take �10 ms, which 
is millions of instruction times. Flash storage takes 10-100 µs. New emerg. 
ing nonvolatile memories may be as fast as I µs, hut this is still around 2000 
instruction times. 

• Dynamic memory allocation (ma 11 oc in C, new in C ++ or Java) typically in­
volves significant overhead for allcx:ation. freeing, and garhage collection. 

• Cache misses: fetching data from DRAM into an on-chip processor cache takes 
a few hundred instruction times; in many programs, over.ill performance is de­
termined as much hy cache misses ashy computational costs. 

The best way to learn which things are expensive is to run micro-benchmarks 
(small programs that measure the cost of a single operntion in isolation). In the RAM­
Cloud project, we created a simple progrnm that provides a framework for micro­
benchmarks. It took a few days to create the framework, hut the framework makes it 
possihle to add new micro-benchmark.,; in five or ten minutes. This has allowed us to 
accumulate dozens of micro-hcnchmarks. We u.,;c these hoth to understand the perfor­
mance of existing libraries used in RAMCloud, and also to measure the performance 
of new classes written for RAM Cloud. 

Once you have a general sense for what is expensive and what is cheap, you can 
use that information to choose cheap operations whenever possihle. In many cases, 
a more efficient approach will he just as simple a'i a slower approach. for example, 
when storing a large collection of objects that will be looked up using a key value, 
you could use either a hash tahle or an ordered map. Both are commonly available 
in library packages, and both are simple and clean to usc. However, hash tables can 
easily be 5-IOx faster. Thus, you should use a hash tahlc unless you need the ordering 
properties provided by the map. 

As another example, consider allocating an array of structures in a language such 
as C or C++. There are two ways you can do this. One way is for the array to hold 
pointers lo structures, in which case you must first allocate space for the array, then 
allocate space for each individual structure. It ii; much more eflicient to store the 
structures in the array itself, so you only allocate one large hl<x:k for everything. 

If the only way to improve efficien"-1' is hy adding complexity. then the choice is 
mor� difficult. If the more efficient design adds only a small amount of complexity. 
and if the complexity is hidden, so it doesn't affect any interfaces, then it may be 
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worthwhile (but hcware: complexity is incremental). If the faster design adds a lot 
of implementation complexity. or if it results in more complicated interfaces, then it 
may be better to start off with the simpler approach and optimize later if performance 
tums out to be a problem. However. if you have clear evidence that pcrfonnance will 
be important in a particular situation. then you might as well implement the faster 
approach immediately. 

In the RAMCloud project one of our overall goals was to provide the lowest pos­
sible latency for client machines accessing the storage system over a datacenter net­
work. As a result. we decided to use special hardware for networking. which allowed 
RAMCloud to bypass the kernel and communicate directly with the network interface 
controller to send and receive packets. We made this decision even though it added 
complexity. because we knew from prior measurements that kernel-based networking 
would be too slow to meet our needs. In most of the rest of the RAMCloud system we 
were able tu design for simplicity: getting this one big issue "right" made many other 
things ea'iier. 

In general. simpler code tends to run faster than complex code. If you have defined 
away special cases and exceptions. then no code is needed to check for those cases 
and the system runs faster. Deep classes are more efficient than shallow ones, because 
they get more work done for each method call. Shallow classes result in more layer 
crossings. and each layer crossing adds overhead. 

20.2 Measure before (and after) modifying 

But suppose that your system is still too slow. even though you have designed it as 

described above. It's tempting to rush off and start making performance tweaks. based 

on your intuitions about what is slow. Don't do this! Programmers' intuitions about 

performance arc unreliable. This is true even for experienced developers. If you start 

making changes based on intuition. you'll waste time on things that don't actually 

improve performance. and you'll probably make the system more complicated in the 

process. 
Before making any changes. measure the system's existing behavior. This serves 

two purposes. first. the meac;urements will identify the places where performance 

tuning will have the biggest impact. It isn ·1 sufficient just to measure the top-level 

system performance. This may tell you that the system is too slow. hut it won't tell 

you why. You'll need to measure deeper to identify in detail the factors that contribute 

to overall performance: the goal is to identify a small number of very specific places 
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where the system is currently spending a lot of time, and where you have ideas for 

improvement. The second purpose of the measurements is to provide a haseline, so that 
you can re-measure performance after making your changes to em,ure that pcrfonnance 
actually improved. If the changes didn't make a measurahlc difference in performance, 
then back them out (unless they made the system simpler). There's no point in retaining 
complexity unless it provides a significant speedup. 

20.3 Design around the crltlcal path 

Al this point, let's assume that you have carefully analyzed performance and have 
identified a piece of code that is slow enough to affect the overall system performance. 
The best way to improve its perfonnance is with a "fundamental" change. such as in­
troducing a cache, or using a different algorithmic approach (halanced tree vs. list, 
for instance). Our decision to hypass the kernel for network communication in RAM­
Cloud is an example of a fundamental fix. If you can identiry a fundamental fix, then 
you can implement it using the design techniques discussed in previous chapters. 

Unfortunately, situations will sometimes arise where there isn't a fundamental fix. 
This hrings us to the core issue for this chapter, which is how to redesign an existing 
piece of code so that it runs faster. This should be your last resort. and it shouldn't 
happen often, but there are cases where it can make a hig difference. The key idea is 
to design the code around the critical path. 

Start off by asking yourself what is the smallest amount of code that must he ex­
ecuted to carry out the desired task in the common case. Disregard any existing code 
structure. Imagine instead that you are writing a new method that implements just 
the critical path, which is the minimum amount of code that must he executed in the 
most common case. The current code is prohahly cluttered with special cases: ignore 
them in this exercise. The current code might pass through several method calls on 
the critical path; imagine instead that you could put all the relevant code in a single 
method. The current code may also use a variety of variahles and data structures; con­
sider only the data needed for the critical path. and assume whatever data structure 
is most convenient for the critical path. For example, it may make sense to combine 
multiple variahles into a single value. Assume that you could completely redesign the 
system in onJer lo minimize the code that must he executed for the critical path. Let's 
call this code "the ideal." 

The ideal code probably clashes with your existing class structure. and it may not 
be practical, hut it provides a good target: this represents the simplest and fastest that 

164 



Designing for Performance 

the code can ever he. The nex1 step is to look for a new design thai comes as close 
as possible 10 1he ideal while s1ill having a clean slruc1ure. You can apply all of the 
design ideas from previous chapters of this book, bu1 wi1h the addi1ional constrain• of 
keeping 1he ideal code (mos1ly) intac1. You may have 10 add a bi1 of extra code io the 
ideal in order 10 allow dean ahstrac1ion.s; for example, if the code involves a hash table 
lookup. i1's OK 10 in1roduce an extra me1hod call 10 a general-purpose hash table class. 
tn my experience i1's almos1 always possible 10 find a design tha1 is clean and simple, 
ye1 comes very dose 10 1hc ideal. 

One of 1he mos1 imJX,nam 1hings tha1 happens in this process is 10 remove special 
cases from the cri1ical paih. When code is slow. i1's often because i1 mus1 handle a 
variety of si1ua1ions, and 1he code gets strac1ured 10 simplify the handling of all 1he 
differen1 cases. Eat:h special case adds a liule bi1 of code 10 the critical path, in the 
fonn of extra condi1ional sta1ements and/or method calls. Each of these addi1ions 
makes 1he code a hi1 slower. When redesigning for performance, tty 10 minimize the 
numher of special ca.o;c.,; you mus1 check. Ideally. there will be a single if sta1emen1 a1 
the beginning. which de1ects all special cases with one tes1. In the normal case, only 
this one 1es1 will need 10 be made. af1er which the cri1ical pa1h can be executed with 
no addi1ional 1esis for special cases. If the initial 1es1 fails (which means a special case 
has occurred) 1hc code can hranch 10 a separa1e place off the cri1ical path 10 handle i1. 
Perfonnance isn·1 as imponan1 for special cases. so you can structure the special-case 
code for simplici1y ra1her 1han performance. 

20.4 An example: RAMCloud Buffers 

Lei's consider an example. in which 1hc Buffer clas.'i of 1he RAMCloud s1orage sysiem 
was op1imized 10 achieve a speedup of ahou1 2x for 1he mos• common opera1ions. 

RAMCloud usL-s Buffer ohjec1s 10 manage variable-length arrays of memory, such 
as requcs1 and response messages for remo1e procedure calls. Buffers are designed 
10 reduce overheads from memory copying and dynamic s1orage allocation. A Buffer 
stores wha1 appears io he a linear array of hy1es, bu1 for efficiency i1 allows the under­
lying s1orage 10 he divided imo muhiple discon1iguous chunks of memory, as shown 
in Figure 20.1. A Buffer is crea1ed hy appending chunks of data. F.ach chunk is either 
external or internal. If a chunk is ex1emal. i1s s1orage is owned by the caller; the Buffer 

�eeps a reference to this s1orage. Ex1ernal chunks are 1ypically used for large chunks 

in onk-r to avoid memory copies. If a chunk is in1emal, the Buffer owns the siorage 
for 1he chunk; data supplied hy 1hc caller is copied inio 1he Buffer's iniemal siorage. 
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Logical Array 
I , I ··, .... ►ilmi.t,Jl:; l I 

External Chunks 

Buffer Object 

Figure 20.1: A Buffer object uses a collection of memory chunks to store what appears 10 be 
a linear array of bytes. Internal chunks are owned by the Buffer and fn.."Cd when the Buffer is 
destroyed: external chunks are not owned by the Buffer. 

Each Buffer contains a small built-in allocation, which is a block of memory available 
for storing internal chunks. If this space is exhausted, then the Bufter creates addi­
tional allocations, which must be freed when the Buffer is destroyed. Internal chunks 
are convenient for small chunks where the memory copying costs are negligible. Fig­
ure 20.l shows a Buffer with 5 chunks: the first chunk is internal, the next two are 
external, and the final two chunks are internal. 

The Buffer class itself represents a "fundamental fix," in that it eliminates expen­
sive memory copies that would have been required without it. For example, when 
assembling a response message containing a short header and the contents of a large 
object in the RAMCloud storage system, RAMCloud uses a Buffer with two chunks. 
The first chunk is an internal one that contains the header; the second chunk is an 

external one that refers to the object contenl'i in the RAMCloud storage system. The 
response can be collected in the Buffer without copying the large object. 

Aside from the fundamental approach of allowing discontiguous chunks, we did 
not attempt to optimize the code of the Buffer class in the original implementation. 
Over time, however, we noticed Buffers being used in more and more situations; for 
example, at least four Buffers are created during the execution of each remote proce­
dure call. Eventually, it became clear that speeding up the implementation of Buffer 
could have a noticeable impact on overall system pcrfonnance. We decided to see if 
we could improve the pcrfonnance of the Buffer class. 

The most common operation for Buffer is to allocate space for a small amount of 
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new daia using an in1emal chunk. This happens, for example, when creating headers 
for reques1 and response messages. We decided 10 use this opera1ion as the cri1ical path 
forop1imiza1ion. In 1he simples1 possible case, the space can be alloca1ed by enlarging 
the las1 existing chunk in the Buffer. However, this is only possible if the last existing 
chunk is internal, and if there is enough space in its allocation to accommodate the new 
data. The ideal code would perform a single check to confirm that the simple approach 
is possible, then it would adjust the sire of the existing chunk. 

figure 20.2 shows the original code for the critical path, which starts with the 
method Buffer: : al loc. In the fastest possible case, Buffer:: al loc calls Buffer: : 
allocateAppend. which calls Buffer: :Allocation: :allocateAppend. From a 
perfonnance standpoint. this code has two problems. The first problem is that multiple 
special t.:ascs arc chcckcd individually and sometimes repeatedly. First, Buffer:: al­
locateAppend cht.."t.:ks to see if the Buffer currently has any allocations. Then the 
code checks twice to sec if the current allocation has enough room for the new data: 
once in Buffer: :Al location: : al locateAppend, and again wben its return value 
is tested by Buffer: : al locateAppend. Furthermore, rather than trying to expand 
the last chunk dirct.:tly, the code allocates new space without any consideration of the 
last chunk. Then Buffer : : a 11 oc checks to see if the allocated space happens to be 
adjacent to the last chunk, in which case it merges the new space with the existing 
chunk. This results in additional checks. Overall, this code tests 6 distinct conditions 
in the critical path. 

111c second prohlcm with the original code is that it has too many layers, all of 
which arc shallow. This is hoth a performance problem and a design problem. The 
critical path makes two additional method calls in addition to the original invocation 
of Buffer: : al loc. Each method call talces addittonal ttme. and in one of these cases 
the result of the call must be checked by its caller, which results in another special 
case to consider. Chapter 7 discussed how abstractions should nonnally change as 
you pass from one layer to another. hut all three of the methods in Figure 20.2 have 
identical signatures and they provide essentially the same abstraction; this is a red flag. 

Buffer: : al locateAppend is nearly a pass-though method; its only contribution is 

to create a new allocation if needed. The extra layers make the code both slower and 

more complicated. 
To fix these problems. we refactored tbe Buffer class so that its design is centered 

around the most performance-critical paths. We considered not just the allocation code 

above but several other commonly executed paths, such as retrieving the total n�mber 

of bytes of data currently stored in a Buffer. For each of these critical paths, we tned to 
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char� Buffer::alloc(int numBytes) 
{ 

char• data = allocateAppend(numBytes); 
Buffer::Chunk• lastChunk • this->chunksTail; 
if ((lastChunk != NULL && lastChunk->isinternal()) && 

(data - lastChunk->length == lastChunk->data)) { 
II Fast path: grow the existing Chunk. 
lastChunk->length += numBytes; 
this->totalLength +• numBytes; 

} else { 

} 

II Creates a new Chunk out of the allocated data. 
append(data, numBytes); 

return data; 
} 

II Allocates new space at the end of the Buffer; uses space at the end 
II of the last current allocation, if possible; otherwise creates a 
II new allocation. Returns a pointer to the new space. 
char• Buffer::allocateAppend(int size) { 

} 

void• data; 
if (this->allocations I= NULL) { 

} 

data = this->allocations->allocateAppend(size); 
if (data!= NULL) { 

} 

II Fast path 
return data; 

data• newAllocation(O, size)->allocateAppend(size); 
assert(data !• NULL); 
return data; 

II Tries to allocate space at the end of an existing allocation. Returns 
II a pointer to the new space, or NULL if not enough room. 
char• Buffer::Allocation::allocateAppend(int size) { 

} 

if ((this->chunkTop - this->appendTop) < size) 
return NULL; 

char •retVal = &data[this->appendTop]; 
this->appendTop +a size; 
return retVal; 

Figure 20.2: The original code for allocating new space at the end of a Buffer. using an 
internal chunk. 
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char• Buffer::alloc(int numBytes) 

} 

if (this->availableAppendBytes >• nUIIIBytes) { 

} 

// There is extra space just after the current 
// last chunk, so we can allocate the new 
// region there. 
Buffer::Chunk• chunk• this->lastChunk; 
char• result• chunk->data + chunk->length; 
chunk->length +• niaBytes; 
this->availableAppendBytes -• numBytes; 
this->totalLength +- n11118ytes; 
return result; 

// We 're going to have to create a new chunk. 

Figure 20.J: The new code for allocating new space in an internal chwtk of a Buffer. 

identify the smallest amount of code that must be executed in the common case. Then 
we designed the rest of the cla� around these critical paths. We also applied the design 
principles from this hook to simplify the class in general. For example, we eliminated 
shallow layers. created deeper internal abstractions, and reduced the number of special 
ca,;cs to check. The rcfactored class is 20'f smaller than the original version ( 1476 
lines of code. versus 1886 line,; in the original). 

1-lgure 20.3 shows the new critical path for allocating internal space in a Buffer. 
The new code is not only faster. but it is also easier to read, since it avoids shallow 
abstractions. The entire path is handled in a single method, and it uses a single test 
to rule out all of the special cases. The new code introduces a new instance variable, 
avail ab l eAppendBytes, in order to simplify the critical path. This variable keeps 
track of how much unused space is available immediately after the last chunk in the 
Buffer. If there is no space available, or if the last chunk in the Buffer isn't an internal 
chunk. or if the Buffer contains no chunks at all, then avail ab l eAppendBytes is 

zero; three different special cases can be checked at once.just by testing available­

AppendBytes. The code in Figure 20.3 represents the least possible amount of code 
to handle the common case where space is available. 

Note: the update to tota 1 Length could have been eliminated by recomputing 
the total Ruffer length from the individual chunks whenever it is needed. However, 
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this approach would be expensive for a large Buffer with many chunks, and fetching 

the total Buffer length is another common operation. Thus, we chose to add a small 
amount of extra overhead to a 11 oc in order to ensure that the Buffer length is always 

immediately available. 
The new code is about twice as fa,;t as the old code: the total time to append a 

1-byte string to a Buffer using internal storage dropped from 8.8 ns to 4.75 ns. Many 

other Buffer operations also speeded up because of the revisions. For example, the 
time to construct a new Buffer, append a small chunk in internal storage, and destroy 

the Buffer dropped from 24 ns to 12 ns. 

20.5 Conclusion 

The most important overall lesson from this chapter is that clean design and high per­
fonnance are compatible. The Buffer cla,;s rewrite improved its pcrfonnance by a fac­
tor of 2 while simplifying its design and reducing code size by 20%. Complicated code 

tends to be slow because it does extraneous or redundant work. On the other hand, if 

you write clean, simple code, your system will probably he fast enough that you don't 

have to worry much about perfonnance in the first place. In the few cases where you 
do need to optimize perfonnance, the key is simplicity again: find the critical paths 
that arc most important for performance and make them as simple as possible. 
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Decide What Matters 

One of lhe mo"il importanl clcmcnls of good sofrware design is separa1ing whal mailers 
from whal docsn ·1 mailer. S1ruc1ure soflware syslcms around lhe lhings lhal mailer. 
For lhc 1hings 1ha1 don ·1 mailer as much. tty 10 mi nimi7.e !heir impacl on 1he resl of lhe 
sys1em. Thingi. 1ha1 mailer should he emphasi1.ed and made more obvious; lhings 1ha1 
don'I mailer should he hidden as much as possible. 

Many orrhc ideas in lhe preceding ehaplers have al 1heir heart lhe norion of separal­
ing whal mailers from whal docsn ·1. for example. 1his is whal we do when designing 
abstraclions. The inlcrface of a module retlecl'> whal mailers lo users of lhal module: 
lhings 1ha1 don'1 mailer lo rhe module·s users should be hidden in lhe implemen1a1ion, 
where lhcy are less ohvious. When choosing a variable name, lhe goal is lo pick a 
few words lhal convey rhc mosl possible infonnarion aboul lhe variable and use !hose 
in lhc name; lhesc arc 1he aspcclS of 1he variable 1ha1 mailer mosl. If performance 
really mailers for a module. 1hen rhe design of 1he module should be struclured around 
achieving lhe performance goals; in 1hc example of Seclion 20.4, lhis meanl finding a 
design where lhe pcrformance-crirical palh had as few melhod calls and special-ruse 
checks as possible. while slill heing clean. simple. and obvious. 

21.1 How to decide what matters? 

Somerimes lhings 1ha1 are impurtanl are imposed as exlemal conslTllinlS on a sysl�m, 
such as performance in Scc1ion 20.4. More oflen ii is up 10 the designer lo derermme 
wha1 mailers. Even when lhcre are e.xremal constraints, 1he designer musl figure our 
wha1 mailers mosl in achieving 1hose consrrainls. 

171 



Decide What Matters 

To decide what matters, look for le\'erage, where the solution to one problem also 
allows many other problems to be solved. or where knowing one piece of infonnation 
makes it easy to understand many other things. for example. in the discussion of how 
to store text in Section 6.2. a general-purpose interfat:e for inserting and deleting ranges 
of characters could be used to solve many problems. whereas specialized methods such 
as backspace only solved a single problem. The general-purpose interface provided 
more leverage. At the level of the text da,;s interface, it didn't matter whether the 
interface was being invoked in response to the backspace key; all that really mattered 
was that text needed to be deleted. An invariant is another example of a leverage 
point: once you know an invariant for a variable or strut:turc. you t:an predict how that 
variable or structure will behave in many dincrent situations. 

It's easier to determine what is most important if you have multiple options to 
choose among. For example, when t:hoosing a variable name. make a mental list of 
words that relate to that variable, then pick a few of the words that t:onvcy the most 
infonnation. Use those words to form the variable name. This is an example of the 
"design it twit:e" principle. 

Sometimes it may not be obvious whit:h things matter the most; this can be particu­
larly hard for younger developers who don't have mut:h experience. In these situations 
I recommend making a hypothesis: "I think this is what matters most:• Then commit 
to that hypothesis, build the system under that assumption, and sec how it works out. 
If your hypothesis was right, think about why it ended up being right, and what clues 
there might have been that you can use in the future. If your hypothesis was wrong, 
that's still OK: think about why it ended up being wrong, and whether there were clues 
that you could have used to avoid this choice. Either way. yuu will learn from the 
experience and you will gradually make better and better choices. 

21.2 Minimize what matters 

Try to make as little matter as possible: this will result in simpler systems. For exam­
ple, try to minimize the number of parameters that must be spccilied tu construct an 
object, or provide default values that reHect most common usage. For things that do 
matter, try to minimize the number of places where they matter. Information that is 
hidden within a module doesn't matter to code outside that module. If an exception 
c�n be handled entirely at a low level in a system, then it docsn ·t matter to the rest 
of the system. If a configuration parameter can be computed automatically based on 
system behavior (rather than exposing it for an administrator to choose manually) then 
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21.3 How to emphasize things that matter 

Decide What Mailers 

Once you have identified the things 1ha1 matter. you should emphasize them in 1he 
design. One way to en1phasi7.c is with prominenee: important things should appear in 

places where they arc more likely to he seen, such as in1erfaee documen1a1ion. names. 
or parameters to heavily used methods. Another way 10 emphasize is with repetition : 
key ideas appear over and over again. A third way 10 emphasize is with eentrality. The 
things 1ha1 mailer the must should he at the hean of the system. where they de1ennine 
the structure of things around them. One example is the interface for deviee drivers in 

operating systems; this is a eenlral idea because hundreds or thousands of drivers will 
depend on it. 

Of course, the converse is also true: if an idea is more likely 10 be seen. or if it 
appears over and over again. or if it impaets a system's structure in signifiean1 ways,  
then 1ha1 idea mailers. 

Similarly, things 1ha1 don't matter should be de-emphasized. They should be hid­
den as much as possihle. they should not he encountered frequently, and they should 
not impact the structure or the system. 

21.4 Mistakes 

In deciding what mailers. there are two kinds of mistakes you can make. The first mis­
take is lo 1rca1 100 many things as important. When this happens, unimportant things 
clutter up the design. adding complexity and increa,;ing cognitive load. One example 
is methods with arguments that arc irrelevant to most callers. Another example is the 
Java 1/0 interface discussed on page 26: ii forced developers to be aware of the distinc­
tion between huffered and unhuffered UO. even though this distinction is almost never 
imponant (developers almost always want buffering and don't want to waste time ask­
ing for it cxplicid y ). Shallow classes arc often the result of treating too many things as 
imponant. 

The second kind of mistake is to fail to recognize that something is important. 
This mistake leads 10 situations where important infonnation is hidden. or important 

functionality is not availahle so developers must continually recreate it. This kind of 
mistake impedes developer productivity and leads to unknown unknowns. 
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21.5 Thinking more broadly 

The idea of focusing on what's most important applies in other domains heside soft­
ware design. It's also important in technical writing: the hest way to make a document 

easy to read is to identify a few key concepts at lhe beginning and structure the remain­

der of the document around them. When discussing the details of a system, it helps to 

tie them back to the overall concepts. 

Focusing on what is important is also a great life philosophy: identify a few things 

that matter most to you, and try to spend as much of your energy as possible on those 

things. Don't fritter away all of your time on things lhat you don't consider important 

or rewarding. 
The phrase "good taste" descrihes the ability to distinguish what is important from 

what isn't important. Having good taste is an important part of being a good software 

designer. 
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Conclusion 

This book is about one thing: complexity. Dealing with complexity is the most impor­
tant challenge in software design. It is what makes systems hard to build and maintain, 
and it often makes them slow as well. Over the course of the book I have tried to 
describe the nKll causes that lead to complexity. such as dependencies and obscurity. 
I have discussed red flags that can help you identify unnecessary complexity, such as 
information leakage. unneeded error conditions, or names that are too generic. I have 
presented some gem .. --ral ideas you can use to create simpler software systems, such 
as striving for classes that arc deep and generic, defining errors out of existence, and 
separating interface documentation from implementation documentation. And, finally, 
I have discussed the investment mindset needed to produce simple designs. 

The downside of all these suggestions is that they create extra work in the early 
siages of a project. t,;urtherrnorc, if you aren't used to thinking about design issues, 
then you will slow down even more while you learn good design techniques. If the 
only thing that matters to you is making your current code work a"> soon as possible, 
then thinking ahout design will seem like drudge work that is getting in the way of 
your real goal. 

On the other hand. if good design is an important goal for you, then the ideas in this 
book should make programming more fun. Design is a fascinating pu1.zlc: how can a 

particular prohlem be solved with the simplest possible structure? It's fun to explore 
different approaches. and it's a great feeling to discover a solution that is both simple 
and powerrul. A clean. simple, and obvious design is a beautiful thing. 

funhermore, the investments you make in good design will pay off quickly. The 

modules you defined carefully at the beginning of a project will save you time later as 

you reuse them over and over. The clear documentation that you wrote six months ago 
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Conclusion 

will save you time when you return to the code to add a new feature. The time you 
spent honing your design skills will also pay for itself: as your skills and experience 
grow, you will find that you can pnxluce good designs more and more quickly. Good 
design doesn't really talce much longer than quick-and-dirty design, once you know 
how. 

The reward for being a good designer is that you get to spend a larger fraction of 
your time in the design phase, which is fun. Poor designers spend most of their time 
chasing hugs in complicated and brittle code. If you improve your design skills, not 
only will you produce higher quality software more quickly, but the software develop­
ment process will be more enjoyable. 
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Summary of Design Principles 

Herc are the most important software design principles discussed in this book: 

I. Complexity is im:rcmcntal: you have to sweat the small stuff (seep. 11 ). 

2. Working co<lc isn't enough (st.'C p. 14) . 

. l Make continual small investments to improve system design (see p. 15). 

4. Modules should he deep (st.'C p. 23) 

5. Interfaces should he designed to make the most common usage as simple as possible 
(sec p. 27). 

6. It's more important for a module to have a simple interface than a simple imple-

mentation (sec pp. 61. 74). 

7. General-purpose modules arc deeper (sec p. 39). 

8. Separate general-purpose and !ipecial-purpose code (see pp. 45, 68). 

9. Different layers should have different abstractions (seep. 51). 

10. Pull complexity downward (see p. 61). 

11. Define errors out of existence (sec p. 81 ). 

12. Design it twice (sec p. 91 ). 

13. Comments should describe things that arc not obvious from the code (see p. IOI). 

14. Software should be designed for ease of reading, not ease of writing (see p. 151 ). 

15. The increments of software development should be abstractions, not features (see 

p. 156). 

16. Separate what matters from what doesn"t matter and emphasize the things that mat­

ter (see p. 171 ). 
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Summary of Red Flags 

Herc are a few of of the most important red flags discussed in this book. The presence 
of any of these symptoms in a system suggests that there is a problem with the system's 
design: 

Shallow Module: the interface for a class or method isn't much simpler than iL, im­
plementation (sec pp. 25. 110). 

Information Leakage: a design decision is reflected in multiple modules (seep. 31 ). 

Temporal Decomposition: the code structure is based on the order in which opera­
tions are executed. not on infonnation hiding (see p. 32). 

Overexposure: An API forces callers to be aware of rarely used features in order to 
use commonly used features (see p. 36). 

Pass-Through Method: a method docs almost nothing except pass its arguments to 
another method with a similar signature (see p. 52). 

Repetition: a nontrivial piece of code is repeated over and over (seep. 68). 

Special-General Mixture: special-purpose code is not cleanly separated from general 
purpose code ( sec p. 71 ). 
Conjoined Methods: two methods have so many dependencies that its hard to un­
derstand the implementation of one without understanding the implementation of the 

other (sec p. 75). 
Comment Repeat,; Code: all of the infonnation in a comment is immediately obvious 

from the code next to the comment (see p. 104). 
Implementation Documentation Contaminates Interface: an interface comment 

describes implementation details not needed by users of the thing being documented 

(sec p. 114). 
Vague Name: the name of a variable or method is so imprecise that it doesn·t convey 

much useful infonnation (seep. 123 ). 
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Summary of Red Flags 

Hard to Pick Name: it is difficult lo come up with a precise and intuitive name for an 

entity (seep. 125). 

Hard to Describe: in order lo be complete, the documentation for a variable or method 

must be long. (seep. l'.B). 

Nonobvious Code: the behavior or m eaning of a piece of code cannot be understood 
easily. (seep. 150). 
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