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Preface

People have been writing programs for electronie eomputers for more than 80 years,
but there has been surprisingly little eonversation about how to design those programs
or what good programs should look like. There has been eonsiderable discussion about
software development processes sueh as agile development and about development
tools sueh as debuggers, version eontrol systems, and test eoverage tools. There has
also been extensive analysis of programming techniques such as object-oriented pro-
gramming and functional programming, and of design patterns and algorithms. All of
these discussions have been valuable, but the eore problem of software design is still
largely untouched. David Pamas’ elassie paper "On the Criteria to be used in Decom-
posing Systems into Modules™ appeared in 1971, but the state of the art in software
design has not progressed much beyond that paper in the ensuing 45 years.

The most fundamental problem in eomputer scienee is problem decomposition:
how to take a eomplex problem and divide it up into pieces that ean be solved inde-
pendently. Problem decomposition is the central design task that programmers face
every day, and yet, other than the work described here. I have not been able to identify
a single class in any university where problem decomposition is a central topic. We
tcach for loops and object-oriented programming, but not software design.

In addition. there is a huge variation in quality and productivity among program-
mets, but we have made little attempt to understand what makes the best programmers
so much better or to teach those skills in our elasses. I have talked with several people |
consider to he great programmers, but most of them had difficulty anticulating specific
techniques that give them their advantage. Many people assume that software design
skill is an innate talent that cannot be taught. However, there is quite a bit of scientifie
evidence that outstanding performance in many fields is related more to high-quality
practice than innate ability (sce. for example. Talent is Overrated by Geoff Colvin).

For many years thesc issues have perplexed and frustrated me. I have wondered
whether software design ean be taught, and I have hypothesized that design skill is
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what scparaies grest grograawen from sverage ones. | finally Jdeusded thas the only
way (0 answer these questions was (0 sicmpt (O teach a cuune on wittware design,
The result is CS 190 at Stanford Univeruity. In this class | put ftarth a sct ol pnnciples
of software design. Students thea work through a anies of projevts e asumtlaic and
practice the principies. The clasa is laught in a tashion umtlar u a tradittonal English
writing class. In an English class. sudents usc an nerstive provess where they write
a draft, get feedback, and thea rewrile (0 Make imgruvemeots. In (S A9, students
develop a substantial piece of software from scvaich. We thea gut through caiensive
code reviews (o identify design prublcvos. and sudeats revise thetr pregevts tix the
problems. This allows students (0 scc how thea cade can be tmprtnved by applying
design principles.

I have now taught the software design class scveral timen, and thts book ts besed
on the design principles that cmerged from the class. The pringtples arc tatrly high
level and border on the philosophical ("Define emun out uf catalemue ), we tt ts hard
tor students to understand the ideas in the abstract. Sualcuts lcam heat by wrtttng code,
making mistakes, and then secing how their misiakes and the subacyucnt tiscs relaie
to the principles.

Al this point you may well be wondering: what makes me think | knaw all the an-
swers about software design? To be honcsd, | don't. There were no classes on wiltware
design when | leammed to program, and | ncver had a meniar 1o Ieach mc destgn pean-
ciples. At the time | learmed to program, code reviews were virtually aoncatsient. My
ideas about software design come from personal experience writing and reading code.
Over my career | have written about 250,000 lines of code in a varicty of janguages.
I've worked on teams that crealed three operaling sysiams from scvatch. muittple file
and storage sysiems, infrastrucuse tools such as detuggens, build sysicms. and GUI
toolkils, a scripling language, and interactive editon for teat. drawings. prescntations.
and integrated circuits. Along the way I"'ve expericoced Anthand the problems «f large
syslcms and experimented with various design techniques. In addition. |'ve read a con-
siderable amount of code written by other people, which has expused me tu a sancly
of approaches, both good and had.

' Out of ali qf this experience, I've tried 10 extract common Uweads, both abuout
mistakes to avoid anq techniques o use. This book is a reflection of My capcnicncs:
evcrypmbicmdescnbedhmismtlmlhaveexw My, and ev
suggested technique i . penonally. & ikd

que is one that | have used succeasfully in my own coding.

I don’t expect this book to be the final word o i )
_ n softwarc design: I'm surc ihere
are valuable techniques that I've missed, and some of my suuacjo;': may um oul 10

(] K
w.
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Preface

be bad ideas in the long run. However, I hope that the book will start a conversation
about software design. Compare the ideas in this book with your own experiences and
decide for yourself whether the approaches described here really do reduce software
complexity. This book is an opinion piece, so some readers will disagree with some of
my suggestions. If you do disagree, try to understand why. I'm interested in hearing
about things that work for you, things that don’t work, and any other ideas you may
have about software design. I hope that the ensuing conversations will improve our
collective understanding of software design. I will incorporate what I leamn in future
editions of this book.

The best way to communicate with me aboot the book is to send email to the
following address:

software-design-book@googlegroups.com

I'm interested in hearing specific feedback aboot the book, such as bugs or sugges-
tions for improvement, as well as general thoughts and experiences related to software
design. 1’m particularly interested in compelling examples that I can use in future edi-
tions of the book. The best examples illustrate an important design principle and are
simple enough to explain in a paragraph or two. If you would like to see what other
people are saying on the email address and participate in discussions, you can join the
Google Group software-design-book.

If for some reason the software-design-book Google Group should disappear
in the future, search on the Web for my home page; it will contain updated instructions
for how to communicate aboot the book. Please don’t send book-related email to my
personal email address.

| recommend that you take the suggestions in this book with a grain of salt. The
overall goal is to reduce complexity; this is more important than any particular prin-
ciple or idea you read here. If you try an idea from this book and find that it doesn’t
actually reduce complexity, then don’t feel obligated to keep using it (but, do let me
know about your experience; I'd like to get feedback on what works and what doesn’t).

Many people have offered criticisms or made suggestions that improved the qual-
ity of the book. The following people offcred helpful comments on various drafts of
the book: Abutalib Aghayev, Jeff Dean, Will Duquette, Sanjay Ghemawat, John Hart-
man, Brian Kernighan, Jamcs Koppel, Amy Ousterhout, Kay Ousterhout, Rob Pike,
Partha Ranganathan, Daniel Rey, Keith Schwartz. and Alex Snaps. Christos Kozyrakis
suggested the terms “deep” and “'shallow™ for classes and interfaces, replacing previ-
ous terms "thick” and "thin”, which were somewhat ambiguous. I am indebted 1o the

ix
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students in CS 190; the process of reading their code and discussing it with them has
helped to crystallize my thoughts about design.



Chapter 1

Introduction
(It’'s All About Complexity)

Writing computer software is one of the purest creative activities in the history of
the human race. Programmers aren’t bound by practical limitations such as the laws
of physics: we can create exciting virtual worlds with behaviors that could never exist
in the real world. Programming doesn’t require great physical skill or coordination,
like ballet or basketball. All programming requires is a creative mind and the ability
to organize your thoughts. If you can visualize a system, you can probably implement
it in a computer program,

This mcans that the greatest limitation in writing software is our ability to under-
stand the systems we are creating. As a program evolves and acquires more features, it
becomes complicated, with subtle dependencies between its components. Over time,
complexity accumulates, and it becomes harder and harder for programmers to keep
all of the relevant factors in their minds as they modify the system. This slows down
development and leads to bugs, which slow development even more and add to its cost.
Complexity increases inevitably over the life of any program. The larger the program,
and the more people that work on it, the more difficult it is to manage complexity.

Good development tools can help us deal with complexity, and many great tools
have been created over the last several decades. But there is a limit to what we can do
with tools alone. If we want to make it easier to write software, so that we can build
more powerful systems more cheaply, we must find ways to make software simpler.
Complexity will still increase over time, in spite of our best efforts, but simpler de-
signs allow us to build larger and more powerful systems before complexity becomes
overwhelming.

There arc two general approaches to fighting complexity, both of which will be



Inoroduction

—

discunsed in this book. The first approsch is 1o climsnstc complceily by making code
simpler and move obvious. For cxample, campleaty can he icdued by climinging
special cases or usiag idestifiers in 8 constsicnt (aahsn

The second approach 1o compleasty is W cacapaulstc 11. wi thal programsan ca
work on 8 system without being capmad 10 all of s comple aity at vne This approach
is called modular design. In modular demsga. 8 whtware cysicm 1s divided up isto
modules. such as classes in an object-orieniod lmguage The mudules ase devigned o
be relatively indepedend of cach other, s that 8 programmey an with un vnc moduke
without having 10 underaand the details of other matules

Because sofiware is 30 malicable. woftware dowign s 3 vontinuons pRocs ta
spans the entire lifecyclc of a sofiware aysiern, this makes wifiware dewgn Jifferest
from the dmign of physical syscire such 8 buildinga, Jupn. o hodges  Howeva,
software domign has not always been viewed this way. In the carly days «f program-
ming, design was ofico camcemirgad ot the beginning of a progext. as 1t 18 10 other
engineering disciplines. The extreme of this approsch is callod the »aterfall model,
in which a project is divided into discrewe phunce such s reyuiremente deliniiton, de-
sign, coding, testing, and maioicuance. In the watarfall mudcl. cach phasc sumpico
before the nexi phase starts: in many cases differens peapic arc reaponuble for cach
phase. The entire aysiem is domigned at once, during the doaign phase  The doaign is
frozen a1 the end of thia phase, and the role of the subseyuicnt phascs 1 1 ficsh vt and
implemeni that domiign.

Unfortunately. the watcrfall model rarely works well for sofiware. Saftwarc sys-
tems are intrinsically more compicx than phvyaical systegm; it isn’t poasblc tue visualize
the design for a large software aysiem well cnough 10 undeniand all of 11s implications
before building anything. As  result, the initial dea)gn will have many problems. The
problems do aot become apparen until imphancatation is well undcrway. However,
the waterfall model is not structrad 1o accommodate major doaign changes at this
poim (for example, the domignery may have moved on 1o other projecis). Thus, de-

wlmwwmhnmummm i overall devign. This
results in an explosion of complexity. changing the )
o Belcause of these issues, most sofiware development projects 1nday usc an incre-
:l‘: approach such as agile devefopment, in which the Initial design focuscs on 8
sm e:::)mf l:;:lverall functionality. Thia subset ia domigned. implemenicd. and
X ems with the original domign lacoverad ofTex hen

a few more features are designed, imp|8 e d ¢ i

. L . cmented and evaluated. Each licration cxposcs
ems with the existing design, which are fixed before the nexi set of features is

2



Introduction

designed. By spreading out the design in this way, problems with the initial design can
be fixed while the system is still small; later features benefit from experience gained
during the implementation of earlier features, so they have fewer problems.

The incremental approach works for softwure because software is malleable enough
to allow significant design changes partway through implementation. In contrast, ma-
jor design changes ure much more challenging for physical systems: for example, it
would not be practical to change the number of towers supporting a bridge in the mid-
dle of construction.

Incremental development means that softwure design is never done. Design hap-
pens continuously over the life of a system: developers should always be thinking
about design issues. Incremental development also means continuous redesign. The
initial design for a system or component is almost never the best one; experience in-
cvitably shows better ways to do things. As a softwure developer, you should always be
on the lookout for opportunities to improve the design of the system you ure working
on, and you should plan on spending some fraction of your time on design improve-
ments.

If softwure developers should always be thinking about design issues, and reducing
complexity is the most important element of softwure design, then softwure developers
should always be thinking about complexity. This book is about how to use complexity
to guide the design of software throughout its lifetime.

This book has two overall goals. The first is to describe the nature of softwure com-
plexity: what does "complexity” mean, why does it matter, and how can you recognize
when a program has unnecessary complexity? The book’s second, and more challeng-
ing, goal is to present techniques you can use during the softwure development process
to minimizc complexity. Unfortunately, there isn’t a simple recipe that will guarantee
great software designs. Instead. I will present a collection of higher-level concepts
that border on the philosophical. such as “classes should be deep™ or “'define errors out
of existence.” These concepts may not immediately identify the best design, but you
can use them to compare design altematives and guide your exploration of the design
space.

1.1 How to use this book
Many of the design principles described here ure somewhat abstract, so they may be

hard to appreciate without looking at actual code. It has been a challenge to find
examples that are small enough to include in the book. yet large enough to illustrate

3
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problems with rcal systcms (if you encounta good caamples, plcase send them to
me). Thus, this book may ot be sufficicnt by ltscif for you to learn how 1o apply the
principles.

The best way (0 usc this book is In conjunction with code revicws. When you read
other people’s code, think about whetbev it conforms 10 the concepts discussed here
and how that relates o the compicxity of the code. It'a casier o acc design probicms
in someone else’s code than your own. You can usc the red flags dewribed here o
identify problems and suggest improvements. Revicwing code will also expose you o
new design approaches and progranvning lechniques.

One of the best ways 10 improve your design skllls is 1o bearn L recogntze red flags:
signs that a piece of code is probably more complicated than 1t nccds to be. Over the
course of this book | will point out red flags that suggeat problems related W cach
major design issue: the most important oncs are summanized at tbe hack of the book.
You can then use these when you are coding: when you sce a red flag. stop and look
for an allernate design that climinates the problem. When you lirst try this approach,
you may have 1o try several design alicrnatives before you lind onc that clintinates the
red flag. Don't give up easily: the more al\ernatives you try before fixing the problem,
the more you will learn. Over time. you will find that your code has fewer and fewer
red flags, and your designs are cleaner and cleaner. Your experience will also show
you other red flags that you can use (o identify design problems (1°d be happy to hear
about these).

When applying the ideas from this book, it's imporant to use maderation and
discretion. Every rule has its exceplions, and every principic has its limits. If you take
any design idea (0 its extreme, you will probably end up in a bad place. Beautiful
designs reflect a balance between compeling ideas and appruaches. Scveral chapters
have sections titled “Taking it too far.” which dexcribe how (0 recognize when you are
overdoing a good thing.

::\Imosl all of the examples in this book are in Java or C++. and much of the dis-
cussion Is in terms of designing classes in an object-otiented language. However. the
ideas apply in other domains as well. Almost all of the ideas related to methods can

also be applied to functions in a language without object-oriented features. such as
C. The design Ideas also apply (o modules other than classes, such as subsysiems of
network services.

With this background, let’s discuss in more detail what causes complexity. and how
(o make software systems simpler.



Chapter 2

The Nature of Complexity

This book is abour how 10 design sofiware sysiems 10 minimize their complexity. The
firs: siep is 10 undersiand the enemy. Exacily whai is “complexity”? How can you iell
if a sysiem is unnecessarily complex? Whai causes sysiems 10 become complex? This
chapier will address 1those questions a1 a high level; subsequeni chapiers will show you
how 10 recognize complexity ai a lower level. in ierms of specific struciural features.

The ability 10 recognize complexity is a crucial design skill. It allows you 10 iden-
1ify problems before you invesi a lo of effort in them, and i1 allows you 10 make good
choices among alieratives. i is easier 10 1ell whether a design is simple than i1 is 10
creaie a simple design. bui once you can recognize thar a sysiem is 100 complicaled.
you can use thai ability 10 guide your design philosophy 1owards simplicity. If a de-
sign appears complicaled. iry a differem approach and sce if 1thai is simpler. Over
1ime, you will notice thar certain icchniques 1end 10 resuli in simpler designs, while
others correlaie with complexity. This will allow you 10 produce simpler designs more
quickly.

This chapier also lays our some basic assumpiions thai provide a foundaiion for
the resi of 1he book. Later chapiers 1ake the maierial of this chapier as given and use i
10 jusiify a variery of refinemems and conclusions.

2.1 Complexity detined

For 1he purposes of this book, I define “complexity™ in a praciical way. Complexity
is anything related to the structure of a software system that makes it hard to
understand and modify the system. Complexity can 1ake many forms. For example,
it might be hard 10 undersiand how a piece of code works: i1 mighi 1ake a lot of effort

5



The Nature of Complexity

to implement a small improvement. or it might not be clear which pans of the system
must be modified to make the improvement; it might be diflicult to lix one bug without
introducing another. If a softwarc system is hard to understand and modify, then it is
complicated; if it is easy to understand and modify, tben it is simple.

You can also think of complexity in terms of cost and benefit. In a complex system,
it takes a lor of work to implemen: even small improvements. In a simple sysiem, larger
improvements can be implemented with less effort.

Complexity is what a developer expericnces at a particular point in 1ime when
trying to achieve a particular goal. It doesn’t necessanily relate to the overall size or
functionality of the system. Pcople often use the word “complex” to describe large
systems with sophisticated features, but if such a system is casy to work on, then, for
the purposes of this book, it is not complex. Of course, almost all large and sophisti-
cated software systems are in fact hard to work on, so they also meet my delinition of
complexity, but this need not necessarily be the case. It is also possible for a small and
unsophisticated system to be quitc complex.

Complexity is determined by the activitics that are most common. If a system
has a few parts that are very complicated, but thosc parts almost never need 10 be

touched, then they don’t have much impact on the overall complexity of the sysiem.
To characterize this in a crude mathematical way:

C = ZC,.[,.
r

The overall complexity of a system (C) is determined by the complexity of cach
part p (Cp) weighted by the fraction of time developers spend working on that pan
(tp). Isolating complexity in a place where it will never be scen is almost as good as
eliminating the complexity entirely.

Complexity is more apparent to readers than writers. If you write a piece of code
and it seems simple to you, but other people think it is complex, tben it is complcx.
When you find yourself in situations like this, it's worth probing tbe otber developers
to find out why the code seems complex to them; there are probably some interesting
lessons to learn from the disconnect betwecn your opinion and theirs. Your job as a

developer is not just to create code that you can work with easily. but to create code
that others can also work with easily.
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2.2 Symptoms of complexity

Complexity manifests itself in three general ways, which are described in the para-
graphs below. Each of these manifestations makes it harder to carry out development
tasks.

Change amplification: The first symptom of complexity is that a seemingly sim-
ple change requires code modifications in many different places. For example, con-
sider a Web site containing several pages, each of which displays a banner with a
background color. In many early Web sites, the color was specified explicitly on each
page, as shown in Figure 2.1(a). In order to change the background for such a Web site,
a developer might have to modify every existing page by hand; this would be nearly
impossible for a large site with thousands of pages. Fortunately, modern Web sites
use an approach like that in Figure 2.1(b), where the banner color is specified once
in a central place, and all of the individual pages reference that shared value. With
this approach, the banner color of the entire Web site can be changed with a single
modification. One of the goals of good design is to reduce the amount of code that
is affected by each design decision, so design changes don’t require very many code
modifications.

Cognitive load: The second symptom of complexity is cognitive load, which
refers to how much a developer needs to know in order to complete a task. A higher
cognitive load means that developers have to spend more time learning the required
information, and there is a greater risk of bugs because they have missed something
important. For example, supposc a function in C allocates memory, returns a pointer
to that memory. and assumes that the caller will free the memory. This adds to the
cognitive load of developers using the function; if a developer fails to free the mem-
ory. there will be a memory leak. If the system can be restructured so that the caller
doesn’t need to worry about frecing the memory (the same module that allocates the
memory also takes responsibility for freeing it), it will reduce the cognitive load. Cog-
nitive load arises in many ways, such as APIs with many methods, global variables.
inconsistencies, and dependencies between modules.

System designers sometimes assume that complexity can be measured by lines of
code. They assume that if one implementation is shorter than another, then it must be
simpler; if it only takes a few lines of code to make a change, then the change must be
easy. However. this view ignores the costs associated with cognitive load. I have seen
frameworks that allowed applications to be written with only a few lines of code, but it
was extremely difficult to figure out what those lines were. Sometimes an approach
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Figure 2.1: Each page in a Web site displays a colored banner. In (a) the background color for

the banner is specified explicitly in each page. In (b) a shared variable holds 1he back ground
color and each page references that variable. In (c) some pages display an additional color for

cmphasis, which is a darker shade of the banner background color: if the hackground color
changes. the emphasis color must also change.

that requires more lines of code is actually simpler, because it reduces cognitive
load.

Unknown unknowns: The third symptom of complexity is that it is not obvious
which pieces of code must be modified to complete a task, or what information a
developer must have to carry out the task successfully. Figure 2.1(c) illustraies this
problem. The Web site uses a central variable to detcrmine the banner background
color, so it appears to be easy to change. However, a few Web pages usc a darker shade
of the background color for emphasis, and that darker color is specificd explicitly in the
individual pages. If the background color changes, then the the emphasis color must
change to match. Unfortunately, developers are unlikely to realize this, so they may
change the central bannerBg variable without updating the emphasis color. Even if a
developer is aware of the problem, it won't be obvious which pages use the emphasis
color, so the developer may have to search every page in the Web sitc.

Of the three manifestations of complexity, unknown unknowns are the worst. An
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unknown unknown means that there is something you need to know, but there is no
way for you to find out what it is, or even whether there is an issue. You won't find out
about it until bugs appear after you make a change. Change amplification is annoying,
but as long as it is clear which code needs to be modified, the system will work once
the change has been completed. Similarly, a high cognitive load will increase the cost
of a change, but if it is clear which information to read, the change is still likely to
be correct. With unknown unknowns, it is unclear what to do or whether a proposed
solution will even work. The only way to be certain is to read every line of code in the
system, which is impossible for systems of any size. Even this may not be sufficient,
because a change may depend on a subtle design decision that was never documented.

One of the most important goals of good design is for a system to be obvious. This
is the opposite of high cognitive load and unknown unknowns. In an obvious system, a
developer can quickly understand how the existing code works and what is required to
make a change. An obvious system is one where a developer can make a quick guess
about what to do, without thinking very hard, and yet be confident that the guess is
correct. Chapter 18 discusses techniques for making code more obvious.

2.3 Causes of complexity

Now that you know the high-level symptoms of complexity and why complexity makes
software development difficult, the next step is to understand what causes complexity,
so that we can design systems to avoid the problems. Complexity is caused by two
things: dependencies and obscuriry. This section discusses these factors at a high
level; subsequent chapters will discuss how they relate to lower-level design decisions.

For the purposes of this book, a dependency exists when a given piece of code can-
not be understood and modified in isolation; the code relates in some way to other code,
and the other code must be considered and/or modified if the given code is changed.
In the Web site example of Figure 2.1(a), the background color creates dependencies
between all of the pages. All of the pages need to have the same background, so if the
background is changed for one page. then it must be changed for all of them. Another
example of dependencies occurs in network protocols. Typically there is separate code
for the sender and recciver for the protocol, but they must each conform to the proto-
col; changing the code for the sender almost always requires corresponding changes at
the receiver, and vice versa. The signature of a method creates a dependency between
the implementation of that method and the code that invokes it: if a new parameter is
added to a method, all of the invocations of that method must be modified to specify

9
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that parameter.

Dependencies are a fundamental pant of software and can’t be comtpletcly elimi-
nated. In fact. we intentionally introduce dependencies as pan of the sofiware design
process. Every time you wrilc a new class you creale dependencics around the APL
for that class. However, one of the goals of software design is to reduce the number
of dependencies and to make the dependencies that rematn as simple and obvious as
possible.

Consider the Web silc example. In the old Web sitc with the background specifted
separately on each page, all of the Web pages were dependent on cach other. The new
Web sitc fixed this problem by specifying the background color in a central place and
providing an API that individual pages use to retricve that color when they are ren-
dered. The ncw Web site eliminated the dependency between the pages., but it created
anew dependency around the API for retrieving the background color. Fortunately, the
new dependency is more obvious: it is clear that cach individual Web page depends on
the bannerBg color. and a developer can easily find all the places where the variable
is used by scarching for its name. Furthcrmore, compilers help to manage API depen-
dencies: if the name of the sharcd variable changes. compilation crrors will occur in
any code that still uses the old name. The new Web sitc replaced a nonobvious and
difficult-to-manage dependency with a simpler and more obvious onc.

The second cause of complexity is obscarity. Obscurity occurs when important
information is not obvious. A simple example is a variable name that is so generic
that it doesn’t carry much useful information (e.g.. time). Or, the documentation fora
variable might not specify its units, so the only way to find out is to scan code for places
where the variable is used. Obscurity is oficn associated with dependencies. where it
is not obvious that a dependency exists. For cxample, if a new error status is added to a
system, it may be necessary to add an entry to a table holding string messages for cach
Status, but the existence of the message table might not be obvious to a programmer
looking at the status declaration. Inconsistency is also a major contributor to obscurity:
if the same variable name is used for two different purposcs. it won't be obvious to
developers which of these purposes a particular variable scrves.

In many cases, obscurity comes about because of inadequate documentation; Chap-
ter 13 deals with this topic. However, obscurity is also a design issue. If a systéem has a
clean and obvious design. then it will need less documentation. The nced for extensive
documentation is often a red flag that the design isn’t quite right. The best way to
reduce obscurity is by simplifying the system design.

Together, dependencies and obscurity account for the threc manifestations of com-

10
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plexity described in Section 2.2. Dependencies lead to change amplification and a high
cognitive load. Obscurity creates unknown unknowns, and also contributes to cogni-
tive load. If we can find design techniques that minimize dependencics and obscurity,
then we can reduce the complexity of software.

2.4 Complexity is Incremental

Complexity isn’t caused by a single catastrophic error; it accumulates in lots of small
chunks. A single dependency or obscurity, by itself, is unlikely to affect significantly
the maintainability of a software system. Complexity comes about because hundreds
or thousands of small dependencies and obscurities build up over time. Eventually,
there are so many of these small issues that every possible change to the system is
affected by several of them.

The incremental nature of complexity makes it hard to control. It’s easy to convince
yourself that a little bit of complexity introduced by your current change is no big
deal. However, if every developer takes this approach for every change, complexity
accumulates rapidly. Once complexity has accumulated, it is hard to eliminate, since
fixing a single dependency or obscurity will not, by itself, make a big difference. In
order to slow the growth of complexity, you must adopt a zero tolerance” philosophy,
as discussed in Chapter 3.

2.5 Conclusion

Complexity comes from an accumulation of dependencies and obscurities. As com-
plexity increases, it leads to change amplification, a high cognitive load, and unknown
unknowns. As a result, it takes more code modifications to implement each new fea-
ture. In addition. developers spend more time acquiring enough information to make
the change safely and, in the worst case, they can’t even find all the information they
need. The bottom line is that complexity makes it difficult and risky to modify an
existing code base.



Chapter 3
Working Code Isn’t Enough

(Strategic vs. Tactical Programming)

One of the most important elements of good software design is the mindset you
adopt when you approach a programming task. Many organizations encourage a tac-
tical mindset, focused on getting features working as quickly as possible. However,
if you want a good design, you must take a more strategic approach where you invest
time to produce clean designs and fix problems. This chapter discusses why the strate-
gic approach produces better designs and is actually cheaper than the tactical approach
over the long run.

3.1 Tactical programming

Most programmers approach software development with a mindset I call tactical pro-
gramming. In the tactical approach, your main focus is to get something working,
such as a new leature or a bug fix. At first glance this scems totally reasonable: what
could be more important than writing code that works? However, tactical program-
ming makes it nearly impossible to produce a good system design.

The problem with tactical programming is that it is short-sighted. If you’re pro-
gramiing tactically, you’re trying to finish a task as quickly as possible. Perhaps you
have a hard dcadline. As a result, planning for the future isn’t a priority. You don’t
spend much time looking for the best design: you just want to get something working
soon. You tell yourself that it’s OK to add a bit of complexity or introduce a small
kludge or two, if that allows the current task to be completed more quickly.

This is how systems become complicated. As discussed in the previous chapter.

13
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complexity is incremental. It's not one particular thing that makes a system compli-
cated, but the accumulation of dozens or hundreds of small things. If you program
tactically, each programming task will contribute a few of these complexitics. Each
of them probably scems like a reasonable compromise in order to linish the current
task quickly. However, the complexities accumulate rapidly, especially if everyone is
programming tactically.

Before long, some of the complexities will start causing problems, and you will
begin to wish you hadn’t taken those early shortcuts. But, you will tell yourself that
it's more important to get the next feature working than to go back and relacior exist-
ing code. Refactoring may help out in the long run, but it will dclinitely slow down
the current task. So, you look for quick patches to work around any problems you en-
counter. This just creates more complexity, which then requires more patches. Pretty
soon the code is a mess, but by this point things arc so bad that it would take inonths
of work to clean it up. There’s no way your schedule can tolcrate that kind ol delay,
and fixing one or two of the problems doesn’t scem like it will make much dillerence,
S0 you just keep programming tactically.

If you have worked on a large software project for very long, I suspect you have
seen lactical programming at work and have cxperienced the problems 1har result.
Once you start down the tactical path, it’s difficult to change.

Almost every software development organization has at least onc developer who
takes lactical programming to the extreme: a factical tornado. The tactical tornado
is a prolific programmer who pumps out code far faster than others but works in a
totally tactical fashion. When it comes to implementing a quick fcature, nobody gets it
done faster than the tactical tornado. In some organizations, management treats tactical
tornadoes as heroes. However, tactical tomadoes leave behind a wake of destruction.
They are rarely considered heroes by the engincers who must work with their code
in the future. Typically, other engincers must clean up the messes lcft behind by the
tactical tornado, which makes it appear that those engineers (who are the real heroes)
are making slower progress than the tactical tornado.

3.2 Strategic programming

The first step towards becoming a good software designer is to realize that working
code isn’t enough. It’s not acceptable to introduce unnecessary complexities in order
to finish your current task faster. The most important thing is the long-term structure
of the system. Most of the code in any system is written by extending the existing codc

14
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base, so your most important job as a developer is to facilitate those future extensions.
Thus, you should not think of “working code” as your primary goal, though of course
your code must work. Your primary goal must be to produce a great design, which
also happens to work. This is strategic programming.

Strategic programming requires an investment mindset. Rather than taking the
fastest path to finish your current project, you must invest time to improve the design
of the system. These investments will slow you down a bit in the short term, but they
will speed you up in the long term, as illustrated in Figure 3.1.

Some of the investments will be proactive. For example, it’s worth taking a little
extra time to find a simple design for each new class; rather than implementing the
first idea that comes to mind, try a couple of altemative designs and pick the cleanest
one. Try to imagine a few ways in which the system might need to be changed in the
future and make sure that will be easy with your design. Writing good documentation
is another example of a proactive investment.

Other investments will be reactive. No matter how much you invest up front, there
will inevitably be mistakes in your design decisions. Over time, these mistakes will
become obvious. When you discover a design problem, don’t just ignore it or patch
around it: take a little extra time to fix it. If you program strategically, you will contin-
ually make small improvements to the system design. This is the opposite of tactical
programming, where you are continually adding small bits of complexity that cause
problems in the future.

3.3 How much to invest?

So, what is the right amount of investment? A huge up-front investment, such as
trying to design the entire system, won't be effective. This is the waterfall method,
and we know it doesn’t work. The ideal design tends to emerge in bits and pieces,
as you get experience with the system. Thus, the best approach is to make lots of
small investments on a continual basis. I suggest spending about 10-20% of your
total development time on investments. This amount is small enough that it won’t
impact your schedules significantly, but large enough to produce significant benefits
over time. Your initial projects will thus take 10-20% longer than they would in a
purely tactical approach. That extra time will result in a better software design. and you
will start experiencing the benefits within a few months. It won’t be long before you're
developing at least 10-20% faster than you would if you had programmed tactically.
At this point your investments become free: the bencefits from your past investments
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Total
Progress

Figure 3.1: A1 1he beginning, a tactical approach 10 programming will make progress more
quickly than a siralegic approach. However. complexily accumulaies more rapidly under 1he
tactical approach. which reduces produciivily. Over lime. the sirategic approach resulls in
greater progress. Note: 1his figure is intlended only as a gualitalive illusiralion: 1 am not
aware of any empirical measurements of 1he precise shapes of the curves.

will save enough time to cover the cost of future investments. You will quickly recover
the cost of the initial investment. Figure 3.1 illustrates this phenomenon.

Conversely, if you program tactically, you will finish your first projects 10-20%
faster, but over time your development speed will slow as complexity accumulates. It
won't be long before you're programming at least 10-20% slower. You will quickly
give back all of the time you saved at the beginning. and for the rest of system’s lifctime
you will be developing more slowly than if you had taken the strategic approach. If
you haven't ever worked in a badly degradcd code basc, talk to somcone who has: they
will tell you that poor code quality slows development by at least 20%..

The term technical debt is often used to describe the problems caused by tactical
programming. By programming tactically you are borrowing time (rom thc futurc:
development will go more quickly now, but more slowly later on. As with financial
debt, the amount you pay back will exceed the amount you hborrowcd. Unlike financial
debt, most technical debt is never fully repaid: you'll keep paying and paying forever.

Figure 3.1 raises an important question: where is the crossover point between the
strategic and tactical curves? In other words, how long does it take before the strategic
approach has paid for itself? Unfortunately I am not aware of any data on this topic.
and it would be difficult to perform the kind of controlled experiment needed to answer
the question in a convincing fashion. My personal opinion is that the time to payback
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is somewhere in the range of 6—18 months. This has a lot to do with developers’
memory: by the time a piece of code is a few months old, developers have forgotten
most of what was in their minds when they wrote it, so development will slow down
significantly if the code is complex. These additional costs quickly compensate for any
initial gains from strategic programming. Again, this is just my opinion, and I don’t
have any data to back it up.

3.4 Startups and investment

In some cnvironments there are strong forces working against the strategic approach.
For example. carly-stage startups feel tremendous pressure to get their early releases
out quickly. In these companies, it might seem that even a 10~20% investment isn’t
affordable. As a result, many startups take a tactical approach, spending little effort on
design and even less on cleanup when problems pop up. They rationalize this with the
thought that, if they are successful. they’ll have enough money to hire extra engineers
to clean things up.

If you are in a company leaning in this direction, you should realize that once a
code base turns to spaghetti, it is nearly impossible to fix. You will probably pay high
development costs for the life of the product. Furthermore. the payoff for good (or
bad) dcsign comes pretty quickly, so there’s a good chance that the tactical approach
won't even speed up your first product release.

Another thing to consider is that one of the most important factors for success of
a company is the quality of its engineers. The best way to lower development costs is
to hire great enginecrs: they don’t cost much more than mediocre engineers but have
tremendously higher productivity. However, the best engineers care deeply about good
design. If your code base is a wreck, word will get out, and this will make it harder
for you to recruit. As a result, you are likely to end up with mediocre engineers. This
will increase your future costs and probably cause the system structure to degrade even
more.

Facebook is an example of a startup that encouraged tactical programming. For
many years the company’s motto was “"Move fast and break things.” New engineers
fresh out of college were encouraged to dive immediately into the company’s code
base; it was normal for engineers to push commits into production in their first week
on the job. On the positive side, Facebook developed a reputation as a company that
empowered its employces. Engineers had tremendous latitude. and there were few
rules and restrictions to get in their way.
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————

Facebook has been spectacularly successful as a company, bui iis code base suf-
fered because of the company's taciical approach; much of 1the code was unsiable and
hard 10 understand, with few comments or iests, and painful 10 work with. Over 1ime
ihe company realized thai its culiure was unsustainable. Evenmually, Facebook changed
its mot10 10 "Move fasi with solid infrastruciurc™ 10 encourage ils Cngincers 10 invest
more in good design. 1 remains 10 be secn whether Facebook can successfully clean
up the problems thal accumulated over years of 1actical programiming.

In faimess 10 Facebook. I should poini our thai Facebook's code probably isn'
much worse than average among startups. Taclical programming is commonplace
among siartups; Facebook jusi happens 10 be a particularly visible cxample.

Fortunaiely, i1 is also possible 10 succeed in Silicon Vallcy with a siraicgic ap-
proach. Google and VMware grew up around the same 1ime as Faccbook. bui both
of these companies embraced a more straiegic approach. Both companics placed a
heavy emphasis on high quality code and good design. and both companics buili so-
phisticated products thai solved complex problems with reliable sofiware sysicms. The
companies’ strong technical culiures became well known in Silicon Valley. Few other
companies could compete with them for hiring 1he 10p technical 1alen.

These examples show that a company can succeed with either approach. However,

it's a lo1 more fun 10 work in a company thai cares abour sofiware design and has a
clean code base.

3.5 Concluslon

Good design doesn’s come for free. It has 10 be someihing you invesi in cominually.
so thai small problems don'1 accumulate inio big ones. Fortunaiely, good design even-
wally pays for itself. and sooner than you mighi think.

It's crucial 10 be consisien in applying the straiegic approach and 10 think of in-
vesimeni as something 10 do 10day, no1 iomorrow. When you gei in a crunch it will be
temping 10 pui off cleanups umil after the crunch is over. However. this is a slippery
slope; after the curreni crunch there will almosi certainly be another one, and another
after thai. Once you siant delaying design improvements, i1's easy for the delays 10
become' permaneni and for your culture 10 slip inio the taciical approach. The longer
you wail 10 address design problems, the bigger they become; the solutions become

more intimidaiing, which makes it eas i
\ . y to put them off even more. st effective
approach is one where ev Riskioy

e ery engineer makes continuous small invesiments in good
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Chapter 4
Modules Should Be Deep

One of the most important techniques for managing software compfexity is to design
systems so that devetopers onty need to face a smatt fraction of the overalt comptexity
at any given time. This approach is catted modular design, and this chapter presents
its hasic principtes.

4.1 Modular design

In modutar design, a software system is decomposed into a cottection of modules that
are refativety indepcndent. Modutes can take many forms, such as ctasses, subsystems,
or services. In an ideat wortd, each modute woutd be comptetety independent of the
others: a devetoper coutd work in any of the modutes without knowing anything about
any of the other modufes. In this wortd, the comptexity of a system woutd be the
compfexity of its worst modute.

Unfortunatety, this ideat is not achievabte. Modutes must work together by catting
each others’s functions or methods. As a resuft, modutes must know something ahout
each other. There witt be dependencies between the modutes: if one modute changes,
other modules may need to change to match. For example, the arguments for a method
create a dependency between the method and any code that invokes the method. If the
Tequired arguments change, all invocations of the method must be modified to conform
to the new signature. Dependencies can take many other forms, and they can be quite
subtle: as one example, a method may not function correctly unless some other method
has been invoked first. The goal of modular design is to minimize the dependencies
between modules.
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In order to identify and manage dependencics, we think ol each wodule in two
parts: an (nterface and an implementarion. The interface consists ol everything that a
developer working in a different module must know in order to use the given tnodule,
Typically, the interface describes what the module does but not how tt does it. The
implementation consists of the code that carries out the promises made by the inter-
face. A developer working in a particular module must understand the interlace and
implementation of that module, plus the interfaces of any other modules invoked by
the given module. A developer should not nced to understand the implementations of
modules other than the one he or she is working in.

Consider amodule that implements balanced trees. The module probably contains
sophisticated code for ensuring that the tree remains balanced. However, this com-
plexity is not visible to users of the module. Users see a relatively simple interface
for invoking operations to insert, remove, and fetch nodes in the tree. To invoke an
insert operation, the caller need only provide the key and value for the new node; the
mechanisms for traversing the tree and splitting nodes are not visible in the interface.

For the purposes of this book, a module is any unit of code that has an interface
and an implementation. Each class in an object-oriented programming language is a
module. Methods within a class, or functions in a language that isn't objeci-oriented,
can also be thought of as modules: each of these has an interface and an implemenia-
tion, and modular design techniques can be applicd to them. Higher-level subsysicms
and services are also modules; their interfaces may take differcnt forms, such as kerncl
calls or HTTP requests. Much of the discussion about modular design in this book
focuses on designing classes, but the techniques and concepts apply to other kinds of
modules as well.

The best modules are those whose interfaces are much simpler than their imple-
mentations. Such modules have two advantages. First. a simple interface minimizes
the f:omplexily that a module imposes on the rest of the system. Second, if a mod-
ule is modified in a way that does not change its interface, then no other module will
be affected by the modification. If a module’s interface is much simpler than its im-

pleme_mal‘lon. there will be many aspects of the module that can be changed without
affecting other modules.

4.2 What's in an interface?

The interface to0 a moQule contains two kinds of information: formal and informal.
The formal parts of an interface are specified explicitly in the code, and some of these
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can be checked for correctness by the programming language. For example, the for-
mal interface for a2 method s its signature, which includes the names and types of its
parameters, the type of its return value, and information about exceptions thrown by
the method. Most programming languages ensure that each invocation of a method
provides the right number and types of arguments to match its signature. The formal
interface for a class consists of the signatures for all of its public methods, plus the
names and types of any public variables.

Each interface also includes informal elements. These are not specified in a way
that can be understood or enforced by the programming language. The informal parts
of an interface include its high-level behavior, such as the fact that a function deletes
the file named by one of its arguments. If there are constraints on the usage of a class
(perhaps one method must be called before another), these are also part of the class's
interface. In general, if a developer needs to know a particular piece of information
in order to usc a module, then that information is part of the module’s interface. The
informal aspects of an interface can only be described using comments, and the pro-
gramming language cannot ensurc that the description is complete or accurate!. For
mos! interfaces the informal aspects are larger and more complex than the formal as-
pects.

One ol the benefits of a clearly specified interface is that it indicates exactly what
developers need to know in order to use the associated module. This helps to eliminate
the “unknown unknowns™ problem described in Section 2.2.

4.3 Abstractions

The term abstraction is closely related to the idea of modular design. An abstraction
is a simplified view of an entity, which omits unimportant details. Abstractions
are useful becausc they make it easier for us to think about and manipulate complex
things.

In modular programming. cach module provides an abstraction in the form of its
interface. The interface presents a simplified view of the module’s functionality; the

'There exisl languages. moslly in Ihe rescarch communily. where the overall behavior of a method or
funclion can be described formally using a specificalion language. The specification can be checked aulo-
malically (o cnsurc thal il macches che implemencation. An ineresing question is whether such a formal
specification could replace the informal parts of an interface. My current opinion is that an inlerface de-
scribed in English is likely 1o be more inwitive and undersandable for developers (han one wridten in a
formal wpecificalion language.
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details of the implementation are unimportant from the standpoint of the module's
abstraction, so they are omitted from the interface.

In the definition of abstraction, the word “unimponant” is crucial. The more unim-
portant details that arc omitted from an abstraction, the better. However, a detail can
only be omitted from an abstraction if it really is unimponant. An abstraction can go
wrong in two ways. First, it can include details that are not really imporntant; when this
happens, it makes the abstraction more complicated than necessary. which increases
the cognitive load on developers using the abstraction. The second error s when an
abstraction omits details that really are important. This results (n obscurity: developers
looking only at the abstraction will not have all the (nformation they need to use the
abstraction correctly. An abstraction that omits imponant details s a false abstraction:
it might appear simple, but in reality it isn't. The key to designing abstractions is to
understand what is important, and to look for designs that minimize the amount of
information that is important.

As an example, consider a file system. The abstraction provided by a lile sysem
omits many details, such as the mechanism for choosing which blocks on a storage
device to use for the data in a given file. These details are unimponant to users of the
file system (as long as the system provides adequate performance). However, some of
the details of a file system's implementation are imponant to users. Most file systcms
cache data in main memory, and they may delay writing new data to the storage device
in order to improve performance. Some applications, such as databases, nced to know
exactly when data is written through to storage, so they can ensure that data will be
preserved after system crashes. Thus, the rules for flushing data to sccondary storage
must be visible in the file system’s interface.

We depend on abstractions to manage complexity not just in programming, but
pervasively in our everyday lives. A microwave oven contains complex electronics
to convert alternating current into microwave radiation and distribute that radiation
throughout the cooking cavity. Fortunately, users see a much simpler abstraction, con-
sisting of a few buttons to control the timing and intcnsity of the microwaves. Cars
provide a sumple abstraction that allows us to drive them without understanding the

mechanisms for electrical motors, battery powcr management, anti-lock brakes, cruisc
control, and so on.

22



Modules Should Be Deep

Interface (cost:
less is better)

/ Functionality (benefit:

more is better)

l M |
Deep Module Shallow Module

Figure 4.1: Deep and shallow modules. The best modules are decp: They allow a lol of
funclionalily Io be accessed Ihrough a simple interface. A shallow module is one wilh a
relalively complex inlerface. bul nol much funclionalily: il doesn’I hide much complexily.

4.4 Deep modules

The besl modulcs are those thal provide powerful funclionalily yel have simple inler-
faces. I use The Ierm deep Io describe such modules. To visualize The nolion of deplh,
imaginc Thal each module is represenled by a rectangle, as shown in Figure 4.1. The
area of each reclangle is proportional Io The funclionalily implemenied by the module.
The Iop cdge of a reclangle represents Ihe module’s inlerface; the lenglh of Ihal edge
indicales The complexily of the inlerface. The besl modules are deep: they have a lol
of funclionalily hidden behind a simple inlerface. A deep module is a good abstraclion
because only a small fraclion of its inlernal complexily is visible Io ils users.

Module depih is a way of Thinking aboul cosl versus benefil. The benefil provided
by a module is ils funclionalily. The cosl of a module (in lerms of sysiem complex-
ity) is ils inlerface. A module’s inlerface represents the complexily thal The module
imposes on the resl of The syslem: The smaller and simpler the inlerface, the less com-
plexily that it introduces. The best modules are those with the grealesl benefil and the
leasl cosl. Inlerfaces are good. bul more. or larger. inlerfaces are not necessarily beller!

The mechanism for file /O provided by the Unix operaling syslem and ils descen-
dants. such as Linux. is a beauliful example of a deep intcrface. There are only five
basic system calls for 1/Q. with simple signatures:

""F open(const char+ path, int flags, mode_t permissions);
ssize_t read(int fd, void+ buffer, size_t count);
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ssize_t write(int fd, const voide buffer, size_t count);
off_t 1seek(int fd, off_t offset, int referencePosition);

int close(int fd);
The open system call takes a hierarchical lile name such as /a/b/c and rewrns an
integer file descriptor, which is used to reference the open lile. The other arguments
for open provide optional information such as whether the lile s being opened for
reading or writing, whether a new lile should be created if there is no existing lile. and
access permissions for the file, if a new file s created. The read and wri te system
calls transfer information between buffer arcas in the application’s memory and ihe
file; close c¢nds the access to the file. Mosh liles are accessed sequennally, so that is
the default; however, random access can be achieved by invoking the 1seek system
call to change the current access position.

A modern implementation of the Unix /O imerface requires hundreds of shousands
of lines of code, which address complex issucs such as:

* How are files represented on disk in order 10 allow efficient access?

* How are directories stored, and how are hicrarchical path names processed to

find the files they refer to?

* How are permissions enforced, so that one user cannot modify or delete another
user’s files?

* How are file accesses implemented? For example, how is functionality divided
between interrupt handlers and background code, and how do these two elements
communicate safely?

* What scheduling policies are used whcn there are concurrent acccsses to multi-
ple files?

* How can recently accessed file data be cached in memory in order to reduce the
number of disk accesses?

* How can a variety of different secondary storage devices, such as disks and flash
drives, be incorporated into a single file system?
f}ll of these issues, and many more, are handled by the Unix file system implementa-
tion; they are invisible to programmers who invoke the system calls. Implementations
of the Unix /O interface have evolved radically over the years, but the five basic kerncl
calls have not changed.

Another example of a deep module is the garbage collector in a language such as
Go or waa. This module has no interface at all; it works invisibly hehind the scenes
to reclaim unused memory. Adding garbage collection to a system actually shrinks
its overall interface, since it eliminates the nterface for freeing objects. The imple-
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mentation of a garbage collector is quite complex, but that complexity is hidden from
programmers.

Deep modules such as Unix VO and garbage collectors provide powerful abstrac-
tions because they are easy to use, yet they hide significant implementation complexity.

4.5 Shallow modules

On the other hand, a shallow module is one whose interface is relatively complex in
comparison to the functionality that it provides. For example, a class that implements
linked lists is shallow. 1t doesn’t take much code to manipulate a linked list (inserting
or delcting an element takes only a few lines), so the linked list abstraction doesn’t
hide very many details. The complexity of a linked list interface is nearly as great as
the complexity of its implementation. Shallow classes like linked lists are sometimes
unavoidablc and they can still be useful, but they don’t provide mueh leverage against
complexity.

Here is an cxtreme example of a shallow method, taken from a project in a software
design class:

private void addNullValueForAttribute(String attribute) {
data.put(attribute, null);
}

From the standpoint of managing complexity, this method makes things worse, not bet-
ter. The method offers no abstraction, since all of its functionality is visible through its
interface. For example, callers probably need to know that the attribute will be stored
in the data variable. It is no simpler to think about the interface than to think about
the full implementation. If the method is documented properly. the documentation will

®3 Red Flag: Shallow Module 98

A shallow module is one whose interface is eomplicated relative to the functional-
ity it provides. Shallow modules don’t help much in the battle against eomplexity,
becausc the benefit they provide (not having to learn about how they work inter-
nally) is negated by the cost of leaming and using their interfaces. Small modules
tend to be shallow.
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be longer than the method’s code. It even takes more keystrokes to invoke the method
than it would take for a caller to manipulate the data vanable dircctly. The method

adds complexity (in the form of a new interface for developers to learn) bur provides
no compensating benefit.

4.6 Classltis

Unfortunatcly, the value of decp classes is not widely appreciated today. The conven-
tional wisdom in programming is that classes should be small, not deep. Siudents are
often taught that the most important thing in class design is to break up larger classes
into smaller ones. The same advicc is often given about methods: “Any method longer
than N lines should be divided into multiple methods™ (N can be as low as 10). This
approach results in large numbers of shallow classes and methods. which add to overall
system complexity.

The extreme of the "classes should be small™ approach is a syndrome 1 call clas-
sitis, which stems from the mistaken view that "classes arc good. so more classes are
better.” In systems suffering from classitis. developers arc encouraged to minimize
the amount of functionality in each new class: if you want more functionality, intro-
duce more classes. Classitis may result in classes that are individually simple. but it
increases the complexity of the overall system. Small classes don’t contribute much
functionality, so there have to be a lot of them, each with its own interfacc. These inter-
faces accumulate to create tremendous complexity at the system level. Small classes

also result in a verbose programming style, due to the boilerplate required for cach
class.

4.7 Examples: Java and Unlix |/O

One of the most visible examples of classitis today is the Java class library. Thc Java
language doesn’t require lots of small classes, but a culture of classitis secms to have
taken oot in the Java programming community. For example, for many years Java de-

velopers had to create three different objects in order to open a file and read serialized
objects from it:

" FileInputStream fileStream =

new FileInputStream(fileName):
BufferedInputStream bufferedStream =

new BufferedInputStream(fi 1eStream);
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ObjectInputStream objectStream =
new ObjectInputStream(bufferedStream);
A FileInputStream object provides only rudimentary /O: it is not capable of per-
forming buffered VO. nor can it read or write serialized objects. The BufferedInput-
stream object adds buffering 1o a FileInputStream, and the ObjectInputStream
adds the ability to read and write serialized objects. The first two objects in the code
above, fileStream und bufferedStream, are never used once the file has been
opened: all future operations use objectStream.

It is particularly annoying (and error-prone) that buffering must be requested ex-
plicitly by creating a scparate BufferedInputStream object: if a developer forgets
to create this object. there will be no buffering and I/O will be slow. Perhaps the Java
developers would argue that not everyone wants to use buffering for file /O, so it
shouldn’t be built into the base mechanism. They might argue that it's better to keep
buffering scparate. so pcople can choose whether or not to use it. Providing choice
is good, but Interfaces should be designed to make the common case as simple as
possible (sce the formula on page 6). Almost every user of file O will want buffer-
ing, so it should be provided by decfault. For those few situations where buffering
is not desirable. the library can provide a mechanism to disable it. Any mechanism
for disabling buffering should be cleanly separated in the interface (for example, by
providing a different constructor for FileInputStream, or through a method that dis-
ables or replaces the buffering mechanism), so that most developers do not even need
1o be aware of its existence.

In contrast, the designers of the Unix system calls made the common case simple.
For example. they recognized that sequential VO is most common, so they made that
the default behavior. Random access is still relatively easy to do. using the 1seek
system call, but a developer doing only sequential access need not be aware of that
mechanism. If an interface has many features. but most developers only necd to be
aware of a few of them, the effective complexity of that interface is just the complexity
of the commonly uscd features.

4.8 Conclusion

By scparating the interface of a module from its implementation, we can hide the
complexity of thc implementation from the rest of the system. Users of a module negd
only understand the abstraction provided by its interface. The most important issue in
designing classes and other modules is to make them deep. so that they have simple
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- ———————

interfaces for the comman use cases, yet stiil provide sigmlicant funciionality. This
maximizes the amount of complcxzity that is cancealed.
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Chapter 5

Information Hiding (and Leakage)

Chapter 4 argued that modules should be deep. This chapter, and the next few that
follow. discuss techniques for creating deep modules.

5.1 Information hiding

One of the most important techniques for achieving deep modules is information hid-
ing. This technique was first described in a classic paper by David Parnas'. The basic
idea is that each inodule should encapsulate a few pieces of knowledge, which repre-
sent design decisions. The knowledge is embedded in the module’s implementation
but docs not appear in its interface, so it is not visible to other modules.

The information hidden within a module usually consists of details about how to
implement some mechanism. Here are some examples of information that might be
hidden within a module:

* How to store information in a B-tree. and how to access it cfficiently.

* How to identify the physical disk block corresponding to cach logical block

within a lile.

¢ How to implement the TCP network protocol.

* How to schedule threads on a multi-core processor.

* How to parse JSON documents.

The hidden information includes data structures and algorithms related to the mech-
anism. It can also include lower-level details such as the size of a page. and it can

ID‘",i,‘,‘ Pamas, “On the Criteria 10 be Used in Decomposing Sysiems inlo Modules.” Communicalions
of the ACM. December 1972,
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include higher-level concepts that are more abstract, such as an assuinptinn that mnst
files are small.

Information hiding reduces complexity in twn ways. First, it simplilies the inter-
face to a module. The interface reflects a simpler, mbre abstract view nlhhe module’s
functionality and hides the details; this reduces the cognitive Inad bn develvpers who
use the module. For instance, a developer using a B-tree class need nit worry about
the ideal fanout for nodes in the trec or how to keep the tree balanced. Second, infor-
mation hiding makes it easier to evolve the system. If a piece of information is hidden,
there are no dependencies on that information putside the mndule eontaining the infor-
mation, so a design change related to that informatipn will affect only the vne midule.
For example, if the TCP protocol changes (to introduce a new mechanism for conges-
tion control, for instance), the protncol's implementatinn will have th be midilied. but
no changes should be needed in higher-level code that uses TCP tn send and receive
data.

When designing a new module. you should think carefully about what information
can be hidden in that module. If you can hide more information, you should also be
able to simplify the module’s interface, and this makes the module deeper.

Note: hiding variables and methods in a class by declaring them private isn’t the
same thing as information hiding. Private elements can help with information hiding.
since they make it impossible for the items to be accessed directly from outside the
class. However, information about the private items can still be exposed through public
methods such as getter and setter methods. When this happens the nature and usage of
the variables are just as exposed as if the variables were public.

The best form of information hiding is when information is totally hidden within
a module, so that it is irrelevant and invisible to users of the module. However. partial
information hiding also has value. For example, if a particular feature or picce of in-
formation is only needed by a few of a class’s users, and it is accessed through separaie
methods so that it isn’t visible in the most common use cascs, then thai informaiion is

mostly hidden. Such information will create fewer dependencies than information thai
is visible to every user of the class.

5.2 Information leakage
The opposite of information hiding is information leakage. Information leakage occurs
when a design decision is reflected in multiple modules. This creates a dependency be-

tween the modules: any change to that design decision will require changes to all of the
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involved modules. If a piece of information is reflected in the interface for a module,
then by definition it has been leaked; thus, simpler interfaces tend to correlate with bet-
ter information hiding. Howcver, information can be leaked even if it doesn’t appear
in a modulc’s interface. Suppose two classes both have knowledge of a particular file
format (perhaps one class reads files in that format and the other class writes them).
Even if neither class exposes that information in its interface, they both depend on the
file format: if the format changes. both classes will need to be modified. Back-door
leakage like this is more pernicious than leakage through an interface, because it isn’t
obvious.

Information leakage is one of the most important red flags in software design. One
of the best skills you can learn as a software designer is a high level of sensitivity
to information leakage. If you encounter information leakage between classes, ask
yourself “How can I reorganize these classes so that this particular piece of knowledge
only affects a single class? If the affected classes are relatively small and closely
tied to 1he leaked information, it may make sense to merge them into a single class.
Another possible approach is to pull the information out of all of the affected classes
and create a new class that cncapsulates just that information. However, this approach
will be elfective only if you can find a simple interface that abstracts away from the
details; if the new class exposes most of the knowledge through its interface, then it
won't provide much value (you've simply replaced back-door leakage with leakage
through an interface).

5.3 Temporal decomposition

One common cause of information leakage is a design style I call temporal decompo-
sition. In temporal decomposition, the structure of a system corresponds to the time
order in which operations will occur. Consider an application that reads a file in a par-

?® Red Flag: Information Leakage 99

Information leakage occurs when the same knowledge is used in multiple places,
such as two diffcrent classes that both understand the format of a particular type
of file.
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ticular format, modifies the contents of the file, and then writes the lile out again. With
temporal decomposition, this application might be broken into thrée classes: one to
read the file, another to perform the modilications, and a third to write out the new ver-
sion. Both the file reading and file writing steps have knowledge about the lile format,
which results in information leakage. The solution s to combtine the core thechanisms
for reading and writing files into a single class. This class will get used durtvg both the
reading and writing phases of the application. It’s casy to fall into the trap ol tempo-
ral decomposition, because the order in which operations must oceur is olten on your
mind when you code. However, mos design decistons manifest themselves at several
differem times over the life of whe applicadion; as a resuby, wemporal decomposbion
ofien resubs in informaon leakage.

Order usually does mawer, so iv will be reflecied somewhere in he applicavon.
However, it shouldn’y be reflecied in the module sirucwre unless vhar siruciure is con-
sistent with information hiding (perhaps the different stages use totally differem in-
formation). When designing modules, focus on the knowledge that’s needed to
perform each task, not the order In which tasks occur.

5.4 Example: HTTP server

To illustrate the issues in information hiding, let’s consider the design decisions made
by students implementing the HTTP protocol in a software design course. s useful
10 see both the things they did well and the areas where they had problems.

HTTP is a mechanism used by Web browsers to communicate with Web servers.
When a user clicks on a link in a Web browser or submits a form. the browser usces
HTTP 10 send a request over the network to a Web server. Once the server has pro-

$8 Red Flag: Temporal Decomposition »

In temporal decomposition, execution order is reflected in the code structure: op-
erations that happen at different times are in different methods or classes. If the

same knowledge is used at different poinis in execution, it gets encoded in mulii-
ple places, resulling in information leakage.

32



Information Hiding (and Leakage)

Method URL Parameter(s) Protocol Version

| |

POST /comments/create?photo_id=246 HTTP/1.1
Host: www.example.com

User-Agent: Mozilla/5.0

Accept: text/html, */*

Accept-Language: en-us Headers
Accept-Charset: I1S0-8859-1,utf-8
Content-Length: 40

comment=what+a+cute+baby¥21&priorityslow <— Body

Figure 5.1: A POST request in the HTTP protocol consists of text sent over a TCP socket.
Each request contains an initial linc. a collection of headers terminated by an empty line.
and an optional body. The initial line contains the request type (POST is used for submitting
form data). a URL indicating an operation (/comments/create) and optional parameters
(photo_id has the value 246). and the HTTP protocol version used by the sender. Each
header linc consists of a name such as Content-Length followed by its value. For this
requesl, the body contains additional parameters (comment and priority).

cessed the request, it scnds a response back to the browser; the response normally
contains a new Web page to display. The HTTP protocol specifies the format of re-
quests and responscs. both of which are represented textually. Figure 5.1 shows a
sample HTTP rcquest describing a form submission. The students in the course were
asked to implement one or more classes to make it easy for Web servers to receive
incoming HTTP requesis and scnd responses.

5.5 Example: too many classes

The most common mistake made by students was to divide their code into a large
number of shallow classcs. which led to information leakage between the classes. One
team used two different classcs for receiving HTTP requests; the first class read the
request from the network connection into a string. and the second class parsed the
string. This is an example of a temporal decomposition (“first we read the request,
then we parse it”). Information leakage occurred because an HTTP request can't be
read without parsing much of the message: for cxample, the Content-Length header
specifies the length of the request body, so the headers must be parsed in order to
compute the total request length. As a result, both classes necded to understand most of
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the strueture of HTTP requests, and parsing eode was duplicated in both classes. This
approaeh also created extra eomplexity for callers. who had to invoke two niethods in
different elasses, in a partieular order, (o receive a request.

Because the elasses shared so much information, it would have been better to
merge them into a single elass that handles both request reading and parsing. This
provides better information hiding. since it isolates all knowledge of the request for-
mat in one elass, and it also provides a simpler interface to callers (just one method to
invoke).

This example illustrates a general theme in software design: information hiding
can often be improved by making a class slightly larger. Onc¢ reason for doing this
is to bring together all of the eode related to a panticular capability (such as parsing
an HTTP request), so that the resulting class eontains everything related to that capa-
bility. A seeond reason for inereasing the size of a class is to raise the level of the
interfaee; for example, rather than having separate methods for cach of three steps of a
eomputation, have a single method that performs the entire computation. This can re-
sultin a simpler interfaee. Both of these benefits apply in the example ol the previous
paragraph: eombining the elasses brings together all of the code related to parsing an
HTTP request, and it replaees two externally-visible methods with one. The combined
elass is deeper than the original classes.

Of course, it is possible to take the notion of larger classes too far (such as a single

class for the entire application). Chapter 9 will discuss conditions under which it makes
sense Lo separate code into multiple smaller classes.

5.6 Example: HTTP parameter handling

After an HTTP request has been received by a server, the server needs to access some
of the information from the request. The code that handles the request in Figure 5.1
might need to know the value of the photo_id parameter. Paramelers can be specified
in the first line of the request (photo_id in Figure 5.1) or, sometimes, in the body
(comment and priority in Figure 5.1). Each parameter has a name and a value. The
values of parameters use a special encoding called URL encoding; for example, in the
value for comment in Figure 5.1, "+" is used to represent a space character, and "%21"

is used instead of “!". In order to process a request, the server will need the values for
some of the parameters, and it will want them in unencoded form.

i Mosl‘ of the student projects made two good choices with respect to parameter han-
ing. First, they recognized that server applications don't care whether a parameter
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is specified in the header line or the body of the request, so they hid this distinction
from callers and merged the parameters from both locations together. Second, they
hid knowledge of URL encoding: the HTTP parser decodes parameter values before
returning them to the Web scrver, so that the value of the comment parameter in Fig-
ure 5.1 will be retumed as "What a cute baby!”, not "What+a+cute+baby%21"). In
both of these cascs, information hiding resulted in simpler APIs for the code using the
HTTP module.

However. most of the students used an interface for returning parameters that
was too shallow, and this resulted in lost opportunities for information hiding. Most
projects used an object of type HTTPRequest to hold the parsed HTTP request, and the
HTTPRequest class had a single method like the following one to return parameters:

public Map<String, String> getParams() {
return this.params;
}

Rather than retuming a single parameter, the method returns a reference to the Map
used intemally to store all of the parameters. This method is shallow, and it exposes
the internal represcntation usced by the HTTPRequest class to store parameters. Any
change to that represcntation will result in a change to the interface, which will require
modifications to all callers. When implementations are modified, the changes often
involve changes in the representation of key data structures (to improve performance,
for example). Thus, it’s important to avoid exposing intermal data structures as much
as possible. This approach also makes more work for callers: a caller must first invoke
getParams, then it must call another method to retrieve a specific parameter from the
Map. Finally, callers must realize that thcy should not modify the Map returned by
getParams, since that will affect the internal state of the HTTPRequest.

Here is a better interface for retrieving parameter values:

public String getParameter(String name) { ... }

public int getIntParameter(String name) { ... }
getParameter retums a parameter valuc as a string. It provides a slightly deeper
interface than getParams above; more importantly, it hides the intemal representation
of parameters. getIntParameter converts the value of a parameter from its string
form in the HTTP request to an integer (e.g., the photo_id parameter in Figure 5.1).
This saves the caller from having to request string-to-integer conversion separately,
and hides that mechanism from the caller. Additional methods for other data types,
such as getDoubleParameter, could be defined if needed. (All of these methods will
throw exceptions if the desired parameter doesn't exist, or if it can't be converted to
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the requested type; the exception declarations have hecn omttted tn the code above),

5.7 Example: defaults in HTTP responses

The HTTP projects also had to provide support for gencrating HTTP responses. The
most common mistake students made in this area was inadequate delaults. Fach HTTP
response must specify an HTTP protocol version; one team required callers to specify
this version explicitly when creating a response object. However, the response version
must correspond to that in the request object. and the request must already be passed
as an argument when sending the response (it indicates where to send the response).
Thus, it makes more sense for the HTTP classes to provide the response verston auto-
matically. The caller is unlikely to know what version to specify. atd if the caller does
specify a value, it probably results in information lcakage between the HTTP library
and the caller. HTTP responses also include a Date header specifying the time when
tht=“ﬂ=SP0nse was sent; the HTTP library should provide a scnsible default for this as
well.

Defaults tllustrate the principle that interfaces should be designed to makc the com-
mon case as simple as possible. They are also an example of panial information hiding:
in the normal case, the caller need not be aware of the existence of the defaulted item.
In the rare cases where a caller needs to override a default, it will have to know about
the value, and it can invoke a special method to modify it.

Whenever possible, classes should “do the right thing” without being explicitly
asked. 'De.faults are an example of this. The Java /O example on page 26 illustrates
this point in a negative way. Buffering in file /O is so universally desirable that no-
one should ever have to ask explicitly for it, or even be aware of its existence: the VO
classes should do the right thing and provide it automatically. The best features arc the

¥ Red Flag: Overexposure »

i:u:?‘:;:ﬂr:r \ sf:dmnl\:my used feature forces users to fearn about other features
¥ used, this increases the cognitive | .
rarely used features. gnitive load on users who don't need the
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ones you gel withou ¢ven knowing they exisi.

5.8 Information hiding within a class

The examples in this chapier focused on informaiion hiding as i1 relates 10 the exier-
nally visible APIs for classes, bui informaiion hiding can also be applied a1 other levels
in the system. such as within a class. Try 10 design the privaie methods within a class
so that each method encapsulales some information or capability and hides i1 from the
res1 of the class. In addition, iry 10 minimize the number of places where each insiance
variable is used. Some variables may need 10 be accessed widely across the class, bui
others may be needed in only a few places; if you can reduce the number of places
where a variable is used, you will eliminaie dependencies within ihe class and reduce
its complexity.

5.9 Taking It too far

Informaiion hiding only makes sense when ihe informaiion being hidden is not needed
ousside i1s module. If the informaiion is needed outside the module, then you musi not
hide i1. Suppose 1hai the performance of a module is affecied by certain configuration
paramciers. and tha1 differem uses of the module will require differen: senings of the
parameiers. In this case it is importani thai the parameiers are exposed in the interface
of the module. so thai they can be 1uned appropriaiely. As a sofiware designer, your
goal should be 10 minimize the amoum of informalion needed outside a module; for
example. if a module can automaiically adjusi its configuration, thai is bener than
exposing configuration parameiers. Buy, it's important 10 recognize which information
is needed ouiside a module and make sure i1 is exposed.

5.10 Concluslon

Information hiding and deep modules are closcly relaied. If a module hides a lo1 of
information, 1ha1 1ends 10 increase the amoun: of funciionality provided by the module
while also reducing its interface. This makes the module deeper. Conversely, if a
module docsn’t hide much informaiion, then either i1 doesn’1 have much funciionaliy,
or it has a complex interface: cither way, the module is shallow.
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Information Hiding (and Leakage)

When decomposing a system into modules, try not to be influenced by the orderin
which operations will occur at runtime; that will lead you down the path of temporal
decomposition, which will result in information leakage and shallow maodules. Instead,
think about the different pieces of knowledge thai are nceded 10 carry oun the tasks of
your application, and design each module to encapsulate one or a few ol those pieces
of knowledge. This will produce a clean and simple design with deep modules,
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Chapter 6

General-Purpose Modules are
Deeper

The process of teaching my software design course, in which I'm constantly trying
to identify the causcs of complexity in student code, has changed my thinking about
software design in scveral ways. The most important of these has to do with generality
versus specialization. I have found over and over that specialization leads to complex-
ity; I now think that over-specialization may be the single greatest cause of complexity
in software. Conversely, code that is more general-purpose is simpler, cleaner, and
easicr to understand.

This principle applics at many different levels in software design. When designing
modules such as classes or methods, one of the best ways to produce a deep API is
to make it general-purpose (genceral-purpose APIs result in more information hiding).
When writing detailed code. one of the most effective ways to simplify the code is
by climinating special cases. so that the common-case code handles the edge cases as
well. Eliminating special cases can also make code more efficient, as we shall sce in
Chapter 20.

This chapter discusses the problems caused by specialization and the benefits of
generality. Specialization cannot be completely eliminated. so the chapter also offers
guidclines on how to separate special-purpose code from gencral-purpose code.
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6.1 Make classes somewhat general-purpose

One of the most common decisions that you will face when designing a new class is
whether to implement it in a gcneral-purpose ar special-purpase lashion. Sume might
argue that you should take a general-purpose appraach, in which yau implement a
mechanism that can be used to address a broad rangc af prablenis, not just the ones
that are important today. In this case, the new mechanism may lind unaniicipaied uses
in the future, thereby saving time. Thc general-purpose appraach seeins consistent
with the investment mindset discussed in Chapter 3. whefe you spend a bit more time
up front to save time later on.

On the other hand, we know that it’s hard to predict the future needs of a software
system, so a general-purpose solution might include facilities 1that are never actually
needed. Furthermore, if you implement something that is too general-purpose, it might
not do a good job of solving the particular problem you have today. As a result. some
might argue that it’s better to focus on today’s necds. building just what you know
you need, and specializing it for the way you plan to use it today. 1f you take the
special-purpose approach and discover additional uses later, you can always refactor
it to make it general-purpose. The special-purpose approach seems consistent with an
incremental approach to software development.

When I first started teaching my software design course I leaned towards the second
approach (make it special-purpose to begin with), but after teaching the course a few
times I changed my mind. In reviewing student projects I noticed that general-purpose
classes were almost always better than special-purpose alternatives. What particularly
surprised me is that general-purpose interfaces are simplcr and deeper than special-
purpose ones. and they result in less code in the implementation. It tumns out that even
if you use a class in a special-purpose way, it's less work to build it in a gcneral-purpose
way. And, the general-purpose approach can save you even more time in the future. if
you reuse the class for other purposes. But general-purpose is still better even if you
don’t reuse the class.

In my experience, the sweet spot is to implement ncw modules in a somewhat
general-purpose fashion. The phrase "somewhat gencral-purposc™ mcans that the

module’s functionality should reflect your current needs, but its interface should not.
Instead, the interface should be

general enough to support multiple uses. The inter-
fTa‘:e sho!:lld be easy to use for today’s needs without being tied specifically to them.
e word "

somewha;".is important: don't get carried away and build somcthing s0
general-purpose that it is difficult to use for your current necds.
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6.2 Example: storing text for an editor

Let's consider an example from a software design class in which students were asked
1o build simple a GUI text editor. The editor had to display a file and allow users to
point, click. and type to edit the file. It also had to support multiple simultaneous views
of the same file in different windows, and it had to support multi-level undo and redo
for modifications to the file.

Each of the student projects included a class that managed the underlying text of
the file. The text classes typically provided methods for loading a file into memory,
reading and modifying the text of the file, and writing the modified text back to a file.

Many of the student teams implemented special-purpose APIs for the text class.
They knew that the class was going to be used in an interactive editor, so they thought
about the features that the editor had to provide and tailored the API of the text class
to those specific features. For example, if a user of the editor typed the backspace key,
the editor deleted the character immediately to the left of the cursor; if the user typed
the delete key, the editor deleted the character immediately to the right of the cursor.
Knowing this, some of the teams created one method in the text class to support each
of these specific features:

void backspace(Cursor cursor);

void delete(Cursor cursor);

Each of these methods takes the cursor position as its argument; a special type Cursor
represents this position. The editor also had to support a selection that could be copied
or delcted. The students handled this by defining a Selection class and passing an
object of this class to the text class during deletions:

void deleteSelection(Selection selection);

The students probably thought that it would be easier to implement the user inter-
face if thc methods of the text class corresponded to the features visible to users. In
reality, howevcr, this specialization provided little benefit for the user interface code,
and it created a high cognitive load for developers working on either the user interface
or the text class. The text class ended up with a large number of shallow methods, each
of which was only suitable for one usecr interface operation. Many of the methods, such
as delete, were only invoked in a single place. As a result, a developer working on
the user interface had to learn about a large number of methods for the text class.

This approach created information Icakage between the user interface and the text
class. Abstractions related to the user interface, such as the selection or the backspace
key, were reflected in the text class: this increased the cognitive load for developers
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working on the text class. Each new user interface operation required a new method to
be defined in the text class, so a developer working on the user mlcrfucg was likely to
end up working on the text class as well. One af the goals in class design is 1o allow

each class 10 be developed independently. but the specialized approach tied the user
interface and text classes tagether.

6.3 A more general-purpose APl

A better approach is 1o make the text class more generic. 1ts APl should be defined
only in terms of basic text features, withaut reflecting the higher-level operations that

will be implemented with it. For example, anly two methods are needed for modifying
text:

void insert(Position position, String newText);

void delete(Position start, Position end);
The first method inserts an arbitrary string at an arbitrary position within the text, and
the second method deletes all of the characters at positions greater than ar equal to
start but less than end. This API also uscs a more generic type Position instead
of Cursor, which reflects a specific user interface. The text class shauld also pro-

vide general-purpose facilities for manipulating positions within the text, such as
following:

Position changePosition(Position position, int numChars);

This method returns a new position that is a given number af characters away froma
given position. If the numChars argument is positive, the new pasitian is later in the
file than position; if numChars is negalive, the new position is befare position.
The method automatically skips to the next or previous line when necessary. With

these methods, the delete key can be implemented with the fallowing code (assuming
the cursor variable holds the current cursor posilion):

text.delete(cursor, text.changePosition(cursor, 1));
Similarly, the backspace key can be implemented as follows:
text.de]ete(text.changePosition(cursor, -1), cursor);

With the general-purpose text AP, the code to implement user interface functions
such as delete and backspace is a bit longer than with the original approach using 2
specialized lext_ APL. However, the new code is more obvious than the old code. A
developer working in the user interface module probably cares about which characters
are deleted by the backspace key. With the new code, this is obvious. With the old
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code, the developer had to go to the text class and read the documentation and/or code
of the backspace method to verify the behavior. Furthermore, the general-purpose
approach has less code overall than the specialized approach, since it replaces a large
number of special-purpose methods in the text class with a smaller number of general-
purp()SC onces.

A texi class implemented with the general-purpose interface could potentially be
used for other purposes besides an interactive editor. As one example, suppose you
were building an application that modified a specified file by replacing all occurrences
of a particular string with another string. Methods from the specialized text class, such
as backspace and delete. would have litle value for this application. However, the
general-purpose text class would already have most of the functionality needed for the
new application. All that is missing is a method to search for the next occurrence of a
given string, such as this:

Position findNext(Position start, String string);

Of course, an intcractive text cditor is likely to have a mechanism for searching and
replacing, in which case the text class would already include this method.

6.4 Generality leads to better Information hiding

The general-purposc approach provides a clcaner scparation between the text and user
interface classes. which results in better information hiding. The text class need not
be aware of specifics of the user interface, such as how the backspace key is han-
dled; these dctails arc now encapsulated in the user interface class. New user interface
features can be added without creating new supporting functions in the text class. The
general-purpose interface also reduces cognitive load: a developer working on the user
interface only needs to learn a few simplc methods, which can be reused for a variety
of purposes.

The backspace mcthod in the original version of the text class was a false abstrac-
tion. It purported to hide information about which characters are deleted, but the user
interfacc module really needs to know this; user interface developers are likely to read
the code of the backspace method in order to confirm its precise behavior. Putting
the method in the text class just makes it harder for user interface developers to get
the information they nced. One of the most important elements of software design is
determining who nceds 1o know what, and when. When the details are important, it
is better 10 make them explicit and as obvious as possible. such as the revised imple-
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mentation of the backspace operation. Hiding this information behind an inierface jusi
creates obscurity.

6.5 Questions to ask yourseif

It is easier to recognize a clean general-purpose class design than i1 is to create one.
Here are some questions you can ask yourself, which will help you to lind the right
balance between general-purpose and special-purpose for an interlace.

What is the simplest Interface that will cover all my current needs? Il you reduce
the number of methods in an APl without reducing its overall capabilitics. then you are
probably creating more general-purpose methods. The special-purpose text APl had
at Icast three methods for deleting text: backspace. delete. and deleteSelection.
The more general-purpose API had only one method for deleting text. which served
all three purposes. Reducing the number of methods makes sense only as long as the
API for each individual method stays simple: if you have to introduce lots of addi-

tional arguments in order to reduce the number of methods. then you may not really
be simplifying things.

In how many sltuations will this method be used? If a method is designed lor one
particular use, such as the backspace method. that is a red flag that it may be (00

special-purpose. See if you can replace several special-purpose methods with a single
general-purpose method.

Is this API easy to use for my current needs? This question can help you to deter-
mine when you have gone too far in making an API simple and general-purpose. If
you have to write a lot of additional eode to use a class fof your current purpose. that’s
ared flag that the interface doesn’t provide the right functionality. For example. one
approach for the text class would be to design it around single-character operations:
insert inserts a single character and delete delctes a single character. This APl is
both simple and general-purpose. However, it would not be particularly easy to usc for
a text editor: higher-level code would contain lots of loops to insert or delete ranges

gf character_s.’The single-character approach would also be inefficient for large opera-
tions. Thus it’s better for the text class to have built-in support for operations on ranges
of characters.
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6.6 Push specialization upwards (and downwards!)

Most software systems must inevitably have some code that is specialized. For ex-
ample, applications provide specific features for their users; these are often highly
specialized. Thus it isn't usually possible to eliminate specialization altogether. How-
ever, specialized code should be cleanly separated from general-purpose code. This
can be done by pushing the specialized code either up or down in the software siack.

One way to separate specialized code is to push it upwards. The top-level classes
of an application. which provide specific features, will necessarily be specialized for
those features. But this specialization need not percolate down into the lower-level
classes that are uscd to implement the features. We saw this in the editor example
earlier in this chapter. The original student implementation leaked specialized user-
interface details such as the behavior of the backspace key down into the implementa-
tion of the text class. The improved text API pushed all of the specialization upwards
into the user interface code. leaving only general-purpose code in the text class.

Sometimes the best approach is to push specialization downwards. One example
of this is device drivers. An operating system typically must support hundreds or
thousands of different device types of devices. such as different kinds of secondary
storage devices. Each of these device types has its own specialized command set. In
order to prevent specialized device characteristics from leaking into the main operating
system code. operating systems define an interface with general-purpose operations
that any secondary storage device must implement, such as “read a block™ and “write
a block™. For cach different device, a device driver module implements the general-
purposc interface using the specialized features of that particular device. This approach
pushes specialization down into tbe device drivers, so that the core of the operating
system can be written without any knowledge of specific device characteristics. This
approach also makes it casy to add new devices: if a device has enough features to
implement the device driver interface, it can be added to the system with no changes
to the main operating system.

6.7 Example: editor undo mechanism

Inthe GUI editor project, one of tbe requirements was to support multi-level undo/redo,
not just for changes to the text itself, but also for changes in the selection, insertion cur-
sor, and view. For example. if a user selects some text, deletes it, scrolls to a different
Place in the file, and then invokes undo, the editor must restore its state to what it was
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just before the deletion. This includes restoring the deleted text, selecting it again, ang
also making the selected text visible in the window.

Some of the student projects implemented the entire undo tnechanism as pant of the
text class. The text class maintained a list of all the undoable changes. It automatically
added entries 10 this list whenever the text was changed. For changes to the selection,
insertion cursor, and vicw, the user intcrface cade invoked additional methods in the
text class, which then added entries for those changes to the undo list. When undo or
redo was requesied by the user, the uscr interface code invoked a method in the text
class, which then processed the entrics in the undo list. For entrics related to text, it
updated the intemals of the text class; for entries related to other things, such as the
selection, the text class called back 1o the user interface code to carry out the undo of
redo.

This approach resulted in an awkward set of features in the text class. The core of
undofredo consists of a general-purpose mechanism for managing a list of actions that
have been executed and stepping through them during undo and redo operations. The
core was located in the text class along with special-purposc handlers that implemented
undo and redo for specific things such as text and the selection. The special-purpose
l_mdo handlers for the sclection and the cursor had nothing to do with anything else
in the text class; they resulted in information leakage between the text class and the
user interface, as well as extra methods in each module to pass undo information back
and forth. If a new sort of undoable entity were added to the system in the future, it
would require changes to the text class, including new methods specific to that entity
In addition, the general-pupose undo core had little to do with the gencral-purpose
text facilities in the class.

These problems can be solved by extracting the general-purpose core of the undof redo
mechanism and placing it in a scparate class;

public class History {
public inte rfaceActs;on {
public void redo();
public void undo();

History 0 {...}

void addAction(Act;on )
vosd addFe nce (3., 3 o L}

void undo() {...}
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void redoQ {...}

}

In this design, the History class manages a collection of objects that implement the in-
terface History .Action. Each History.Action describes a single operation, such
as a text insertion or a change in the cursor location, and it provides methods that can
undo or redo the operation. The History class knows nothing about the information
stored in the actions or how they implement their undo and redo methods. History
maintains a history list describing all of the actions executed over the lifetime of an ap-
plication, and it provides undo and redo methods that walk backwards and forwards
through the list in response to user-requested undos and redos, calling undo and redo
methods in the History .Actions.

History.Actions are special-purpose objects: each one understands a particu-
lar kind of undoable operation. They are implemented outside the History class, in
modules that understand particular kinds of undoable actions. The text class might im-
plement UndoableInsert and UndoableDelete objects to describe text insertions
and deletions. Whenever it inserts text, the text class creates a new UndoableInsert
object describing the insertion and invokes History.addAction to add it to the his-
tory list. The editor’s user interface code might create UndoableSelection and
UndoableCursor objects that describe changes to the selection and insertion cursor.

The History class also allows actions to be grouped so that, for example, a sin-
gle undo request from the user can restore deleted text, reselect the deleted text, and
reposition the insertion cursor. To implement grouping the History class uses fences,
which are markers placed in the history list to separate groups of related actions. Each
call to History. redo walks backwards through the history list, undoing actions until
itreaches the next fence. The placement of fences is determined by higher-level code
by invoking History. addFence.

This approach divides the functionality of undo into three categories, each of which
is implemented in a different place:

* A general-purposc mechanism for managing and grouping actions and invoking

undo/redo operations (implemented by the History class).

* The specifics of particular actions (implemented by a variety of classes, each of

which undersiands a small number of action 1ypes).

* The policy for grouping actions (implemented by high-level user interface code

to provide 1he righ1 overall application behavior).
Each of these categories can be implemented without any understanding of the other
categorics. The Hi story class docs not know what kind of actions are being undone; it
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could be used in a variety of applications. Each action class understands only a single
kind of action, and neither the History class nor the action classes needs to be aware
of the policy for grouping actions.

The key design decision was the one that separated the gencral-purpose part of
the undo mechanism from the special-purpuse pans, creating a separate class for the
general-purposc pant and pushing the special-purpose parts down into subclasses of
History.Action. Once that was done, the rest of the design lell out naturally.

Note: the suggestion 1o separate general-purpose code from special-purpose code
refers 1o code related to a particular mechanism. For example, special-purpose undo
code (such as code 1o undo a text insertion) should he separated from gencral-purpose
undo code (such as code to manage the history list). However, it may make sense to
combine special-purpose code for one mechanism with general-purpose code for an-
other. The text class is an example of this: it implements a gencral-purpose mechanism
for managing text, but it includes special-purpose code related to undoing. The undo
code is special-purpose because it only handles undo operatians for text modilications.
It doesn’t make sense to combine this code with the gencral-purpose undo infrastruc-

tre in the History class, but it does make scnse to put it in the text class, since itis
closely related to other text functions.

6.8 Eliminate speclal cases In code

Up until this point 1 have been discussing specialization in the context of class and
method design. Another form of specialization occurs in the code for method bodies.
in the form of special cases. Special cases can result in code that is riddlcd with if
statements, which make the code hard to understand and arc pronc to bugs. Thus.

special cases should be eliminated wherever possible. The hest way to do this is by
designing the normal case in a way that automatically handics the edge conditions
without any extra code.

In the text editor project, students had to implement a mechanism for sclecting text
and copying or deleting the selection. Most students introduced a state variable in their
selecuor! implementation to indicate whether or not the selection cxists. They probably
chose this approach because there are times when no selection is visiblc on the screen.

S0 it seemed natufal 10 represent this notion in the implementation. However. this
approach resulted in numerous ¢

approa hecks to detect the “no selection" condition and handle
it specially.

The selection handling code can be simplified by eliminating the “no selection”
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special case, SO that the selection always exists. When there is no selection visible on
the screen, it can be represented internally with an empty selection, whose starting and
ending positions are the same. With this approach, the selection management code can
be written without any checks for "no selection”. When copying the selection, if the
selection is empty then 0 bytes will be inserted at the new location; if implemented
comectly, there will be no need to check for O bytes as a special case. Similarly,
it should be possible to design the code for deleting the selection so that the empty
case is handled without any special-case checks. Consider a selection all on a single
line. To delcte the selection, extract the portion of the line preceding the selection and
concatenate it with the portion of the line following the selection to form the new line.
If the selection is cmpty. this approach will regenerate the original line.

Chapter 10 will discuss exceptions, which create many more special cases, and
how to reduce the number of places where they must be handled.

6.9 Conclusion

Unnecessary specialization, whether in the form of special-purpose classes and meth-
ods or special cases in code, is a significant contributor to software complexity. Spe-
cialization can't be climinated completely, but with good design you should be able to
reduce it significantly and separate specialized code from general-purpose code. This
will result in deeper classcs. better information hiding, and simpler and more obvious
code.
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Chapter 7

Different Layer, Different
Abstraction

Software systems are composed in laycrs, where higher layers usc the facilities pro-
vided by lower layers. In a well-designed system, cach layer provides a different
abstraction from the layers above and below it: if you follow a single operation as it
moves up and down through layers by invoking methods, the abstractions change with
each methad call. For example:

* Inafile system, the uppermost layer implements a file abstraction. A file consists

of a variable-length array of bytes, which can be updated by reading and writing
variablc-length byte ranges. The next lower layer in the file system implements
a cache in memory of fixed-size disk blocks: callers can assume that frequently
used blocks will stay in memory where they can be accessed quickly. The lowest
layer consists of device drivers. which move blocks between secondary storage
devices and memaory.
In a network transport protocol such as TCP. the abstraction provided by the top-
most layer is a stream of bytes delivered reliably from one machine to another.
This level is built on a lower level that transmits packets of bounded size between
machines on a best-cffort basis: most packets will be delivered successfully, but
some packcts may be lost or delivered out of order.

I a system contains adjacent layers with similar abstractions, this is a red ﬂag'lhal
suggests a problcm with the class decomposition, This chapter discusses situations
Where this happens, the problems that result, and how to refactor to eliminate the
problems.
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7.1 Pass-through methods

When adjaceni layers have similar absiraciions, 1he problem olien manifesis iself i
the form of pass-through metheds. A pass-ithrough meihod is one thar does linle except
invoke another method, whose signaiure is similar or idennical 10 thar of the calling
meithod. For example, a siudem project implementing a GUI 1ex1 editor comained a

class consisiing almosi cniircly of pass-through methods. Here is an exiract from that
class:

public class TextDocument ... {
private TextArea textArea;
private TextDocumentListener listener;

public Character getlLastTypedCharacter() {
return textArea.getlLastTypedCharacter();
}

public int getCursorOffset() {
return textArea.getCursorOffset();
}

public void insertString(String textTolnsert,
int offset) {

textArea.insertString(textToInsert, offset);

}

public void willlnsertString(String stringTolInsert,
int offset) {
if (listener != null) {

listener.willInsertString(this, stringTolnsert, offset);
}

93 Red Flag: Pass-Through Method 99

A pass-through method is one thai does nothing excepi pass its argumenis 10 an-

cher ﬂ.iell-ll)d, usually with the same API as the pass-through method. This 1yp-
u;ally indicaies that there is noi a clean division of responsibility beiween the
classes.
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13 of the 15 public methods in that class were pass-through methods.

Pass-through methods make classes shallower: they increase the interface com-
plexity of the class. which adds complexity, but they don’t increase the total func-
tionality of the system. Of the four methods above, only the last one has any func-
tionality, and cven there it is trivial: the method checks the validity of one vari-
able. Pass-through methaods also create dependencies between classes: if the signature
changes for the insertString method in TextArea, then the insertString method
in TextDocument will have to change to match.

Pass-through methods indicate that there is confusion over the division of respon-
sibility between classes. In the example above, the TextDocument class offers an
insertString method. but the functionality for inserting text is implemented en-
tirelyin TextArea. This is usually a bad idea: the interface to a piece of functionality
should be in the same class that implements the functionality. When you see pass-
through methods from one class to another, consider the two classes and ask yourself
“Exactly which fecatures and abstractions is each of these classes responsible for?” You
will probably notice that there is an overlap in responsibility hetween the classes.

The solution is to refactor the classes so that each class has a distinct and coherent
set of responsibilitics. Figurc 7.1 illustrates several ways to do this. One approach,
shown in Figure 7.1(b), is to exposc the lower level class directly to the callers of
the higher level class. removing all responsibility for the feature from the higher level
class. Another approach is to redistribute the functionality hetween the classes, as in
Figure 7.1(c). Finally, if the classes can’t be disentangled, the best solution may be to
merge them as in Figure 7.1(d).

In the example above, there were three classes with intertwined responsibilities:
TextDocument. TextArea. and TextDocumentListener. The student eliminated
the pass-through methods by moving methods between classes and collapsing the three
classes into just two, whosc responsibilitics were more clearly differentiated.

7.2 When is interface dupiication OK?

Having methods with the same signature is not always bad. The important thing is that
each new method should contribute significant functionality. Pass-through methods
are bad because they contribute no new functionality.

. One example where it's useful for a method to call another method with the same
signature is a dispatcher. A dispatcher is a method that uses its arguments to select
one of several other methods to invoke: then it passes most or all of its arguments to
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Figure 7.1: Pass-ihrough meihods. In (a), class C1 comains threc pass-through methods,
which do nothing but invoke methods with the same signature in C2 (cach symbol represents
a particular method signature). The pass-ihrough methods can be eliminaicd by having C1’s
callers invoke C2 direcily as in (b), by redistribwing functionality beiwcen Cl and C2 10
avoid calls between the classes as in (), or by combining the classes as in (d).

the chosen method. The signature for the dispatcher is often the same as the signature
for the methods that it calls. Even so, the dispatcher provides useful functionality: it
chooses which of scveral other methods should carry out each task.

For cxample, when a Web server receives an incoming HTTP rcquest from a Web
browser, it invokes a dispatcher that examines the URL in the incoming request and
selects a specific method to handle the request. Some URLs might be handled by re-
turning the contents of a file on disk; others might be handled by invoking a procedure
in a language such as PHP or JavaScript. The dispatch process can be quite intricate,
and is usually driven by a set of rules that are matched against the incoming URL.

It is fine for several methods to have the same signature as long as each of them
provides useful and distinct functionality. The methods invoked by a dispatcher have
this property. Another example is interfaces with multiple implementations. such as
disk drivers in an operating system. Each driver provides support for a different kind
of disk, but they all have the same interface. When several methods provide differ-
ent implementations of the same interface, it reduces cognitive load. Once you have
worked with one of these methods, it’s easier to work with the others. since you don't
need to lecarn a new intertace. Methods like this are usually in the same layer and they
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don't invoke each other.

7.3 Decorators

The decorator design pattern (also known as a "wrapper”) is one that encourages API
duplication across layers. A decorator object takes an existing object and extends its
functionality: it provides an API similar or identical to the underlying object, and its
methods invoke the methods of the underlying object. In the Java /O example from
Chapter 4, the BufferedInputStream class is a decorator: given an InputStream
object, it provides the same API but introduces buffering. For example, when its
read method is invoked to read a single character, it invokes read on the underly-
ing InputStream to read a much larger block, and saves the extra characters to satisfy
future read calls. Another example occurs in windowing systems: a Window class
implements a simple form of window that is not scrollable, and a ScrollableWindow
class decorates the Window class by adding horizontal and vertical scrollbars.

The motivation for decorators is to separate special-purpose extensions of a class
from a more generic core. However, decorator classes tend to be shallow: they intro-
duce a large amount of boilerplate for a small amount of new functionality. Decorator
classes often contain many pass-through methods. It’s easy to overuse the decorator
pattemn, creating a new class for every small new feature. This results in an explosion
of shallow classes, such as the Java /O example.

Before creating a decorator class, consider alternatives such as the following:

¢ Could you add the new functionality directly to the underlying class, rather than
creating a decorator class? This makes sense if the new functionality is rela-
tively general-purpose, or if it is logically related to the underlying class, or if
most uses of the underlying class will also use the new functionality. For ex-
ample, virtually everyone who creates a Java InputStream will also create a
BufferedInputStream, and buffering is a natural part of VO, so these classes
should have becn combined.

If the new functionality is specialized for a particular use case. would it make
sense to merge it with the usc case. rather than creating a separate class?

* Could you mergc the new functionality with an existing decorator, rather than
creating a new decorator? This would result in a single deeper decorator class
rather than multiple shallow ones.

Finally, ask yourself whether the new functionality really needs to wrap the ex-
isting functionality: could you implement it as a stand-alone class that is in-

55



Differen: Layer, Differcm Absiraciion

dependem of the base class? In the windowing exaniple. the scrollbars could
probably be implemenied separaiely from the main window, without wrapping
all of its existing funciionality.

There are occasionally siluaiions where wrappers make sense. One example is
when a sysiem uses an exiernal class whose inierface cannoi be modilied, bui the class
musi conform 10 a differem imerface in the applicaiion where o is being used. In
this case, a wrapper class can be used 10 ranslaie beiween the imerfaces. However,

situations like this are rare; there is usually a bener alienative than using a wrapper
class.

7.4 Interface versus implementation

Another application of ihe “differem layer, differen abstraction” rule is thai the in-
terface of a class should normally be differem from iis implememaiion: the repre-
sentations used iniernally should be differeni from the abstraciions thai appear in the
interface. If the iwo have similar abstractions, then the class probably isn't very deep.
For example, in the 1ex1 editor projeci discussed in Chapicr 6, mosi of the icams im-
plemented the 1exi module in terms of lines of iex1, with cach line siored separaiely.
Some of ihe ieams also designed the APIs for the texi class around lines, with methods
such as getLine and putLine. However, this made the iexi class shallow and awk-
ward 10 use. In the higher-level uscr inlerface code, it’s common 10 insert 1exi in the
middle of a line (c.g., when the user is 1yping) or 10 dclele a range of 1exi thai spans
lines. With a line-oriented API for ihe 1exi class, callers were forced 10 split and join
lines to implement the user-interface operations. This code was nontrivial and it was
duplicated and scattered across the implementation of the user interface.

The text classes were much easier o use when they provided a character-oriented
interface, such as an insert method that inserts an arbitrary string of text (which may
include newlines) at an arbitrary position in the text and a delete method that deletes
the text between two arbitrary positions in the text. Internally, the text was still rep-
resented in terms of lines. A character-oriented interface encapsulates the complexity
of line splitting and joining inside the text class, which makes the text class deeper
and simplifies higher level code that uses the class. With this approach, the text API

is quite differént from the line-oriented storage mechanism; the difference represents
valuable functionality provided by the class.
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75 Pass-through variables

Another form of API duplication across layers is a pass-through variable, which is a
variable tha is passed down through a long chain of methods. Figure 7.2(a) shows an
example from a dajacemier service. A command-line argumens describes certificates 10
use for secure communicaiion. This informaiion is only needed by a low-level method
u3, which calls a library meihod 10 open a sockes, bui i is passed down through all the
methods on the path beiween main and m3. The cert variable appears in the signature
of each of the imermediate methods.

Pass-through variables add complexity because they force all of the intermediate
methods 10 be aware of their exisience, cven though the methods have no use for
the variables. Furthermore, if a ncw variable comes inio exisience (for example, a
system is iniially buili withow support for certificaies. bui you later decide 10 add thas
support), you may have 10 modify a large number of interfaces and methods 10 pass
the variable through all of the relevam paths.

Eliminaiing pass-through variables can be challenging. One approach is 10 see if
there is already an objeci shared beiween the 10pmost and botiommost methods. In the
datacemier service cxample of Figure 7.2, perhaps there is an objeci containing other
information about neiwork communicasion. which is available 10 both main and m3.
If so, main can siore 1he certificaic informaiion in tha objec, so it needn’s be passed
through all of 1he iniervening meithods on 1he path 10 m3 (see Figure 7.2(b)). However,
if there is such an objeci, 1hen i1 may itself he a pass-through variable (how else does
m3 ger access 10 i1?).

Another approach is 10 siore 1he information in a global variable, as in Figure 7.2(c).
This avoids she need 10 pass 1he informasion from method 10 method, bui global vari-
ables almosi always creaic other problems. For example, global variables make i
impossible 10 create 1wo independem instances of the same system in the same pro-
cess, since accesses 10 1he global variables will conflici. It may seem unlikely thai you
would need muhiple insiances in produciion, bui they are often useful in testing.

The solwion | use mosi ofien is 10 introducc a context object as in Figure 7.2(d).
A coniexi siorcs all of she applicaiion’s global staic (anything thar would otherwise
be a pass-through variable or global variablc). Most applications have mubiple vari-
ables in their global siaie, represeming things such as configuration options, shared
Subsystems, and performance counters. There is one coniex object per instance of
the system. The context allows mubiple instances of the system 10 coexist in a single
Process. each with i1s own context.
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main(argc, argv) main(argc, argv)
ml(... cert, ...) ‘1("") g shared
‘ y object
m2(... cert, ...) m2(...) /cert
m3(... cert, ...) { m3(...) {
6r.>énSocket(cert, L) t.)bénSocket(obj.cert, L)
) )
(a) (b)
ma'in(argc:\argv) main(argc, argv)
‘ \ & timeout
miC...) global mi(...) metrics |context
‘ variable ‘ cert object
m2(...) / m2(...)
/ |\
m3(...) { m3(...) {
6|.Jén50cket(cert, ) 6;:>énSocket (context.cert, ...)

} 1.
() (d)

Figure 7.2: Possible techniques for dealing with a pass-through variable. In (a). cert is
passed through meihods m1 and m2 even though they don'1 use it. In (b), main and m3 have
shared access 10 an objecl, so the variable can be siored there insiead of passing il through
ml'and m2. In (c). cert is siored as a global variable. In (d), cert is siored in a context
object along with other sysiem-wide information, such as a timeout value and performance

counters; a reference 1o the context is stored in all objects whose methods need access 10 it.
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Unfortunately, the context will probably be needed in many places, so it can po-
tentially become a pass-through variable. To reduce the number of methods that must
pe aware of it, a reference to the context can he saved in most of the system’s major
objects. In the cxample of Figure 7.2(d), the class containing m3 stores a reference to
the context as an instance variable in its objects. When a new object is created, the
creating method retrieves the context reference from its object and passes it to the con-
structor for the new object. With this approach, the context is available everywhere,
but it only appears as an explicit argument in constructors.

The context object unifies the handling of all system-global information and elimi-
nates the nced for pass-through variables. If a new variable needs to be added, it can he
added to the context object; no existing code is affected except for the constructor and
destructor for the context. The context makes it easy to identify and manage the global
state of the system, since it is all stored in one place. The context is also convenient for
testing: test code can change the global configuration of the application by modifying
fields in the context. It would be much more difficult to implement such changes if the
system used pass-through variables.

Contexts arc far from an idcal solution. The variables stored in a context have
most of the disadvantages of global variables; for example, it may not he obvious why
a particular variable is present, or where it is used. Without discipline, a context can
turn into a huge grab-bag of data that creates nonobvious dependencies throughout the
system. Contexts may also create thread-safety issues; the hest way to avoid problems
is for variables in a context to be immutable. Unfortunately, I haven’t found a better
solution than contexts.

7.6 Conclusion

Each piece of design infrastructure added to a system, such as an interface, argument,
function, class, or definition, adds complexity, since developers must learn about this
clement. In order for an clement to provide a net gain against complexity, it must
eliminate some complexity that would be present in the absence of the design element.
Otherwise, you are better off implementing the system without that particular element.
For example, a class can reduce complexity by encapsulating functionality so that users
of the class necdn’t be aware of it. .
_The "differcnt layer, differcnt abstraction™ rule is just an application of this idea: if
different laycrs have the same abstraction, such as pass-through methods or decorators,
then there’s a good chance that they haven't provided enough benefit to compensate for
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the additional infrastructure they represent. Similarly, pass-through arguments require
each of several methods to be awure of their existence (which adds to complexity)
without contributing additional functionality.
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Chapter 8

Pull Complexity Downwards

This chapier introduces another way of thinking aboul how 10 creaie deeper classes.
Suppose thai you are developing a new module. and you discover a piece of unavoid-
able complexity. Which is bener: should you ler users of 1he module deal with 1he
complexily, or should you handle 1he complexity iniemally within the module? If 1he
complexily is relaied 10 1he funciionalily provided by 1the module, then 1he second an-
swer is usually 1he righ1 onc. Mosi modules have more users than developers, so i1 is
bener for the developers 10 suffer than the users. As a module developer. you should
strive 10 make lifc as casy as possible for the uscrs of your module, even if that means
extra work for you. Anoiher way of expressing this idea is that it is more important
for a moduie to have a simpie interface than a simpie implementation.

As a developer. i1's 1cmpting to behave in the opposite fashion: solve the easy
problems and punt the hard ones to someone ¢lse. If a condition arises that you’re not
certain how 10 deal with. the casiest thing is to throw an exception and let the caller
handle it. If you are not certain what policy to implement. you can define a few con-
figuration parameters to control the policy and leave it up to the system administrator
1o figure out the best values for them.

Approaches like these will make your life easier in the short term, but they amplify
complexity, so that many people must deal with a problem. rather than just one person.
For cxample. if a class throws an exception, every caller of the class will have to deal
.wilh it. If a class exports contiguration parameters. every system administrator in every
installation will have 1o Icarn how to set them.
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8.1 Example: editor text class

Consider the class that manages the text of a lile for a GUI text editor, which wes
discussed in Chapters 6 and 7. The class provides methods to read a file from disk
into memory, query and modify the in-memory copy of the lile. and write the modified
version back to disk. When students had to implement this class, many of them chose
a line-oriented interface. with methods to read, insent. and deleie whole lines of tex.
This resulted in a simple implementation for the class. but it created complexity for
higher level software. At the level of the uscr interface, operations rarely involve
whole lines. For example. keystrokes cause individual characters to be inserted within
an existing line; copying or deleting the selection can maodily parts ol several different
lines. With the line-oriented text interface, higher-level soltware had to split and join
lines in order to implement the user interface.

A character-oriented interface such as the one described in Section 6.3 pulls com-
plexity downward. The user interface software can now insert and delete arbitrary
ranges of text without splitting and merging lines. so it becomes simpler. The imple-
mentation of the text class probably becomes more complex: if it represents the text
internally as a collection of lines, it will have to split and merge lincs to implement
the character-oriented operations. This approach is better because it encapsulates the

complexity of splitting and merging within the text class, which reduces the overall
complexity of the system.

8.2 Example: configuration parameters

Configuration parameters are an example of moving complexity upwards instead of
down. Rather than determining a particular behavior internally. a class can export a
few parameters that control its behavior, such as the size of a cache or the number
of times to retry a request before giving up. Users of the class must then specify
appropriate values for the parameters. Configuration parameters have become very
popular in systems today; some systems have hundreds of them.

Advocates argue that configuration parameters are good because they allow users
10 tune the system for their particular requirements and workloads. In some situations
it is hard for low-level infrastructure code to know the best policy to apply. whereas
users are much more familiar with their domains. For instance, a user might know
that SOmE requests are more time-critical than others, so it makes sense for the user
o specify a higher priority for those requests. In situations like this. configuration
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parameters Can result in better performance across a broader variety of domains.

However, configuration parameters also provide an easy excuse to avoid dealing
with important issues and pass them on to someone else. In many cases, it’s difficult
or impossible for users or administrators to determine the right values for the parame-
ters. In other cases, the right values could have becn determined automatically with a
little extra work in the system implementation. Consider a network protocol that must
deal with lost packets. If it sends a request but doesn't receive a response within a
certain time period, it resends the request. One way to determine the retry interval is to
introduce a configuration parameter. However, the transport protocol could compute a
reasonable value on its own by mcasuring the response time for requests that succeed
and then using a multiple of this for the retry interval. This approach pulls complexity
downward and saves users from having to figure out the right retry interval. It has the
additional advantage of computing the retry interval dynamically, so it will adjust au-
tomatically if operating conditions change. In contrast, configuration parameters can
easily become out of date.

Thus, you should avoid configuration parameters as much as possible. Before ex-
porting a configuration parameter, ask yourself: “will users (or higher-level modules)
be able to determine a better value than we can determine here?” When you do cre-
ate configuration paramcters, sce if you can provide reasonable defaults, so users will
only need to provide values under exceptional conditions. Ideally, each module should
solve a problem complctely; configuration parameters result in an incomplete solution,
which adds to system complexity.

8.3 Taking it too far

Use discretion when pulling complexity downward: this is an idea that can easily be
overdone. An extreme approach would be to pull all of the functionality of the entire
application down into a single class, which clearly doesn’t make sense. Pulling com-
plexity down makes the most sensc if (a) the complexity being pulled down is closely
_relalcd tothe class’s cxisting functionality, (b) pulling the complexity down will result
in simplifications clsewhere in the application, and (c) pulling the complexity down
simplifics the class's interface. Remember that the goal is to minimize overall system
complexity.

Chapter 6 described how some students defined methods in the text class that re-
flected the user interface, such as a method that implements the functionality of the
backspace key. It might scem that this is good, since it pulls complexity downward.
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—_—

However, adding knowledge of 1he user interface 10 the 1ex1 class doesn’s simplify
higher-level code very much, and the uscr-inierface knowledge doesn’t relaie to (pe

core funciions of the texi class. In 1his case, pulling complexity down jusi resulied i
information leakage.

8.4 Conclusion

When developing a module, look for opportunities 10 1ake a linle bii of exira suffering
upon yourself in order to reduce the suffering of your users.



Chapter 9
Better Together Or Better Apart?

One of the most fundamental questions in software design is this: given two pieces of
functionality, should thcy he implemented together in the same place. or should their
implementations be scparated? This question applies at all levels in a system, such as
functions, methods. classes, and services. For example, should buffering be included
in the class that provides strcam-oricented file /O, or should it be in a separate class?
Should the parsing of an HTTP request be implemented entirely in one method, or
should it be divided among multiple mcthods (or even multiple classes)? This chapter
discusses the factors to consider when making these decisions. Some of these factors
have already been discussed in previous chapters, but they will be revisited here for
completeness.

When deciding whether to combine or separate, the goal is to reduce the complex-
ity of the system as a whole and improve its modularity. It might appear that the best
way to achieve 1his goal is to divide the system into a large number of small compo-
nents: the smaller the coniponents, the simpler each individual component is likely to
be. However. the act of subdividing creates additional complexity that was not present
before subdivision:

* Some complexity comes just from the number of components: the more com-
ponents, the harder 10 keep track of them all and the harder to find a desired
component within 1he large collection. Subdivision usually results in more in-
terfaces, and every new interface adds complexity.

* Subdivision can result in additional code to manage the components. For exam-
ple, a picce of code that used a single object before subdivision might now have
10 manage multiple objects.

* Subdivision creates separation: the subdivided components will be farther apart
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than they were before subdivision, For example, methods that were together in
a single class before subdivision may be in different classes after subdivision,
and possibly in different files. Separation makes it harder for developers to see
the components at the same time, or even to be aware ol their existence. I
the components are truly independent, then scparation is good: it allows the
developer to focus on a single component at a time, without being distracted by
the other components. On the other hand, if there are dependencies between
the components, then separation is bad: developers will end up flipping back
and forth between the components. Even worse, they may not be aware of the
dependencies, which can lead to bugs.
* Subdivision can result in duplication: code that was present in a single instance
before subdivision may need to be present in each of the subdivided components.
Bringing pieces of code together is most benelicial if they are closely related. If
the pieces are unrelated, they are probably better off apart. Here are a few indications
that two pieces of code are related:
* They share information; for example, both picces of code might depend on the
syntax of a particular type of document.
They are used together: anyone using one of the pieces of code is likely to use the
other as well. This form of relationship is only compelling if it is bidirectional.
As a counter-example, a disk block cache will almost always involve a hash
table, but hash tables can be used in many situations that don’t involve block
caches; thus, these modules should be separate.
They overlap conceptually, in that there is a simple higher-level catcgory that
includes both of the pieces of code. For example, searching for a substring and
case conversion both fall under the category of string manipulation: flow control
and reliable delivery both fall under the category of network communication.
* Itis hard to understand one of the pieces of code without looking at the other.
The rest of this chapter uses more specific rules as well as examples to show when

i‘;lmakes sense to bring pieces of code together and when it makes sense to separate
em.,

9.1 Bring together if information is shared
Section S.tf introdt'nced this principle in the context of a project implementing an HTTE
server. In its first implementation, the project used two different methods in different

classes to read in and parse HTTP requests. The first method read the text of an incom-
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ing request from a network socket .tmd placed it in a string object. The second method
parsed the swring to extract the various components of the request. With this decom-
pasition, both of the methods cnded up with considerable knowledge of the format of
HTTP requests: the first method was only trying to read the request, not parse it, but
itcouldn’t identify the end of the request without doing most of the work of parsing it
(for example, it had to parse header lines in order to identify the header containing the
overall request length). Because of this shared information, it is better to both read and
parse the request in the same place; when the two classes were combined into one, the
code got shorter and simpler.

9.2 Bring together it it wiii simpiify the interface

When two or more modules are combined into a single module, it may be possible to
define an interface for the new module that is simpler or easier to use than the original
interfaces. This often happens when the original modules each implement part of the
solution to a problem. In the HTTP scrver example from the preceding section, the
original methods required an interface to return the HTTP request string from the first
method and pass it to the sccond. When the methods were combined, these interfaces
were eliminated.

In addition, when the functionality of two or more classes is combined, it may he
possible to perform some functions automatically, so that most users need not be aware
of them. The Java L/O library illustrates this opportunity. If the FileInputStream
and BufferedInputStream classes were combined and buffering were provided by
default, the vast majority of users would never even need to be aware of the existence
of buffering. A combined FileInputStream class might provide methods to disable

or replace the default buffering mechanism, but most users would not need to leam
ahout them,

9.3 Bring together to eiiminate dupiication

If you find the same pattern of code repeated over and over, see if you can reorganize
!he code to eliminate the repetition. One approach is to factor the repeated code out
ml? a separatc method and replace the repeated code snippets with calls to the method.
This approach is most effective if the repcated code snippet is long and the replacement
method has a simple signature. If the snippet is only one or two lines long, there may
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not be much benefit in replacing it with a method call. If the snippet interacts iy
complex ways with its environment (such as by accessing numerous local variables),
then the replacement method might require a complex signature (such as many pass
by-reference arguments), which would reduce its value.

Another way to eliminate duplication is to refactor the code so that the snippet in
question only needs to be executed in one place. Suppuse you are writing a method that
needs to return errors a1 several different points, and the same cleanup actions need to
be performed at each of these points before retuming (see Figure 9.1 for an example),
If the programming language supports goto, you can move the cleanup code to the
very end of the method and then goto thai snippet a1 cach of the points where an emor
return is fequired, as in Figure 9.2. Goto statements arc generally considered a bad
idea, and they can result in indecipherable code if used indiscriminately, but tbey are
uscful in situations like this where they are used to escape from nested code.

9.4 Separate general-purpose and speclal-purpose code

If a module contains a mechanism that can be used for scveral diffefent purposes,
then it should provide just that one gencral-purpose mechanism. It should not in-
clude code that specializes the mechanism for a particular use, nor should it contain
other general-purpose mechanisms. Special-purpose code associated with a general-
purpose mechanism should normally go in a different module (typically one associated
with the particular purpose). The GUI editor discussion in Chapter 6 illustrated this
principle: the best design was one where the text class provided general-purpose text
operations, while operations particular to the user interface (such as deleting the se-
lection) were implemented in the user interface module. This approach eliminated
information leakage and additional interfaces that were present in an carlier design
where the specialized user interface operations were implemented in the text class.

8 Red Flag: Repetition P9

If the same piece of code (or code that is almost the same) appears over and over
again. that's a red flag that you haven't found the right abstractions.
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switch (common->opcode) {
case DATA: {
DataHeader+ header = received->getStart<DataHeader>();
if (header == NULL) {

LOG(WARNING, "%s packet from %Xs too short (Xu bytes)",
opcodeSymbo1 (cosmon->opcode) ,
received->sender->toString(),
received->len);

return;

}

case GRANT: {
GrantHeader» header = received->getStart<GrantHeader>();
if (header == NULL) {

LOG(WARNING, "%s packet from Xs too short (Xu bytes)”,
opcodeSymbo1 (common->o0pcode),
received->sender->toString(),
received->len);

return;

}

case RESEND: {
ResendHeader+* header = received->getStart<ResendHeader>();
if (header == NULL) {

LOG(WARNING, "%s packet from Xs too short (Xu bytes)",
opcodeSymbol (cosmon->opcode) ,
received->sender->toString(),
received->len);

return;

}

!‘Tzun 9.1: This code prucesses incoming network packets of different types: for each type,
if the packet is too short for that type. a message gets logged. In this version of the code. the
LOG statement is duplicated for severai different packet types.
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switch (common->opcode) {
case DATA: {

DataHeader» header = received->getStart<DataHeader>();
if (header == NULL)
goto packetTooShort;

case.(‘JRANT: {
GrantHeader» header = received->getStart<GrantHeader>();

if (header == NULL)
goto packetTooShort;

case RESEND: {
ResendHeader+ header = received->getStart<ResendHeader>();
if (header == NULL)

goto packetTooShort;
}

packetTooShort:

LOG(WARNING, "%s packet from %s too short (%u bytes)”,
opcodeSymbo1(common->opcode),
received->sender->toString(),
received->len);

return;

Figure 9.2: A reorganizalion of the code from Figure 9.1 so thas there is only one copy of the
LOG statement.

9.5 Example: insertion cursor and selection

The next sections work through two examples that illustrate the principles discussed
above. Tn the first example the best approach is to separate the relevant pieces of code;
in the second example it is better to join them together.

The first example consists of the insertion cursor and the selection in the GUI
editor project from Chapter 6. The cditor displays a blinking vertical line indicating
where text typed by the user will appear in the document. It also displays a highligh“’d
range of characters called the selection, which is used for copying or delcting text. The
insertion cursor is always visible, but there are times when no text is selected. If the
selection exists, the insertion cursor is always positioned at onc end of it.

The selection and insertion cursor are related in some ways. For example, the
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cursor is always positioned at one end of the selection. and the cursor and selection
iend to be manipulated together: clicking and dragging the mouse sets both of them,
and 1ext insertion first delctes the selected text, if there is any, and then inserts new text
a1 the cursor position. Thus. it might seem logical to use a single object to manage both
the selection and the cursor, and one project team took this approach. The object stored
two positions in the file. along with booleans indicating which end was the cursor and
whether the selection existed.

However, the combined object was awkward. It provided no benefit for higber-
level code, since the higher-level code still nceded to be aware of the selection and
cursor as distinct cntitics. and it manipulated them separately (during text insertion,
it first invoked a method on the combined object to delete the selected text; then it
invoked another method to retrieve the cursor position in order to insert new text).
The combined object was actually more complex to implement than separate objects.
It avoided storing the cursor position as a separate entity, but instead had to store a
boolean indicating which end of the selection was the cursor. In order to retricve the
cursor position, the combined objcct had to first test the boolean and then choose the
appropriate cnd of the sclection.

In this casc, the sclection and cursor were not closely enough related to combine
them. When the code was revised to separate tbe selection and the cursor, both the
usage and the implementation became simpler. Separate objects provided a simpler
interface than a combined object from which selection and cursor information had to
be extracted. The cursor implementation also got simpler because the cursor position
was represented dircctly. rather than indirectly through a selection and a boolean. In
fact, in the revised version no special classes were used for cither the selection or the
cursor: Instcad. a new Position class was introduced to represent a location in the

” Red Flag: Special-General Mixture "

This red flag occurs when a general-purpose mechanism also contains code spe-
cialized for a particular usc of that mechanism. This makes the mechanism more
complicated and creates information leakage between the mechanism and the par-
ticular use case: future modilications to the use case are likely to require changes
o the underlying mechanism as well.
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file (a line number and character within line). The sclection was represented with twe
Positions and the cursor with one. Positions also found other uses in the project.

This example also demonstrates the benefits of a lower-level but more general-purpose
interface, which were discussed in Chapter 6.

9.6 Example: separate class for logging

The second example involved error logging in a student project. A class contained
several code sequences like the following:

try {

rpcConn = connectionPool.getConnection(dest);
} catch (I0Exception e) {

NetworkErrorLogger.10gRpcOpenError(req, dest, e);
return null;

}

Rather than logging the error at the point where it was detected, a separate method in
a special error logging class was invoked. The error logging class was dcfined at the
end of the same source filc:
priv?te static class NetworkErrorLogger {
t%

» Qutput information relevant to an error that occurs when trying
* t0 open a connection to send an RPC.

@param req

The RPC request that would have been sent through
the connection

@param dest
The destination of the RPC

@param e

The caught error

PO L I I

«/

public static void 1ogRpcOpenError(RpcRequest req.
AddrPortTuple dest, Exception e) {

logger.log(Level.WARNING, "Cannot send message: " + req +

". \n" + "Unable to find or open connection to " +
dest + " :" 4+ @);

=

The NetworkErrorLogger class contained several methods such as logRpcSendError
and 1ogRpcReceiveError, each of which logged a different kind of error.
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This separation added complexity with no benefit. The logging methods were shal-
Jow: most consisted of single line of code, but they required a considerable amount
of documentation. Each method was only invoked in a single place. The logging
methods were highly dependent on their invocations: someone reading the invocation
would most likely flip over to the logging method to make sure that the right informa-
ion was being logged: similarly, someone reading the logging method would probably
fiip over to the invocation site to understand the purpose of the method.

In this example, it would be better to climinate the logging methods and place the
logging statements at the locations where the errors were detected. This would make
the code easier to read and climinate the intcrfaces required for the logging methods.

9.7 Splitting and joining methods

The issue of when to subdivide applics not just to classes, but also to methods: are there
times when it is better to divide an existing method into multiple smaller methods? Or,
should two smaller methods be combined into onc larger onc? Long methods tend to
be more difficult to understand than shorter ones, so many people argue that length
alone is a good justification for breaking up a method. Students in classes are often
given rigid criteria, such as "Split up any method longer than 20 lines!”

However, length by itself is rarely a good reason for splitting up a method. In gen-

eral, developers tend to break up methods too much. Splitting up a method introduces
additional interfaces, which add to complexity. It also separates the pieces of the origi-
ual method, which makes the code harder to read if the pieces are actually related. You
shouldn’t break up a method unless it makes the overall system simpler: I'll discuss
how this might happen below.
_ Long methods aren’t always bad. For cxample, supposc a method contains five 20-
line blocks of codc that are executed in order. If the blocks are relatively independent,
then the method can be read and understood one block at a time: there’s not much
benefitinmoving cach of the hlocks into a separate method. If the blocks have complex
Interactions, it's even more important to kecp them together so readers can see all of
the code at once; if cach hlock is in a separatc method. readers will have to flip back
ad forth between these spread-out methods in order to understand how they work
logether. Methods containing hundreds of lines of code are fine if they have a simple
Signature and are easy to read. These methods are decep (lots of functionality, simple
Interface), which is good.

When designing methads, the most important goal is to provide clean abstractions.
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|Callers|

# ] [

)
Implementation —>!

l -‘ (rarely works) (avoid!)

(a) (b) (c) (d)

Interface

Figure 9.3: A method (a) can be spli1 cither by by exiraciing a subiask (b) or by dividing

its funcrionality into 1wo separate methods (c). A method should nor be splin if in results in
shallow methods, as in (d).

Each method should do one thing and do it completely. The mcthod should havea
simple interface, so that users don’t need to have much information in their heads in
order to use it correctly. The method should be deep: its interlace should be much sim-
pler than its implementation. If a method has all of these properties, then it probably
doesn’t matter whether it is long or not.

Splitting up a method only makes sense if it results in clcaner abstractions, overall.
There are two ways to do this, which are diagrammed in Figure 9.3. The best way is hy
factoring out a subtask into a separate method, as shown in Figure 9.3(b). The SUb_d"
vision results in a child method containing the subtask and a parent method containing
the remainder of the original method; the parent invokes the child. The interface of the
new parent method is the same as the original method. This form of subdivision makes
sense if there is a subtask that is cleanly separable from the rest ol the original methf)d.
which means (a) someone reading the child method doesn’t nced to know anything
about the parent method and (b) someone reading the parent method doesn’t need_tO
understand the implementation of the child method. Typically this means that the child
method is relatively general-purpose: it could conceivably be used by other methods
besides the parent. If you make a split of this form and then find yourself flipping back
and forth between the parent and child to understand how they work together. that isa
red flag (“Conjoined Methods™) indicating that the split was probably a bad idea.

The second way to break up a method is to split it into two separate methods,
f:ach visible to callers of the original method, as in Figure 9.3(c). This makes sens¢
if the original method had an overly complex interface because it tried to do multiple
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hings that were not closely related. If this is the case. it may be possible to divide the
method’s functionality into two or mun!: smaller methods, ca.ch of which has only a
part of the original method’s functionality. If .you make a split like this. the interface
for each of the resulting methods should be simpler than the interface of the original
method. Ideally, most callers should only need to invoke one of the two new methods;
if callers must invoke both of the new methods. then that adds complexity. which
makes it less likely that the split is a good idca. The new methods will be more focused
in what they do. It is a good sign if the ncw methods are more general-pwpase than
the original method (i.c., you can imagine using them scparaicly in other situations).

Splits of the form shown in Figure 9.3(c) don’t make scnse very often. because
they result in callers having to deal with multiple methods instead of one. When you
split this way, you run the risk of ending up with several shallow methods. as in Fig-
ure 9.3(d). If the caller has to invoke each of the separaie methods. passing state back
and forth between them. then splitting is not a good idea. If you're considering a split
like the one in Figure 9.3(¢). you should judge it based on wbether it simplifies things
for callers.

There are also situations where a system can be made simpler by joining methods
logether. For example, joining methods might replace two shallow methods with one
deeper method; it might eliminate duplication of code: it might eliminate dependencies
between the original methods, or intermediate data structures; it might result in better
encapsulation, so that knowledge that was previously present in multiple places is now
'g:claled in a single place: or it might result in a simpler interface. as discussed in

tion 9.2,

P2 Red Flag: Conjoined Methods P9

It should be possible to understand each method independently. If you can’t un-
derstand the implementation of onc method without also undersianding the imple-
Mentation of another. that's a red flag. This red flag can occur in other contexts as
well: if two pieccs of code are physically scparated, but each can only be under-
Stood by looking at the other. that is a red flag.
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9.8 A different opinion: Clean Code

In the book Clean Code', Robert Martin argues that functions should be broken up

based on length alone. He says that functions should be extremely short, and that even
10 lines is too long:

The first rule of functions is that they should be small. The second rule of
functions is that rhey should be smaller than that.... Blocks within if statements,
else statements, while statements, and so on should be one line long. Probably
that line should be a function call.... This also implies that tunctions should not be
large enough to hold nested structures. Therefore. the indent level of a function

should not be greater than one or two. This, of course. makes the functions easier
to read and understand.

I agree that shorter functions are generally casier to understand than longer ones. How-
ever, once a function gets down to a few dozen lines, further reductions in size are
unlikely to have much impact on readability. A more important issuc is: does breaking
up a function reduce the overall complexity of the system? 1n other words, is it easier
to read several short functions and understand how they work together than it is to read
one larger function? More functions mcans more interfaces to document and learn.
If functions are made too small, they lose their indcpendence. resulting in conjoined
functions that must be read and understood together. When this happens, then it’s bet-
ter to keep the larger function, so all of the related code is one place. Depth is more

important than length: first make functions dcep, then try to make them short enough
to be casily read. Don’t sacrifice depth for length.

9.9 Conciusion

The decision to split or join modules should be based on complexity. Pick the structure

that results in the best information hiding, the fewest dependencies. and the deepest
interfaces.

! Clean Code, Robert C. Martin, Pearson Education, Inc., Boslon. MA 2009
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Chapter 10

Define Errors Out Of Existence

Exception handling is one of the worst sources of complexity in software systems.
Code that deals with special conditions is inherently harder to write than code that
deals with normal cases. and developers often define exceptions without considering
how they will be handled. This chapter discusses why exceptions contribute dispro-
portionately to complexity. then it shows how to simplify exception handling. The key
overall lesson from this chapicer is to reduce the number of places where exceptions
must be handled; in some cases the semantics of operations can be modificd so that the
normal behavior handles all situattons and there is no exceptional condition to report
(hence the title of this chapter).

101 Why exceptions add complexity

Tuse the term exception (o refer to any uncommon condition that alters the normal flow
of control in a program. Many programming languages includc a formal cxception
mechanism that allows exceptions to be thrown by lower-level code and caught by
enclos.mg code. However. exceptions can occur even without using a formal exception
reporting mechanism. such as when a method returns a special valuc indicating that
Wdidn't complete its normal hehavior. All of these forms of cxceptions contribute to
complexity.
A particular picce of code may encounter cxceptions in scveral diffcrent ways:
: A caller may provide had arguments or configuration information. . )
An invoked method may not be able to complete a requested operation. For
example. an 1/0) operation may fail, or a required resource may not he available.
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* In adistributed system, network packets may be lost or delayed. servers may ny

respond in a timely fashion, or peers may communicate in unexpected ways,

* The code may detcct bugs, intemmal inconsistenties. or situations it is not pre-

pared to handle.
Large systems have to deal with many exceptional conditions, particularly if they are
distributed or need to be fault-tolerant. Exception handling can account lor a signifi-
cant fraction of all the code in a system.

Exception handling code is inherently more difficult to write than normal-case
code. An exception disrupts the normal flow of the code: it usually means that some-
thing didn’t work as expected and an operation cannot be completed as planned. When
an exception occurs, the programmer can deal with it in two ways. each of which can
be complicated. The first approach is to move lorward and complete the work in
progress in spite of the exception. For example. if a network packet is lost, it can be
resent; if data is corrupted, perhaps it can be recovered from a redundant copy. The
second approach is to abort the operation in progress and report the exception upwards,
However, aborting can be complicated because the exception may have occurred at a
point where systcm state is inconsistent (a data structure might have been partially ini-
tialized); the exception handling code must restore consistency. such as by unwinding
any changes made before the exception occurred.

Furthermore, exception handling code creates opportunities for more exceptions.
Consider the case of resending a lost network packet. Perhaps the packet wasn’t a-
tually lost, but was simply delayed. In this ease, resending the packet will result in
duplicate packets arriving at the peer; this introduces a new exceptional condition that
the peer must handle. Or, consider the case of recovering lost data from a redundant
copy: what if the redundant copy has also been lost? Secondary exceplions occurring
during recovery are often more subtle and complex than the primary exceptions. If an
exception is handled by aborting the operation in progress, then this must be reported
to the caller as another exception. To prevent an unending cascade of exeptions, the
developer must eventually find a way to handle exceptions without introducing more
exceplions.

Language support for exccptions tends 1o be verbose and clunky, which makes

exception handling code hard to read. For example, consider the following code, which
reads.a collection of tweets from a file using Java's support for object serialization and
deserialization:

try (
FileInputStream fileStream =
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new FilelnputStream(fileName);
gufferedInputStream bufferedStream =
new BufferedInputStream(fileStream);

ObjectInputStream objectStream =
new ObjectInputStream(bufferedStream);

for (int i = 0; 1 < tweetsPerFile; i+s) {
tweets .add((Tweet) objectStream.readObject());

}
}
catch (FileNotFoundException e) {

}
catch (ClassNotFoundException e) {

}

catch (EOFException e) {
// Not a problem: not all tweet files have full
// set of tweets.

}
catch (IOException e) {

}
catch (ClassCastException @) {

}

Just the basic try-catch boilerplate accounts for more lines of code than the code
for normal-case operation, without even considering the code that aciually handles the
exceptions. Inis hard 10 relaic she cxccption handling code to the normal-case code: for
example, it's not obvious where cach cxception is gonerated. An alicmative approach
1510 break up the code into many distinci try blocks; in the exweme casc there could
bea try for each linc of codc thar can generate an exception. This would make i) clear
where exceptions occur. bui the try blocks themselves break up the flow of the code
and make it harder 10 read: in addition. some exception handling code mighi end up
duplicated in mubiplc try blocks.

I's difficult 10 ensure thas cxception handling code really works. Some exceptions,
ch a5 VO errors, can') casily be gcneraled in a icst environment, 30 ir’s hard to test
the c@e that handles them. Exceptions don’t occur very often in running syslems, so
::I::p tlon handli.ng code rarely execuies. Bugs can go undktexied for a long time, and
" M the exception handling code is finally nceded, there's a good chance thai it won's

ork (one of my favorite sayings: "code thai hasn’s been execuied doesn't work”™).
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A recent study found that more than 90% of catastrophic failures in distributed day,
intensive systems were caused hy incorrect error handling'. When exception handijng
code fails, it's difficult to dcbug the problem. since it occum so infrequently.

10.2 Too many exceptions

Programmers exacerbate the problems related to exception handling hy defining un-
necessary exceptions. Most programmers arc taught that it’s important to detect and
report errors; they often interpret this to mean “the more crrors detected. the better”
This leads to an over-defensive style where anything that looks cven a hit suspiciousis
rejected with an exception. which results in a proliferation ol unnecessary exceptions
that increase the complexity of the system.

I made this mistake myself in the design of the Tcl scripting language. Tl contains
an unset command that can be used to remove a variable. | delined unset so thatit
throws an eror if the variahle doesn't exist. At the time | thought that it must be
a bug if someone tries to delete a variable that doesn't exist, so Tcl should repon
it. However; one of the most common uses of unset is to clcan up temporary state
created by some previous operation. It's often hard to predict exactly what state was
created, particularly if tbe operation aboried partway through. Thus, the simplest thing
is 1o delete all of the variables that might possibly have been created. The definition
of unset makes this awkward: developers end up enclosing calls to unset in catch
statements 1o catch and ignore errors thrown by unset. In retrospect, the definition of
the unset command is one of the biggest mistakes 1 made in the design of Tel.

I’s tempting to use exceptions to avoid dealing with difficult situations: rather than
figuring out a clean way to handle i, just throw an exception and punt the problem ©
the caller. Some might argue that this approach empowers callers, since it allows each
caller to handle the exception in a different way. However, if you arc having trouble
figuring out what to do for the particular situation, there's a good chance that the ca!lef
won’t know what to do either, Generating an exception in a situation like this just
passes the problem to someone else and adds to the system’s complexity.

The exceptions thrown by a class are pant of its interface: classes with lots of e
ceptions have complex interfaces, and they are shallower than classes with fewer
exceptions. An exception is a particularly complex element of an interface. Itcan

'Ding Yuan et. al,

“Simple Tesling Can Provent Most Critical Failures: An Analysis of Productos
Failures in Distributed Data-lntensive Systerme. ™ oo in Sysiem Dexigh
and Implementation ntensive Systems,” 2014 USENIX Conference on Operaling Sys
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propagate up through Sevel:al staek levels before being caught, so it affects not just the
method’s caller, but potentially also higher-level callers (and their interfaees).

Throwing cxecptions s easy; handling them is hard. Thus, the eomplexity of ex-
ceptions eomes from the exeeption handling eode. The best way to reduce the com-
plexity damage eaused by cxeeption handling s to reduce the number of places
where exceptions have to be handled. The rest of this chapter will discuss four
techniques for reducing the number of exception handlers.

10.3 Define errors out of existence

The best way to eliminate exception handling complexity ts to define your APIs so
that there are no exceptions to handle: define errors out of existence. This may seem
sacrilegtous, but it ts very effective in praetiee. Consider the Tel unset command
discussed above. Rather than throwing an error when unset is asked to delete an
unknown variable. it should have simply returned without doing anything. I should
have changed the definition of unset slightly: rather than deleting a variable, unset
should ensurc that a vartable no longer exists. With the first definition, unset can’t
do tts job I the variable doesn’t exist, so generating an exception makes sense. With
the second definition, it is perfectly natural for unset to be invoked with the name of
a variablc that docsn’t exist. In this ease, its work is already done, so it can simply
return. There is no longer an error ease to report.

104 Example: file deletion in Windows

File deletion provides another example of how errors can be defined away. The Win-
dows operating system docs not permit a file to be delcted if it is open in a process.
This is a continual source of frustration for developers and users. In order to delete
a file that is in use. the user must scarch through the system to find the process that
has the file open, and then kill that process. Sometimes uscrs give up and reboot their
system, just so they can delcte a file.

The Unix operating system defines file deletion more elegantly. In Unix, if a file
is open when it is delcted. Unix does not delete the file immediately. Instead, it marks
the file for deletion, then the delete operation returns successfully. The file name has
been removed from its directory. so no other processes can open the old file and a new
file with the same name can be created. but the existing file data persists. Processes
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that already have the file open can continue o rcad it and wrilc it normally. Once the
file has been closed by all of the accessing processes. its data is freed.

The Unix approach defines away two different kinds of crrors. First, the dele
operation no longer returns an error if the file is currently in use; the delete succeeds,
and the file will eventually be deleted. Sccond, deleting a file that’s in use does no
creale exceptions for the processes using the file. One possible approach to this prob-
lem would have been to delete the file immediately and mark all of the opens of the
file to disable them; any attempts by other processes (o read or write the deleted file
would fail. However, this approach would creatc new crrors for those processes to
handle. Instead, Unix allows them to keep accessing the lile normally: delaying the
file deletion defines errors out of existence.

It may seem strange that Unix allows a process to continue to read and write a
doomed file, but I have never encountered a situation where this caused significant
problems. The Unix definition of file deletion is much simpler to work with, both for
developers and users, than the Windows definition.

10.5 Example: Java substring method

As a final example, consider the Java String class and its subs tring method. Given
two indexes into a string, substring returns the substring starting at the character
given by the first index and ending with the character just before the second index.
However, if either index is outside the rangc of the string. thcn substring throws
IndexOutOfBoundsException. This exception is unnecessary and complicates the
use of this method. T often find myself in a situation where one or both of the indices
may be outside the range of the string. and I would like to extract all of the characters
in the string that overlap the specified range. Unfortunatcly. this requires me to check
each of the indices and round them up to zero or down to the end of the string; 3
one-line method call now becomes 5-10 lines of code.

The Java substring method would be casier to use if it performed this adjust-
ment automatically. so that it implemented the following AP: “returns the characters
of the string (if any) with index greater than o equal to beginIndex and less than
endIndex.” This is a simpfe and natural API, and it defines the IndexOutOfBounds-
Exception exception out of existence. The method's behavior is now well-defined
even if one or both of the indexes are negative, or if beginIndex is greater than
endIndex. This approach simplifies the API for the method whilc increasing it
functionality, so it makes the method deeper. Many other languages have taken the
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error-free approach; for example, Python returns an empty result for out-of-
slices.

~ When 1 argue for defining errors out of existence, people sometimes counter that
throwing errors will catch bugs: if errors are defined out of existence, won't that result
in buggier software? Perhaps this is why the Java developers decided that substri ng
should throw exceptions. The error-ful approach may catch some bugs, but it also
increases complexity. which results in other bugs. In the error-ful approach, devel-
opers must write additional code to avoid or ignore the errors, and this increases the
likelihood of bugs; or, they may forget to write the additional code, in which case un-
expected errors may be thrown at runtime. In contrast, defining errors out of existence
simplifies APls and it reduces the amount of code that must be written.

Overall, the best way to reduce bugs is to make software simpler.

range list

10.6 Mask exceptions

The second technique for reducing the number of places where exceptions must be
handled is exception masking. With this approach, an exceptional condition is detected
and handled at a low level in the system, so that higher levels of software need not
be aware of the condition. Exception masking is particularly common in distributed
systems. For instance. in a network transport protocol such as TCP, packets can be
dropped for various reasons such as corruption and congestion. TCP masks packet
loss by resending lost packets within its implementation, so all data eventually gets
through and clients are unaware of the dropped packets.

A more controversial cxample of masking occurs in the NFS network file system.
If an NFS file server crashes or fails to respond for any reason, clients reissue their
requests to the server over and over again until the problem is eventually resolved. The
low-level file system code on the client does not report any exceptions to the invoking
application. The operation in progress (and hence the application) just hangs until
the operation can complete successfully. If the hang lasts more than a short time, the
NFS client prints messages on the user’s console of the form “NFS server xyzzy not
responding still trying.”

NES users ofien complain about the fact that their applications hang while waiting
for an NFS server 10 resume normal operation. Many people have suggested that NFS
should abort operations with an exception rather than hanging. However, reporting
exceptions would make things worse. not better. There’s not much an application can
do if it loses access to its liles. One possibility would be Tor the application to retry
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the file operation, but this would still hang the application, and it's easier 1o perfom
the retry in one place in the NEFS layer, rather than at every lile system call in every
application (a compiler shouldn’t have to worry about this!). The other alternative
for applications to abort and retum crrors to their callers. 1ts unlikely that the callers
would know what to do either, so they would abort as well, resulting in a collapse of
the user’s working environment. Users still wouldn’t be able to get any work done
while the file server was down, and they would have to restart all of their applications
once the file server came back to life.

Thus, the best alternative is for NFS to mask the errors and hang applications. With
this approach, applications don’t need any code to deal with scrver problems, and they
can resume seamlessly once the server comes back to life. 11 users get tired of waiting,
they can always abort applications manually.

Exception masking doesn’t work in all situations, but it is a powerful tool in the
situations where it works. It results in deeper classes, since it reduces the class’s in-
terface (fewer exceptions for users to be aware of) and adds functionality in the form

of the code that masks the exception. Exception masking is an cxample of pulling
complexity downward.

10.7 Exception aggregation

The third technique for reducing complexity related to exceptions is exception aggre-
gation. The idea behind exception aggregation is to handle many cxceptions with 2
single piece of code: rather than writing distinct handlers for many individual excep-
tions, handle them all in one place with a single handler.

Consider how to handle missing parameters in a Web server. A Web server imple-
ments a collection of URLs. When the server receives an incoming URL. it dispatches
to a URL-specific service method to process that URL and generate a response. The
URL contains various parameters that are used to generate the response. Each ser:
vice method will call a lower-level method (let’s call it getParameter) to extract the
parameters that it needs from the URL. If the URL does not contain the desired param-
eter, getParameter throws an exception.

When students in a software design class implemented such a server, many of them
wrapped each distinct call to getParameter in a separate exception handler to cach
NoSuchParameter exceptions, as in Figure 10.1. This resulted in a large number of
handlers, all of which did essentially the same thing (generate an error response).
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handleUr1:

ry {

e getParmeter("photo_id")
} catch (NoSuchParameter e) {
}
wy {

... getParameter(“"message")

} é;éch (NoSuchParameter e) {

}...

Dispatcher:
G
handleUril(...);
} else if (...) {

handleuria(...);

} else if (...) {
handleurl3(...);
} else if (...)
)
handleUr2: handieUr3:
try ( try {

... getParameter(“user_id")
} catch (NoSuchParameter e) {
}

--. getParameter("login")
} catd\ (NoSuchParameter e) {
y
try {

... getParameter("password")
1 catch (NoSuchParameter e) {
}

Figure 10.1: The code at the 10p dispaiches 10 one of several methods in a Web server, each
of which handles a particular URL. Each of those methods (bottom) uses paramelers from the
incoming HTTP request. In this figure, there is a separate exception handler for each calt to
getParameter: this results in duplicated code.

A better approach is to aggregatc the exceptions. Instead of catching the excep-
tions in the individual service methods, let them propagate up to the top-level dispatch
method for the Web scrver, as in Figure 10.2. A single handler in this method can
catch all of the exceptions and gencrate an appropriate error response for missing pa-

rameters.

The aggregation approach can be taken even further in the Web example. There are
many other errors besides missing parameters that can occur while processing a Web
Page; for examplc. a parameter might not have the right syntax (the service method
expected an integer. but the value was "xyz"), or the user might not have permission for
the requested operation. In each case, the error should result in an error response; the
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Dspatcher.
try {
(f C...)(
handleUrll(...
} else (f (...)
handleUrl2(..
} else 1f (...)
handleUrl3(..
} else (f (...)

)i
{
BN
(
2

}
} catch (NoSuchParameter e) (
send error response;

handleUri1: h_andloUrI2: handleUr3:
... getParameter(“photo_1d")| |... getParameter(“user_{d™)| |... getParameter("login")
... getParameter("message”) ... getParameter("password")

Figure 102: This code is functionally equivalen( to Figurc 10.1. bu( exception han-
dling has been aggregaled: a single exception handler in the dispaicher caiches all of the
NoSuchParameter exceptions from all of (he URL-specific methods.

errors differ only in the error message to include in the response (“parameter ‘quantiy'
not present in URL" or “bad value 'xyz' for ‘quantity’ parameter; must be positive
integer”). Thus, all conditions resulting in an crror response can be handled with 2
single top-level exception handler. The error message can be generated at the time the
exception is thrown and {ncluded as a variable in the exception record; for example,
getParameter will generate the “parameter 'quantity’ not present {n URL" mafs?ge.
The top-level handler extracts the message from the exception and {ncorporates it info
the error response.

The aggregation described in the preceding paragraph has good properties from the
standpoint of encapsulation and information hiding. The top-level exception handler
encapsulates knowledge about how to generate error responses, but it knows notf-
{ng about specific errors; it just uses the error message provided in the exception-
The getParameter method encapsulates knowledge about how to cxtracta parameter
from a URL, and it also knows how to describe extraction errors in a human-readable
form. These two pieces of information are closely related, so it makes sense for them
to be in the same place. However, getParameter knows nothing about the syntaX of
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an HTTP error response. As new functionality is added to the Web server, new meth-
ods like getParameter may be created with their own errors. If the new methods
throw exceptions in the same way as getParameter (by generating exceptions that
inherit from the same superclass and including an error message in each exception),
they can plug into the existing system with no other changes: the top-level handler will
automatically generate error responses for them.

This example illustrates a generally-useful design pattern for exception handling.
If a system processes a series of requests, it’s useful to define an exception that aborts
the current request, cleans up the system’s state, and continues with the next request.
The exception is caught in a single place near the top of the system’s request-handling
loop. This exception can be thrown at any point in the processing of a request to
abort the request; different subclasses of the exception can he defined for different
conditions. Exceptions of this type should he clearly distinguished from exeeptions
that are fatal to the entire system.

Exception aggregation works best if an exception propagates several levels up the
stack before it is handled: this allows more exceptions from more methods to be han-
dled in the same place. This is the opposite of exception masking: masking usually
works best if an cxception is handled in a low-level method. For masking, the low-
level method is typically a library method used by many other methods, so allowing
the exception to propagate would increase the number of places where it is handled.
Masking and aggregation are similar in that both approaches position an exception
handler where it can catch the most exceptions, eliminating many handlers that would
otherwise need to be created.

Another example of exception aggregation occurs in the RAMCloud storage sys-
tem for crash recovery. A RAMCloud system consists of a collection of storage servers
that keep multiple copics of each object. so the system can recover from a variety of
failures. For example, if a scrver crasbes and loses all of its data, RAMCloud recon-
structs the lost data using copies stored on other servers. Errors can also happen on a
smaller scale; for cxample, a server may discover that an individual object is corrupted.

RAMCloud does not have separate recovery mechanisms for each different kind
of error. Instcad, RAMCloud “promotes” many smaller errors into larger ones. RAM-
Cloud could, in principle, handle a corrupied object by restoring that one object from
abackup copy. However, it doesn’t do this. Instead, if it discovers a corrupted object it
crashes the server containing the object. RAMCloud uses this approach because crash
Tecovery is quite complex and this approach minimized the number of different recov-
ery mechanisms that had to be created. Creating a recovery mechanism for crashed
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servers was unavoidable, so RAMCloud uses the same inechanistn for other kinds of
recovery as well. This reduced the amount of code that had to be written, and it glso
meant that server crash recovery gets invoked more often. As a result. bugs in recovery
are more likely to be discovered and fixed.

One disadvantage of promoting a corrupted object into a server crash is that it
increases the cost of recovery considerably. This is not a problem in RAMCloud,
since object corruption is quite rare. However, error promotion may not make sense
for errors that happen frequently. As onc example. it would not be practical 10 crash a
server anytime one of its network packets is lost.

One way of thinking about exception aggregation is that it replaces several special-
purpose mechanisms, each tailored for a particular situation. with a single general-
purpose mechanism that can handle multiple situations. This provides another illustra-
tion of the benefits of gencral-purposc mechanisms.

10.8 Just crash?

The fourth technique for reducing complexity related to cxception handling is to crash
the application. In most applications there will be certain errors that are not worth
trying 10 handle. Typically, these errors are difficult or impossible to handie and don't
occur very often. The simplest thing to do in response 10 these crrors is (o print diag-
nostic information and then abort the application.

One example is “out of memory" errors that occur during storage allocation. Con-
sider the malloc function in C, which returns NULL if it cannot allocate the desired
block of memory. This is an unfortunate behavior, hecause it assumes that every sin-
gle caller of malloc will check the return value and 1ake appropriate action if there
is no memory. Applications contain numerous calls to mal1oc, so checking the result
after each call would add significant complexity. If a programmer forgets the check
(which is fairly likely), then the application will dercference a null pointer if memory
runs ou, resulting in a crash that camouflages the real problem.

_ Furthermore, there isn't much an application can do when it discovers that memory
is exhausted. In principle the application could look for unncedcd memory to free, but
il the application had unneeded memory it could already have Ireed it. which would
have prevented the out-of-memory error in the first place. Today's systems have S0
much memory that memory almost never runs out; if it does, it usually indicates a bug

::'lhe application. Thus, it rarcly make sense to try to handfe out-of-memory €mors:
IS creates 100 much compfexity for 100 fittfe benefit.
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A better approach is to define a new method ckalloc, which calls ma1] oc, checks
(he result, and aborts the application wi.lh an error message if memory s exhausted.
The application never invokes malloc directly; it always invokes ckalloc.

In newer languages such as C++ and Java, the new operator throws an exception if
memory is exhausted. There’s not much point in catching this exception, since there's
a good chance that the exception handler will also try to allocate memory, which will
also fail. Dynamically allocated memory s such a fundamental element of any modem
application that it doesn’t make sense for the application to continue if memory is
exhausted; it’s better to crash as soon as the error s detected.

There arc many other examples of errors where crashing the application makes
sense. For most programs, if an /O error occurs while reading or writing an open file
(such as a disk hard error), or if a network socket cannot be opened, there’s not much
the applicaiion can do to recover, so aborting with a clear error message is a sensible
approach. Thesc errors are tnfrequent, so they are unlikely to affect the overall usability
of the application. Aborting with an error message is also appropriate if an application
encounters an internal error such as an inconsistent data structure. Conditions like this
probably indicate bugs in the program.

Whether or not it ts acceptable to crash on a panticular error depends on the appli-
cation. For a replicated storage system, it isn’t appropriate to abort on an I/O error.
Instead, the system must usc replicated data to recover any information that was lost.
The recovery mechanisms will add considerable complexity to the program, but recov-
ering lost data s an esscntial part of the value the system provides to its users.

109 Taking it too far

Defining away exceptions. or masking them inside a module, only makes sense if the
exception information isn't necded outside the module. This was true for the examples
in this chapter. such the Tcl unset command and the Java substring method; in the
rare situations where a caller carcs about the special cases detected by the exceptions,
there are other ways for it to get this information.

However, it is possiblc to take this idea too far. In a module for network communi-
cation, a student team masked all network exceptions: if a network error occurred, the
module caugh i1, discarded i1. and continued as if there were no problem. This meant
that applications using the module had no way to find out if messages were lost or a
peer server failed: without this information. it was impossible to build robust applica-
tions. In this case. it is cssential for the module to expose the exceptions, even though
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they add complexity to the module’s interface.

With exceptions, as with many other areas in software design, you must determine
what is important and what is not important. Things that arc not important should be
hidden, and the more of them the better. But when something is impontant, it mugt be
exposed (Chapter 21 will discuss this topic in more detail).

10.10 Conclusion

Special cases of any form make codc harder to understand and increase the likelihood
of bugs. This chapter focused on exceptions, which are one of the most significant
sources of special-case code, and discussed how to reducc the number of places where
exceptions must be handled. The best way to do this is by redefining semantics to
eliminate error conditions. For exceptions that can’t be defined away. you should look
for opportunities to mask them at a low level, so their impact is limited, or aggre-
gate scveral special-case handlers into a single more generic handler. Together, these
techniques can have a significant impact on overall system complexity.



Chapter 11

Design it Twice

Designing software is hard. so it's unlikely that your first thoughts about how to struc-
ture a module or system will produce the best design. You'll end up with a much better
resultif you consider multiple options for each major design decision: design it twice.

Suppose you are designing the class that will manage the text of a file for a GUI
text editor. The first step is to define the interface that the class will present to the rest
of the editor; rather than picking the first idea that comes to mind, consider several
possibilitics. One choice is a line-oriented interface, with operations to insert, modify,
and delete whole lines of text. Another option is an interface based on individual
character insertions and deletions. A third choice is a string-oriented interface. which
operates on arbitrary ranges of characters that may cross line boundaries. You don’t
need to pin down every feature of each altemative; it’s sufficient at this point to sketch
out a few of the most important methods.

Try to pick approaches that are radically different from each other; you'll learn
more that way. Evcn if you are certain that there is only one reasonable approach,
consider a second design anyway,. no matter how bad you think it will be. It will be
instructive to think about the weaknesses of that design and contrast them with the
features of other designs.

After you have roughed out the designs for the alternatives, make a list of the pros
and cons of each one. The most important consideration for an interface is ease of
use for higher level software. In the example above. both the line-oriented interface
and the character-oriented interface will require extra work in software that uscs the
text class. The line-oriented interface will require higher level software to split and
join lines during partial-line and multi-line operations such as cutting and pasting the
selection. The character-oriented interface will require loops to implement operations
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thar modify more than a single characier. I is also worth considering other faciors:

« Does one aliernaiive have a simpler interface than anoher? In ihe 1ex) example,
all of the 1ex1 imerfaces are relalively simple.

« Is one imerface more general-purpose 1than another?

* Does one interface enable a more cfficient implemeniation than another? I the
1ex1 example, the characier-oricnied approach is likely 10 be significanily slower
than the orhers, because i1 requires a scparaie call in1o 1the 1ex1 module for each
characier.

Once you have compared alicrnative designs, you will be in a bener position 1o
idenify the besi design. The besi choice may be one of 1the aliernaiives, or you may
discover thal you can combine feaiures of mubiiple alicrnarives inio a new design that
is bener than any of the original choices.

Somerimes none of the aliernaiives is particularly anraciive; when this happens,
see if you can come up with additional schemes. Use 1he problems you ideniified with
the original aliernarives 10 drive the new design(s). If you were designing ihe texi class
and considered only the line-orienied and characier-oricnied approaches, you migh
notice 1har each of the aliernaiives is awkward becausc i1 requires higher level soft-
ware 10 perform additional 1ex1 manipulaiions. Thar’s a red flag: if 1here’s going to
be a 1exi class, it should handle all of the 1ex1 manipularion. In order 10 eliminaie
the additional tex1 manipulations, the 1ex1 interface needs 10 maich more closely the
operations happening in higher level sofiware. These operations don’1 always come:
spond 10 single characiers or single lines. This line of reasoning should lead you 102
range-oriented API for iex, which eliminaies the problems with the carlier designs.

The design-i--iwice principle can be applied a1 many levels in a sysiem. Fora
module, you can use 1his approach firsi 10 pick 1he inicerface. as described above. Then
You can apply i1 again when you are designing the implemeniation: for ihe 1exi class,
you might consider implemeniations such as a linked lis1 of lines, lixed-size blocks of
characiers, or a "gap buffer." The goals will be differem for the implementarion than
for the interface: for the implementation, the mos: importani things are simplicity and
performance. I1's also useful 10 explore muliiple designs a1 higher levels in the sysiem
such as when choosing feaures for a user interface, or when decomposing a sysiem
fnio major modules. In each case, ir's easier 10 idemify the besi approach if you can
compare a few aliernarives.
sud?::'f"c'l‘;is" ;:)Vl:c;l does not need 10 take a lo1 of extra time. For a smaller ml:fil:
This is a Sma",amouma();fm')l need more than an hour or two 10 consu.lcr allcmfll le:

ume compared 10 the days or wecks you will spend imp
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menting the class. The initial design expcﬁmen§ will probably result in a significantly
better design, which will more tha'n pay f.or. l.he time spent designing it twice. For larger
modules you'll spend more time in the initial design explorations, but the implemen-
tation will also take longer, and the benefits of a better design will also be higher.

I have noticed that the design-it-twice principle is sometimes hard for really smart
people to embrace. When the'y are gl"owing up, smart people discover that their first
quick idea about any problem is sufficient for a good grade; there is no need to consider
a second or third possibility. This tends to result in bad work habits. However, as
these people get older, they get promoted into environments with harder and harder
problems. Eventually, everyone reaches a point where your first ideas are no longer
good enough; if you want to get really great results, you have to consider a second
possibility, or perhaps a third, no matter how smart you are. The design of large
software systems falls in this category: no-one is good enough to get it right with their
first try.

Unfortunately, I often sece smart people who insist on implementing the first idea
that comes to mind, and this causes them to underperform their true potential (it also
makes them frustrating to work with). Perhaps they subconsciously believe that “smart
people get it right the first time,” so if they try multiple designs it would mean they are
not smart after all. This is not the case. It isn’t that you aren’t smart; it's that the
problems are really hard! Furthermore, that’s a good thing: it’s much more fun to
work on a difficult problem where you have to think carefully, rather than an easy
problem where you don’t have to think at all.

The design-it-twice approach not only improves your designs, but it also improves
your design skills. The process of devising and comparing multiple approaches will
teach you about the Tactors that make designs better or worse. Over time, this will
make it easicr for you to rule out bad designs and hone in on really great ones.
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Chapter 12

Why Write Comments? The Four
Excuses

In-code documentation plays a cructal role tn software design. Comments are cssential
to help developers understand a system and work efficiently. but the role of comments
goes beyond this. Documentation also plays an important role in abstraction: without
comments, you can’'t hide complexity. Finally, the process of writing comments, if
done correctly, will actually improve a system’s design. Conversely, a good soft-

ware design loses much of its value if it is poorly documented.
Unfortunately, this view is not universally shared. A significant fraction of produc-

tion code contains essentially no comments. Many developers think that comments
are a waste of time; others sec the value in comments, but somehow never get around
to writing them. Fortunately, many development teams recognize the value of doc-
umentation, and it fecls like the prevalence of these teams is gradually increasing.
However, even in teams that encourage documentation, comments are often viewed as
_d“'dge work and many developers don’t understand how to write them, so the result-
Ing documentation is often mediocre. Inadequate documentation creates a huge and
unnccessary drag on software development.

In this chapter I will discuss the excuses developers use to avoid writing comments,
ﬂ“{i the reasons why comments really do matter. Chapter 13 will then describe how to
Wwrite good comments and the next few chapters after that will discuss related issues
such as choosing variable names and how to use documentation (o improve a system’s
design. | hope these chapters will convince you of three things: good c()mmf:n(s can
make a big difference in the overall quality of software: it isn't hard to write good
tomments; and (this may be hard to believe) writing comments can actually be fun.
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When developers don’t write comments, they usually justify their behavior wiy,
one or more of the following excuses:

* “Good code is self-documenting.™

* “I don’t have time to writc comments.”

* "“Comments get out of date and become mislcading.”

* “The comments | have scen are all worthless: why bother?”
In the sections below | will address cach of these excuses in turn.

12.1 Good code is self-documenting

Some people believe that if code is written well, it is so obvious that no comments are
needed. This is a delicious myth, like a rumor that ice cream is good for your health:
we'd really like to believe it! Unfortunately. it's simply not true. To be sure, there are
things you can do when writing code to reduce the need for comments, such as choos-
ing good variablec names (see Chapter 14). Nonetheless, there is still a significant
amount of design information that can't be represented in code. For cxample, onlya
small part of a class's interface, such as the signatures of its mcthods, can be specified
formally in the code. The informal aspects of an interface, such as a high-level de-
scription of what each method docs or the meaning of its result, can only be described
in comments. There are many other cxamples of things that can’t be described in the
code, such as the rationale for a particular design decision. or the conditions under
which it makes sense 10 call a panticular method.

Some developers argue that if others want tn know what a method does, they should
just read the code of the method: this will be more accurate than any comment. Is
possible that a reader could deduce the abstract interface of the method by reading
its code. but it would be time-consuming and painful. In addition, if you write code
with the expectation that users will read method implementations, you will try o make
each method as short as possible. so that it's easy 1o read. If the method does anything
nontnvial, you will break it up into several smaller methods. This will result in arlarge
number of shallow methods. Furthermore, it doesn't really make the code easier 10
read: {n order to understand the behavior of the top-level method. readers will probably

heed (o understand the behaviors of the nested methods. For large sysiems it i1

practical for users 10 read the code to learn the behavior.
Moreover, comments are fundamental to abstractions. Recall from Chapter 4 tha!
the goal of ab

an enti Pstractions is to hide complexity: an abstraction is a simplified vieW of
enttty, which preserves essential information but omits details that can safely b¢
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ignored. If users must read the code of a metbod in order to use it, then there is
g0 abstraction: all of the complexity of the method is exposed. Without comments.
the only abstraction ol a mcthod is its declaration, which specifies its name and the
names and types of its arguments and results. The declaration is missing too much
essential information to provide a uscful abstraction by itself. For example. a method
to extract a substring might have two arguments. start and end. indicating the range
of characters to extract. From the declaration alone. it isn’t possible to tell whether
the extracted substring will include the character indicated by end, or what happens
if start > end. Comments allow us to capture the additional information that callers
need, thereby completing the simplified vicw while hiding implementation details. It’s
also important that comments are written in a human language such as English; this
makes them less precise than code, but it provides more expressive power, so we can
create simple, intuitive descriptions. If you want to use abstractions to hide complexity,

camments are cssential.

12.2 |1don’t have time to write comments

I's tempting to prioritize comments lower than other development tasks. Given a
choice between adding a new featurc and documenting an existing feature, it seems
logical to choose the new feature. However, software projects are almost always under
time pressure, and there will always be things that seem higher priority than writing
comments. Thus, if you allow documentation to be de-prioritized, you'll end up with
no documentation.

The counter-argument to this excusc is the investment mindset discussed on page
I5. 1f you want a clcan software structure. which will allow you to work efficiently
over the long-term, then you must take some extra time up front in order to create that
structure. Good comments make a huge difference in the maintainability of softwure,
so the effort spent on them will pay for itself quickly. Furthermore, writing comments
needn’t take a lot of time. Ask yourself how much of your development ume you
spend typing in code (as opposed to designing. compiling, testing, etc.), assuming you
don’t include any comments: I doubt that the answer is more than 10%. Now suppose
that you spend as much time typing comments as Lyping code; this should be a safe
upper bound. With these assumptions, writing good comments won't add more tha'm
about 10% to your development time. The benefits of having good documentation will
quickly offsct this cost.

Furthermore, many of the most important comments ure those related to abstrac-
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tions, such as the top-level documentation for classes and methods., Chapter 15 4y
argue that these ecomments should be written as pan ol the design process, and that g
act of writing the documentation scTves as an itnportattt design tool that improves e
overall design. These eomments pay for themsclves tmmediately.

123 Comments get out of date and become misleading

Comments do sometimes get out of date, but this nced not be a major problem in prac-
liee. Keeping documentation up-to-date docs not requtre an cnormous effort. Large
changes to the documentation are only required if there have been large changes 1o
the eode. and the code changes will take more time than the documentation changes.
Chapter 16 discusses how to organize documentation so that it is as easy as possibleto
keep it updated after eode modifications (the key idcas are to avoid duplieated docu-
mentation and keep the documentation close to the corresponding code). Code reviews
provide a great mechanism for detecting and fixing stale comments.

12.4 All the comments | have seen are worthiess

Of the four exeuses. this is probably the one with the most merit. Every software
developer has seen eomments that provide no uscful information. and most existing
documentation is so-so at best. Fortunately. this problem is solvable; writing solid
documentation is not hard, once you know how. The next chapters will lay out
framework for how to write good documentation and maintain it over time.

12.5 Benefits of well-written comments

Now that [ have discussed (and, hopcfully. dchunked) the arguinents against writing
comments, let’s consider the benefits that you will get from good comments. The
overall idea behind comments is to capture Information that was in the mind o

:he designer but couldn’t be represented in the code. This information ranges fion
(:;;4‘"'" details, such as a hardware quirk that motivates a particularly tricky piece of
code, up to high-level concepts such as the rationale for a class. When other developes

come ificati
me along later to make modifications. the comments will allow them to work Mo
quickly and accurately,

derive Without documentation, future developers will have lq re-
O Buess at the developer's original knowledge: this will take additional T
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and there is a risk of bugs if the new developer misunderstands the original designer’s
intentions. Comments are valuable even when the original designer is the one making
the changes: if it has been more than a few weeks since you last worked in a piece of
code, you will have forgottecn many of the details of the original design.

Chapter 2 described three ways in which complexity manifests itself in software
systems:

Change amplification: a secmingly simple change requires code modifications in
many places.

Cognitive load: in order to make a change, the developer must accumulate a large
amount of information.

Unknown unknowns: it is unclear what code needs to be modified, or what infor-
mation must be considered in order to make those modifications.
Good documentation helps with the last two of these issues. Documentation can re-
duce cognitive load by providing developers with the information they need to make
changes and by making it casy for developers to ignore information that is irrelevant.
Without adequate documentation, developers may have to read large amounts of code
to reconstruct what was in the designer’s mind. Documentation can also reduce the
unknown unknowns by clarifying the structure of the system, so that it is clear what
information and code is relevant for any given change.

Chapter 2 pointed out that the primary causes of complexity are dependencies and
obscurity. Good documentation can clarify dependencies, and it fills in gaps to elimi-
nate obscurity.

The next few chapters will show you how to write good documentation. They wilt
also discuss how to integrate documentation-writing into the design process so that it
improves the design of your software.

12.6 A different opinion: comments are faliures

In his book Clean Code, Robert Martin takes a more negative view of comments:

. comments are. at best, a necessary evil. If our programming languages
were expressive enough. or if we had the talent to subtly wield those languages to
express our intent, we would not need comments very Much — perhaps net at all.

The proper use of comments is to compensate for our failure fo express our-
selves in code... Comments are always failures. We must have them because we

can’t always figure out how to express ourselves without them, but their use is not
a causc for celebration.
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I agree that good software design can reduce the need for commenis (Pmiculany
those in method bodies). But comments do not represent failures. The informatiog
they provide is quite different from that provided by code. and this information ca
be represented in code today. Code and comments are cach well-suited to the things
they represent and they cach provide impunant henctits: cven if the information iy
comments could somchow be captured in code. it's unclear that this would be an in.
provement.

One of the purposes of comments is to make it it unnccessary to read the code: for
example, instead of reading the entirc body of a method, a developer can read a shon
interface comment to get all the information they need tn order to invoke the method
Martin takes the opposite tack: he advocates replacing comments with code. Instead
of writing a comment to explain what is happening tn a block of code in a method,
Martin suggests pulling that block out into a scparate method (with no comments) and
using the name of the method as a replacement for the comment. This results in long
names such as isLeastRelevantultipleOfNextLargerPrimeFactor. Evenwih
all these words. names like this are cryptic and provide less information than a well
writien comment. And, with this approach. developers end up cffcctively retyping ihe
docwnentation for a method every time they invoke: it!

I worry that Mantin's philosophy encourages a bad attitude in programmers, where
they avoid comments 50 as not to seem like failures. This could even result in good
designers coming under false criticism: “What's wrong with your code that it requires
comments?”

Well-written comments are not failures. They increase the value of code and serve
a fundamental role in defining abstractions and managing system complexity.
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Chapter 13

Comments Should Describe
Things that Aren’t Obvious from

the Code

The reason for writing comments is that statements in a programming language can’t
capture all of the important information that was in the mind of the developer when
the code was written. Comments record this information so that developers who come
along later can easily understand and modify the code. The guiding principle for com-
ments is that comments should describe things that aren’t obvious from the code.

There are many things that aren’t obvious from the code. Sometimes it's low-level
fie_lails that aren’t obvious. For example, when a pair of indices describe a range,
It1sn°t obvious whether the elements given by the indices are inside the range or out.
Sometimes it’s not clear why code is needed, or why it was implemented in a particular
way. Sometimes there are rules the developer followed. such as "always invoke a
hcf“rc b You might be able 10 guess a rule by looking at all of the code, but this is
painful and crror-prone; a comment can make the rule explicit and clear.

-One of the most important reasons for comments is abstractions, which include a
lot ol information that isn’t obvious from the code. The idca of an abstraction is (o
provide a simple way of thinking about something. but code is so detailed that it can
b_e hard 10 sce the abstraction just from rcading the code. Comments can provide a
simpler, higher-level view (“after this method is invoked, network traffic will be tim-
Ited to maxBandwidth bytes per second™). Even if this information can be deduced by
feﬂding the code, we don't want to force users of a modute to do that: reading the code
15 'i"‘C'COnsuming and forces them to consider a lot of information that isn’t nceded to
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use the module. Developers should be able to understand the abstraction provideg
by a module without reading any code other than its externally visibie declars.
tions. The only way to do this is by supplementing the declarations with comments,

This chapter discusses what information needs to be described in comments and
how to write good comments. As you will see, good comments typically explain things
at a different level of detail than the code, which is more detailed in some situations
and less detailed (more abstract) in others.

13.1 Pick conventions

The first step in wriling comments is to decide on conventions for commenting, such
as what you will comment and the format you will use for comments. if you are
programming in a language for which tbere exists a document compilation tool, such
as Javadoc for Java, Doxygen for C++, or godoc for Go!, follow the conventions of
the tools. None of these conventions is perfect, but the tools provide enough benefits
to make up for that. if you are programming in an environment where there are no
existing conventions to follow, try to adopt the conventions from some other language
or project that is similar; this will make it easier for other developers to understand and
adhere to your conventions.

Conventions serve two purposes. First, they ensure consistency, which makes com-
ments easier to read and understand. Second, they help to ensure that you actually write
comments. If you don’t have a clear idea what you arc going to comment and how, it’s
easy 10 end up wriling no comments at all.

Most comments fall into one of the following categoriés:

Interface: a comment block that immediately preccdes the declaration of a mod-
ule such as a class, data structure, function, or method. The comment describes
the module’s interface. For a class, the comment describes the ovcrall abstraction
provided by the class. For a method or function, the comment describes its overall
Pehavior, its arguments and return value, if any. any side effects or exceptions that
It generates, and any other requirements the caller must satisfy before invoking the
method.

Data structare member: a comment next to the declaration of a ficld in a data
structure, such as an instance variable or static variable for a class.

lm!’iemell‘{‘ﬁtm comment: a comment inside the code of a method or function.
which describes how the code works internatly,
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Cross-module comment: a comment describing dependencics that cross module

boundaries.
The most important comments arc thosc in the first two categories. Every class should
have an interface comment, cvery class variable should have a comment, and every
method should have an interface comment. Occasionally, the declaration for a variable
or method is so obvious that there is nothing useful to add in a comment (getters
and setters sometimes lall in this category), but this is rare; it is casier o comment
everything rather than spend energy worrying about whether a comment is needed.
Implementation comments are often unnecessary (see Section 13.6 below). Cross-
module comments are the most rare of all and they are problematic to write, but when
they are needed they are quite important; Section 13.7 discusses them in more detail.

13.2 Don't repeat the code

Unfortunately, many comments are not particularly helpful. The most common reason
is that the comments repeat the code: all of the information in the comment can casily
be deduced from the code next to the comment. Here is a code sample that appeared

in a recent rescarch paper:

ptr_copy = get_copy(obj) # Get pointer copy

if is_unlocked(ptr_copy): ¢ Is obj free?
return obj # return current obj

if is_copy(ptr_copy): # Already a copy?
return obj # return obj

thread_id = get_thread_id(ptr_copy)
if thread_id == ctx.thread_id: # Locked by current ctx
return ptr_copy # Return copy

There is no useful information in any of these comments except for the "chked by”
comment, which suggests something about the thread that might not be obvious from
the code. Notice that these comments are at roughly the same level of detail as fhe
code: there is onc comment per line of code, which describes that line. Comments like
this are rarcly useful.

Here are more examples of comments that repeat the code:

// Add a horizontal scroll bar
hScro11Bar = new JScrol1Bar(JScrol1Bar.HORIZONTAL);
add(hScro118ar, BorderLayout.SOUTH);

// Add a vertical scroll bar
vScrol1Bar = new JScrol1Bar()Scrol1Bar.VERTICAL);
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add(vScrol1Bar, BorderLayout.EAST);

// Initialize the caret-position related values
caretX = 0;

caretY = 0;

caretMeaX = null;

None of these comments provide any value. For the lin iwo comments, the code i
already clear enough that i doesn'i really need commenis: in the shird case, a commen
mighi be useful, bui the curreni comment doesn ‘i provide cnough deiail o be helpful,

After you have wriiten a commeni. ask yourselfl the following question: could
someone who has never seen the code wriie the commen jusi by looking ai the code
nexi jo the commeni? If the answer is yes, as in the examples above. then the comment
doesn'i make the code any casicr {0 understand. Commcnis like these are why some
people think thai comments arc worthless.

Another common mistake is jo use the same words in the commeni thai appearin
the name of the eniiy being documented:
/*

+ Obtain a normalized resource name from REQ.
*/

private static String() getNormalizedResourceNames(
HTTPRequest req) ...

/*

+ Downcast PARAMETER to TYPE.

+/

private static Object downCastParameter(String parameter,
String type) ...

/*
+ The horizontal padding of each line in the text.

+/

98 Red Flag: Comment Repeats Code | o2

If the informasion in a commeni is already obvious from ihe code nexi 10 the com-
nu:;l'mt‘e n the commen isn’y helpful. One example of ihis is when the comment
Same words thai make up the name of the thing it is descrihing.
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private static final int textHorizontalPadding = 4;

These comments just take the words from the method or variable name, perhaps add a
few words from argument names and types, and form them into a sentence. For exam-
ple, the only thing in the second comment that isn’t in the code is the word “to™! Once
again. these comments could be written just by looking at the declarations, without
any understanding the methods of variables: as a result, they have no value.

At the same time, there is important information that is missing from the com-
ments: for example, what is a “normalized resource name”, and what are the elements
of the array rcturned by getNormalizedResourceNames? What does “downcast™
mean? What are the units of padding. and is the padding on one side of each line or
both? Describing these things in comments would be helpful.

A first step towards writing good comments is to use different words in the com-
ment from those in the name of the entity being described. Pick words for the com-
ment that provide additional information about the meaning of the entity, rather than
just repeating its name. For example, here is a better comment for textHorizontal-
Padding:

/=

+* The amount of blank space to leave on the left and
t/r‘ight sides of each line of text, in pixels.
*

private static final int textHorizontalPadding = 4;

This comment provides additional information that is not obvious from the declaration
itself, such as the units (pixels) and the fact that padding applies to both sides of each
linc. Instead of using the term “padding”, the comment explains what padding is. in
case the reader isn’t alrcady familiar with the term.

13.3 Lower-level comments add preclsion

Now that you know what not to do, let’s discuss what information you should put in
comments. Comments augment the code by providing information at a different
level of detail. Some comments provide information at a lower, more detailed, level
than the code; these comments add precision by clarifying the exact meaning of the
code. Other comments provide information at a higher, more abstract, level than the
code; these comments offer intuition. such as the reasoning behind the code, or a
simpler and more abstract way of thinking about the code. Comments at the same
level as the code are likely to repeat the code. This section discusses the lower-level
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approach in more detail, and the next section discusses the higher-level approach,
Precision is most useful when commenting variable declarations such ag class ip.
stance variables, method arguments, and retum values. The name and type ina varighje
declaration are typically not very precisc. Comments can lill in missing details s
as:
* What are the units for this variable?
* Are the boundary conditions inclusive or exclusive?
o If anull value is permitted, what does it imply
* If a variable refers 10 a resource that must eventually be freed or closed, whois
responsible for frecing or closing it?
* Are there centain properties that arc always true for the variable (invariants),
such as “this list always contains at least onc cntry*™™”?
Some of this information could potentially be figured out by cxamining all of the code
where the variable is used. However, this is time-consutning and error-prone; the
declaration’s comment should be clear and complete enough to make this unnecessary.
By the way, when | say that the comment for a declaration should describe things tha
aren't ohvious from the code, “the code™ refers to the code next to the comment (the
declaration), not “all of the codc in the application.”
The most common problem with comments for variables is that the comments are

100 vague. Here are iwo examples of comments that aren’t precise cnough:
// Current offset in resp Buffer
uint32_t offset;

// Contains all line-widths inside the document and
// number of appearances.

private TreeMap<Integer, Integer> linewidths;

In the first example, it’s not clear what “current™ means. In the second example, it's ol
clear that the keys in the TreeMap are line widths and values are occurrence counts.

A'lso. are widths measured in pixels or characters? The revised comments helow pro-
vide additional details;

// Position in this buffer of the first object that hasn't
/( been returned to the client.
uint32_t offset;

// Holds statistics about line 1 of nt
ength he form <length, cou
// where Yength is the number o : e -

// th 13 f characters in a line (including
77 “' ":" ne), and count is the number of lines with
actly that many characters. If there are no lines with

106



Comments Should Describe Things that Aren’t Obvious from the Code

// a particular length, then there is no entry for that length.

private TreeMap<Integer, Integer> numLinesWithLength;

The second dcclaration uses a longer name that conveys more information. It also
changes “width™ to “'length™, because this term is more likely to make people think that
the units are characters rather than pixels. Notice that the second comment documents
not only the details of each entry. but also what it means if an entry is missing.

When documenting a variable, think nouns. not verbs. In other words, focus on
what the variable represents, not how it is manipulated. Consider the following com-
ment:

/* FOLLOWER VARIABLE: indicator variable that allows the Receiver and the

* PeriodicTasks thread to communicate about whether a heartbeat has been
« received within the follower's election timeout window.
+ Toggled to TRUE when a valid heartbeat is received.
* Toggled to FALSE when the election timeout window is reset. #/
private boolean receivedvValidHeartbeat;
This documentation describes how the variable is modified by several pieces of code
in the class. The comment will be both shorter and more useful if it describes what the
variable represents rather than mirroring the code structure:

/% True means that a heartbeat has been received since the last time

+ the election timer was reset. Used for communication between the
# Receiver and PeriodicTasks threads. */

private boolean receivedvalidHeartbeat;

Given this documentation, it's easy to infer that the variable must be set to true when
a heartbeat is received and false when the election timer is reset.

13.4 Higher-level comments enhance intuition

The second way in which comments can augment code is by providing intuition. These
comments arc written at a higher level than the code. They omit details and help
the reader to understand the overall intent and structure of the code. This approach
is commonly used for comments inside methods and for interface comments. For
example, consider the following code:

// If there is a LOADING readRpc using the same session
// as PKHash pointed to by assignPos, and the last PKHash
// in that readRPC is smaller than current assigning

// PKHash, then we put assigning PKHash into that readRPC.
int readActiveRpcld = RPC_ID_NOT_ASSIGNED:

for (int i = 0; i < NUM_READ_RPC; i+) {
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if (session == readRpc[i).session
& readRpc[i]).status == LOADING
&4 readRpc[i).maxPos < assignPos

&% readRpc[i).numHashes < MAX_PKHASHES_PERRPC) {
readActiveRpcId = i;

break;
}

}

The comment is too low-level and detailed. On the one hand, it partially repeats the
code: “if there is a LOADING rcadRPC™ just duplicates the test readRpe(i] . status
== LOADING. On the other hand, tbe comment doesn’t explain the overall purpose of
this code. or how it fits into the method that contains it.  As a result, the comment
doesn’t help the reader to understand tbe code.

Here is a belter comment:

// Try to append the current key hash onto an existing

// RPC to the desired server that hasn't been sent yet.

This comment doesn’t contain any details: instead. it describes the code’s overall func-
tion at a higher level. With this high-level information. a rcader can explain almost
everything that happens in the code: tbe loop must be iterating over all the existing
remote procedure calls (RPCs); tbe session lest is probably used to see if a partic-
ular RPC is destined for the right server; the LOADING test suggests that RPCs can
have multiple states. and in some states it isn't safe to add more hashes: the MAX_-
PKHASHES_PERRPC test suggests that therc is a limit to how many hashes can be sen
in a single RPC. The only thing not explained by the comment is the maxPos tesi. Fur-
thermore, the new comment provides a basis for readers to judge the code: does itdo
everything thal is needed to add the key hash o an existing RPC? The original com-
ment didn’t describe the overall intent of the code. so it's hard for a rcader to decide
whether the code is behaving comectly.

Higher-level comments are more difficult to write than lower-level comments be
cause you must think about the code in a different way. Ask yoursclf: What is this
f:?:zx;g to d9? What is !he simplest thing you can say that explains everything it

Engin;vrls]a: lsdlhe most important lllling about this code? .
aging lots of u:"“ .‘° be very delflll-onenlt?d. We love dctails and are good a‘ﬁm‘;e
ﬂesigners - afm. this is essential for beu‘\g a good engineer. Bul. greal so! ‘“'Iher
level, This mean:(:i Slfvg_ back from the details and think about a sysiem al @ htiiin
able to ignore the Io:vc|| g which aspects of the system arc most important. and belré

-level details and think about the system only in terms of its most
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fundamental characteristics. This is the essence of abstraction (finding a simple way

to think about a complex entity), and it’s also what you must do when writing higher-

level comments. A good higher-level comment expresses one or a few simple ideas

that provide a conceptual framework, such as “append to an existing RPC." Given the

{ramework. it becomcs casy to see how specific code statements relate to the overall
oal.

¢ Here is another code sample, which has a good higher-level comment:

if (numProcessedPKHashes < readRpc([i].numHashes) {
// Some of the key hashes couldn’t be looked up in
// this request (either because they aren’t stored
// on the server, the server crashed, or there
// wasn’t enough space in the response message).
// Mark the unprocessed hashes so they will get
// reassigned to new RPCs.
for (size_t p = removePos; p < insertPos; p++) {
if (activeRpcId(p] == i) {
if (numProcessedPKHashes > 0) {
numProcessedPKHashes--;
} else {
if (p < assignPos)
assignPos = p;
activeRpcId(p] = RPC_ID_NOT_ASSIGNED;

}
}

This comment does two things. The second sentence provides an abstract description
of what the code does. The first sentence is different: it explains (in high level terms)
why the code is exccuted. Comments of the form “how we get here” are very useful
for helping people to understand code. For example, when documenting a method, it
can he very helpful to describe the conditions under which the method is most likely
10 be invoked (especially if the method is only invoked in unusual situations).

13.5 Interface documentation

One of the most important roles for comments is to define abstractions. Recall from
Chapter 4 that an abstraction is a simplified view of an entity, which preserves esscn-
tial information but omits details that can safely be ignored. Code isn’t su“a.ble for
describing abstractions: it's too low level and it includes implementation details that
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-

shoutdn't be visible in the abstraciion. The onty way 10 describe an abstraction is wi
comments. If you wast code that presents good abstractions, you must documey
those abstractions with commeuts.

The first sicp in documenting abstractions is 10 scparaie interface comments fron
implementation comments. fnlerface commemts provide information thar someone
needs 10 know in order 10 use a class or method: they define she abstraction. I
plementation comments describe how a class or method works internally in order 1o
implement the absiraction. fi's important 10 scparaie these 1wo kinds of comments,
so that users of an interface are not exposed 10 impfemeniation desaifs. Furthermore,
these two forms had beuer be different. [f interface comments must also describe
the tmplementation, then the class or method is shaliow. This means thai the act
of writing comments can provide clues about 1be quatity of a design: Chapter 15 will
resurn 10 this idea.

The interface comment for a class provides a high-fevel description of the abstrac-
tion provided by the class. such as the following:
[ee

+ This class implements a simple server-side interface to the HTTP

+ protocol: by using this class, an application can receive HTTP
requests, process them, and return responses. Each jnstance of

this class corresponds to a particular socket used to recejve

requests. The current smplementation is single-threaded and
processes one request at a time.

*
*
*
*
o/

public class Hetp {...}

This comment describes the overalt capabifities of the cfass, without any implemen-
Ealion derails or even the specifics of particutar methods. f1 afso describes what each
instance of the cfass represcmis. Finalty, the comments describe the fimitations of the
class (it does not suppont concurrent access from mutiple threads). which may be i
portant 10 devefopers contemplating whether 10 usc it.

The interface comment for a method inctudes both higher-tevel information for
abstraction and fower-fevel detaifs for precision:
* The comment usuafly starts with a sentence o 1wo describing the behavior of
the method as perceived by calfers: this is tbe higher-level absiraction.
* The comment must describe each argument and the return value (if any) Thest
comments must be very precise, and must describe any constrainis on argument
) values as well as dependencies besween arguments.

the method has any side effects, these must be documented in the interface
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comment. A sidc effect is any consequence of the method that affects the fu-
ture behavior of the system but is not part of the result. For example, if the
method adds a valuc to an internal data structure, which can be rctrieved by fu-
wre method calls, this is a side effect; writing to the file system is also a side
effect.

+ A method's interface comment must describe any exccptions that can cmanate
from the method.

* If therc are any preconditions that must be satisfied before a mcthod is invoked,
these must be described (perhaps some other method must be invoked first; for
a binary search method, the list being searched must be sorted). It is a good idea
to minimize preconditions, but any that remain must be documented.

Here is the interface comment for a method that copies data out of a Buffer object:

VAL
+ Copy a range of bytes from a buffer to an external location.
*

+ \param offset

# Index within the buffer of the first byte to copy.

+ \param length

* Number of bytes to copy.

+ \param dest

* Where to copy the bytes: must have room for at least

* length bytes.

*

* \return

* The return value is the actual number of bytes copied,

. which may be less than length if the requested range of
* bytes extends past the end of the buffer. 0 is returned
* if there is no overlap between the requested range and

*/ the actual buffer.

%*

uint32_t

Buffer::copy(uint32_t offset, uint32_t length, void+ dest)
The syntax of this comment (e.g., \return) follows the conventions of Doxygen, &
program that extracts comments from C/C++ code and compiles them into Wep pages.
The goal of the comment is to provide all the information a developer needs in order
to invoke the method, including how special cases are handled (note how this me-lhod
follows the advice of Chapter 10 and defines out of existence any errors associated
with the range specification). The developer should not need to read the body of the
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method in order to invoke it, and the interface comment provides no information about
how the method is implemented, such as how it scans its internal data structures find
the desired data.

For a more extended cxample, let’s consider a class called IndexLookup, which is
part of a distributed storage system. The storage system holds a collection of tables,
each of whieh eontains many objects. In addition, cach table can have one or mor
indexes; each index provides effieient access to objeets in the table based on a particy.
lar field of the objeet. For example, one index might be used to look up objects based
on their name field, and another index might be used to look up objects based on their
age field. With these indexes, applications ean quickly cxtract all of the objects witha
particular name, or all of those with an age in a given range.

The IndexLookup elass provides a eonvenient intertace for performing indexed
fookups. Here is an example of how it might be used in an applicaiion:

query = new IndexLookup(table, index, keyl, key2):
while (true) {

object = query.getNext();

if (object == NULL) {
break;

}

... process object ...
}

The application first construets an object of typc IndexLookup. providing arguments
that sefect a table, an index. and a range within the index (for cxample, if the index is
based on an age field, key1 and key2 might be specitied as 21 and 65 to select all ob-
Jects with ages between those values). Then the application calls the getNext method
repeatedly. Each invocation returns one object that falls within the desired range; once
all of the matching objects have been returned. getNext returns NULL. Because the
storage system is distributed. the implcmentation of this class is somewhat complex.
The objects in a tablc may be spread across multiple scrvers, and cach index may also
be distributed across a different set of servers; the code in the IndexLookup class must
ﬁrs'l Communicate with all of the relevant index scrvers to collect information about the
Ohj_ects in the range, then it must communicate with tbe servers that actually store the
objects in order to retrieve their values.

Now let's consider what information needs to be included in the interface commen'
for this ctass. For each piece of information given below, ask yourself whether &

dcvdf’Pef needs to know that information in order to use tbe class (my answers 0 the
questions are at the end of the chapter):
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The format of messages that the IndexLookup class sends to the sarvers holding

indexes and objects.
The comparison function used to determine whether a panicular object falls in

l the desired range (is cotttparison donc using integers, floating-point numbers, or

strings?).
3. The data structure used (0 store indexes on seTvers.

4. Whether or not IndexLookup issues multiple requests to different servers con-

currently.
5. The mechanism for handling scrver crashes.
Here is the original version of the interface comment for the IndexLookup class;

the excerpt also includes a few lines from the class’s definition, which are referred to

in the comment:
/*

+ This class implements the client side framework for index range

lookups. It manages a single LookupIndexKeys RPC and multiple

IndexedRead RPCs. Client side just includes "IndexLookup.h” in

its header to use IndexLookup class. Several parameters can be set

in the config below:

- The number of concurrent indexedRead RPCs

- The max number of PKHashes a indexedRead RPC can hold at a time

- The size of the active PKHashes

To use IndexLookup, the client creates an object of this class by
providing all necessary information. After construction of
IndexLookup, client can call getNext() function to move to next
available object. If getNext() returns MULL, it means we reached
the last object. Client can use getkey, getkeyLength, getvalue,
and getvalueLength to get object data of current object.

A I A,

class IndexLookup {

private:
/// Max number of concurrent indexedRead RPCs
Static const uint8_t NUM_READ_RPC = 10;
/// Max number of PKHashes that can be sent in one
//! indexedRead RPC
Static const uint32_t MAX_PKHASHES_PERRPC = 256;
/// Max number of PKHashes that activeHashes can
/// hold at once.
Static const size_t MAX_NUM_PK = (1 << LG_BUFFER_SIZE);
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Before reading further, see if you can identify the problems with this comment, fere
are the problems that I found:

« Most of the first paragraph concerns the implementation, not the interface. As
one example, users don’t need to know the names of the particular remote proce.
dure calls used to communicate with the scrvers. The conliguration paramegers
referred to in the second half of the first paragraph are all private variables hy
are relevant only to the maintainer of the class, not to its users. All of this i
plementation information should be omitted from the comment.

The comment also includes several things that are obvious. For example, there’s
no need to tell users to include IndexLookup .h: anyone who writes C++ code
will be able to guess that this is necessary. In addition, the text by providing all
necessary information” says nothing, so it can be omitted.

A shorter comment for this class is sufticient (and preferable):

/*

This class is used by client applications to make range queries
using indexes. Each instance represents a single range query.

To start a range query, a client creates an instance of this
class. The client can then call getNext() to retrieve the objects
in the desired range. For each object returned by getNext(), the
caller can invoke getKey(), getKeylLength(), getvalue(), and
getValueLength() to get information about that object.

*/

The last paragraph of this comment is not strictly necessary, since it mostly dupli-
cates information in the comments for individual methods. However, it can be helpful
to have examples in the class documentation that illustrate how its methods work to-
gether, particularly for deep classes with usage patterns that are nonobvious. Note that

* % % * * % % %

® Red Flag: Implementation Documentation
Contaminates Interface ”

This red flag occurs when interface documentation, such as that for a method,

describes implementation details that aren't needed in order to use the thing being
documented.
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the new commeni does not mention NULL return values from getiext. This comment
is not intended 10 documem every derail of cach method: it just provides high level
information 1o help readers understand how the methods work Logether and when cach
method might be invoked. For deiails, readens can refer (o the interface comments
for individual methods. This commem also does not mention server crashes; that is
because server crashes are invisible 10 usens of this class (the sysiem automatically

recovers from them).
Now consider the following code, which shows the first version of the documenta-

tion for the ¢t sReady meihod in IndexLookup:
e

» Check if the next object is RESULT_READY. This functlon is

+ implemented in a DCFT module. eech executlon of (sReedy() tries

+ to make small progress, end getNext() UInvokes lsReedy() In e

+ while loop, until isReedy() returns true.

*

+ isReady() is Implemented In e rule-based epproach. We check
+ different rules by followlng e partliculer order, end perfors
* certain actions if some rule ls setisfled.

*

+ \return

* True means the next Object s avaltable. Otherwise, return
b fatse.

+/

boot IndexLookup: tisReady() { ... }
9"“ again, mos! of 1his documcmiation, such as the reference 10 DCFT and the en-
ure second paragraph. concerns 1be implementation. so it doesn’s belong here; this is
one of the most common errors in inierface comments. Some of the implementation
documentation is useful, but it should g0 inside the method. where it will be clearly
separated from interface documentation. In addition, the first sentence of the documen-
fation is cryptic (what does RESULT_READY mean?) and some important information
is mglng- Finally. it isn't necessary to describe the implementation of getNext here.
Hﬂ; s a better version of the comment:

*

: Indicates whether an indexed read has made enough progress for

getNext to return immediately without blocking. In addition, this
* method does most of the real work for indexed reads, so it must
: 2ﬁd)nvoked (efther directly, or indirectly by catting getNext) in
, order for the indexed read to make progress.

* \return
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* True means that the next invocation of getNext will not blgck
* (at least one object is available to return, or the end of the
% lookup has been reached); false means getNext may block.

«/

This version of the comment provides more precise information about what “ready”
means, and it provides the important information that this method must cventually be
invoked if the indexed retrieval is to make progress.

13.6 Implementation comments: what and why, not how

Implementation comments arc the comments that appear inside methods to help read-
ers understand how they work internally. Most methods are so short and simple that
they don’t need any implementation comments: given the code and the interface com-
ments, it’s easy to figure out how a method works.

The main goal of implementation comments Is to help readers understand
what the code is doing (not how it does it). Once readers know what the code is trying
to do, it's usually easy to understand how the code works. For short methods, the
code only does one thing, which is already described in its interface comment, so no
implementation comments are nceded. Longer methods have several blocks of code
that do different things as part of the method’s overall task. Add a comment before
each of the major blocks to provide a high-level (more abstract) description of what
that block does. Here is an example:

// Phase 1: Scan active RPCs to see if any have completed.

Comments like these help readers to navigate the code to lind the parts that matter to
them. For loops, it's helpful to have a comment before the loop that describes what
happens in each iteration:

// Each iteration of the following loop extracts one request from

// the request message, increments the corresponding object, and

// appends a response to the response message.
Notice how this comment describes the loop at a more abstract and intuitive level; it
doesn’t go into any details about how a request is extracted from the request message
or how the object is incremented. Loop comments are only needed for longer or more
complex loops, where it may not be ohvious what the loop is doing: many loops art
short and s'imple enough that their behavior is already obvious.

In addition to describing whar the code is doing, implementation comments arc
also useful 10 explain why. If therc are tricky aspects to the code that won't be obvious
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from reading it, you should documem them. bor cxample, tf a bug fix reguires the
sddition of code whose purposc i1 iotally obwvious, sdd a commeot dexcribing why
fecode is needed. For bug lixes where there 1s a well-wniicn bug repurt deacribing the
problem, the comment can refer 10 the 1naue 1n the hug racking databese rather than
repeating all its details (“Fixes RAM-416, related w device driver crmshes in Linux
24x"). Developers can look in the bug datahase for more details (this is an cxample
of avoiding duplication in commenis, which will be discussed in Chapaer 16).

For longer methods. i can be helpful 10 wnic comuacats for a few of the mou
important local variables. However, most local vaniabics don’t need dacuncotation if
they have good names. If all of the uses 0f a vanable are visible within a few lincs of
cach other, it's usually casy 10 understand the vaniable’s purpuse withowt a commeal
Inthiscase in’s OK 10 let readens read 1he code 1o figure oul the meaning of the variable.
However, if the variablc is used over a large span of code, then you should consider
adding a comment to describe the variable. When documenting vanables, focus on
what the variable represents, not how it is manipulated in the code.

13.7 Cross-module design decisions

In a perfect world, every impuortant design decision would be encapsulated within a
single class. Unfortunatcly. real systcms incvitably end up with design decisions that
affect multiple classes. For example. the design of a network protocol will affect both
the seader and the recciver. and these may be implemented in different places. Cross-
module decisions are often complex and subtle. and they account for many bugs, so
good documentation for them is crucial.

. The biggest challenge with cross-module documentation is finding a place to put
it where it will nanurally e discoverod hy developers. Sometimes there is an obvious
central place 10 pu such documentation. For cxample. the RAMCloud storage system
defines a Status value, which is retumed by each request to indicate success of fail-
wre. Adding a Status for a new crror condition requires modifying many different
files (one file maps Status valucs to cxceptions. another provides a human-readable
riessage for each Status. and so on). Fortunately, there is one obvious place where
developers will have 10 g0 when adding a new status value, which is the declaration
f’flht.‘- Status enum. We 100k advantage of this by adding comments in that cnum o
dentify all of the other places that must also be modified:

typedef enum Status {
STATUS_OK -0
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STATUS_UNKNOWN_TABLET -1,
STATUS_WRONG_VERSION -2,
STATUS_INDEX_DOESNT_EXIST - 29,
STATUS_INVALID_PARAMETER - 30,
STATUS_MAX_VALUE - 30,

// Note: if you add a new status value you must make the

// following additional updates:

// (1) Modify STATUS_MAX_VALUE to have a value equal to the

// largest defined status value, and make sure its definition
// is the last one in the list. STATUS_MAX_VALUE is used

// primarily for testing.

// (2) Add new entries in the tables "messages” and "symbols” in
// Status.cc.

// (3) Add a new exception class to ClientException.h

// (4) Add a new "case” to ClientException: :throwException to map
// from the status value to a status-specific ClientException
// subclass.

// (5) In the Java bindings, add a static class for the exception
// to ClientException.java

// (6) Add a case for the status of the exception to throw the

// exception in ClientException.java

// (7) Add the exception to the Status enum in Status.java, making
// sure the status is in the correct position corresponding to
// its status code.

}

New status values will be added at the end of the existing list, so the comments are
also placed at the end, where tbey are most likely to be secn.

Unfortunately, in many cases therc is not an obvious central place to put cross-
module documentation. One example from tbe RAMClaud starage system was the
code for dealing with zombie servers, which are servers that the system believes have
crashed, but in fact are still running. Neutralizing zambie servers required code in
sever?l different modules, and these pieces of code all depend an cach other. None of
the pieces of code is an obvious central place ta put documentatian. One possibility is
l0_dl§plicate parts of the documentation in each location that depends on it. However,
this is awkward, and it is difficult ta keep such documentatian up ta date as the system
evolves. Aliernatively, the documentation can be located in ane of the places where i
1s needed, but in this case it's unlikely that developers will see the documentation of
know where to look for it.

Lhave recently been experimenting with an approach where cross-module issucs
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_ ommem S

¢ documented in a central file called des t gnNotes. The fike is divided up into clearly
Jaheled sections, one for each major 1opic. For cxample, here is an excerpt from the

file:

A zosbie Is a server that is consldered deed by the rest of the
cluster; any data stored on the server has been recovered and will

be managed by other servers. However, if e zamble Is not ectually
dead (e.g., It was just disconnected from the other servers for e

while) two forms of inconsistency cen erlise:

+ A zomble server must not serve read requests once replacesent
servers have taken over. otherwise (Tt may return stale data that
does not reflect writes accepted by the replacement servers.

+ The zombie server must not accept write requests once replacesent
servers have begun replaying Its log during recovery; (f It does,
these writes may be 1ost (the new values may not be stored on the
replacement servers and thus will not be returned by reads).

RAMCloud uses two technliques to neutrallze zombles. First,

Then. in any piece of code thar relates 10 onc of these issues there is a short commen:
referring 10 she dest gnNotes filc:

// See "Zombies™ in designNotes.
With this approach, there is only a single copy of the documentation and i is relatively
easy for developers 10 find i when they need it. However, this has the disadvantage
that }he documemation is not ncar any of the pieces of code thar depend on it, s0 it may
be difficult 10 keep up-10-daic as the sysiem evolves.

138 Conclusion

The_ 80al of comments is 10 ensure thar the struciure and behavior of the system is
_ObVlc?us 10 readers. 5o they can quickly find the information they need and make mod-
Wications 10 the sysiem with confidence thas they will work. Some of this informaiion
¢an be represented in the code in a way that will already be obvious 10 readers, bul
there is a significam amount of informarion tha can'1 easily be deduced from the cnde.
Commenis fil} in this information. i
When following the rule that comments should describe things tha aren’s obvious
from the code, “obvious™ is from the perspeciive of someone reading your code for
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the first time (not you). When writing comments, try to put yourself in the Mindse;
of the reader and ask yoursclf what are tbe key things he or she will need 1o koow, |
your code is undergoing review and a reviewcer (ells you that something is not obviogs,
don’t argue with them: if a reader thinks it’s not obvious, then it's not obvious, Instea
of arguing, try to understand what they found conlusing and see if you can clarify tha,
either with better comments or better code.

13.9 Answers to questions from Section 13.5

Does a developer need to know each of the following picces of information in order 1o

use the IndexLookup class?

1. The formar of messages rhar the IndexL ookup class sends ro the servers holding
indexes and objects. No: this is an implementation detail that should be hidden
within the class.

. The comparison function used ro detrermtne whether a particular object falls in
the desired range (is comparison done using inregers. floaring-point numbers,
or strings?). Yes: users of the class nced to know this information.

. The dara structure usedto srore indexes on servers. No: this information should
be encapsulated on the servers; not cven the implementation of IndexLookup
should need to know this.

. Whether or nor IndexLookup issues mulriple requests to different servers con-
currenrly. Possibly: if IndexLookup uscs special techniques to improve per
formance, then the documentation should provide some high-level information
about this, since users may care about performance.

- The mechanism for handling server crashes. No: RAMCloud recovers automét:
ically from server crashes, 5o crashes are not visible to applicalion-lcvel sqft-
ware; thus, there is no need to mention crasbes in the interface documentalion
for IndexLookup. If crashes were reflected up to applications. then the interfact

documentation would need to describe how tbey manifcst themselves (but o
the details of how crash recovery works).
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Chapter 14

Choosing Names

Selecting names for variables, methods, and other entities is one of the most underrated
aspects of software design. Good names are a form of documentation: they make code
easier to understand. They reduce the need for other documentation and make it easier
to detect errors. Conversely. poor name choices increase the complexity of code and
create ambiguities and misunderstandings that can result in bugs. Name choice is an
example of the principle that complexity is incremental. Choosing a mediocre name
for a particular variable. as opposed to the best possible name, probably won’t have
much impact on the overall complexity of a systcm. However, software systems have
thousands of variables; choosing good names for all of these will have a significant
impact on complexity and managcability.

14.1 Example: bad names cause bugs

Sometimes even a single poorly named variable can have severe consequences. The
most challenging bug I ever fixed came about because of a poor name choice. In the
late 1980’s and carly 1990°s my graduate students and I created a distributed operating
system called Sprite. At some point we noticed that files would occasionally lose data:
one of the data blocks suddenly became all zeroes. even though the file had not been
modified by a user. The problem didn't happen very often, so it was exceptionally dif-
ficultto track down. A few of the graduate students tried to find the bug, but they were
unable to make progress and eventually gave up. However, | consider any unsolved
bug to be an intolerable personal insult, so I decided to track it down.

It took six months. but | eventually found and fixed the bug. The problem was
actually quite simple (as are most bugs. once you figure them out). The file system
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code used the variable name block for two dilTerent purposes. In some situatjong
block referred to a physical block number on disk; in other situations, block referre
10 a logical block number within a file. Unfortunately. at one point in the code there
was a block variable containing a logical block number, but it was accidentally useq
in a context where a physical block number was necded: as a result. an unrelated blogk
on disk got overwritten with zeroes.

While tracking down the bug, scveral people. including mysell, read over the faulty
code, but we never noticed the problem. When we saw the variable block used as 3
physical block number, we reflexively assumed that it really held a physical block
number. It 100k a long process of instrumentation, which eventually showed that the
commuption must be happening in a particular statement, before | was able to get past
the mental block created by the name and check 1o see exactly where its value came
from. If different variable names had been used for the different kinds of blocks, such
as fileBlock and diskBlock, it’s unlikely that the error would have happened; the
programmer would have known that fileBlock couldn’t be used in that situation.
Even beuer would be 10 define distinct types for the two diftercnt kinds of blocks, so
that they cannot possibly be interchanged.

Unfortunately, most developers don’t spend much time thinking about names. They
tend 10 use the first name that comes 1o mind, as long as it’s reasonably close to maich-
ing the thing it names. For example, block is a pretty ¢lose match for both a physical
block on disk and a logical block within a file; it's certainly not a horrible name. Even
s0, it resulted in a huge expenditure of time to track down a subtle bug. Thus, you
shouldn’t seule for names that are just “reasonably close”. Take a bit of extra time 0
choose great names, which are precise, unambiguous, and intuitive. The extra auention
will pay for itself quickly, and over time you'll learn 10 choose good names quickly.

14.2 Create an image

When choosing a name, the goal is 10 create an image in the mind of the reader about
the nature of the thing being named. A good name conveys a lot of information abou
what the underfying entity is, and, just as important, what it is not. When considering2
particular name, ask yourself: “If someone sees this name in isolation, without sein8
1ts declaration. its documentation, or any code that uses the name, how closely wil
they be abl.e o guess what the name refers 107 Is there some other name that will paifl‘
2 clearer picture?” Of course, there is a limit to how much information you can pul i
asingle name; names become unwieldy if they contain morc than two or three words
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Thus, the challenge is 10 find jusi a few words thai capture the most importani aspects
of the entity.

Names are a form of abstraction: they provide a simplified way of thinking abour
amore complex underlying entity. Like other forms of abstraciion, the besi names are
those thai focus anention on whai is mosi importani aboui the underlying emiity while

omilting derails thai are less importani.

14.3 Names should be precise

Good names have 1wo properties: precision and consisiency. Ler’s start with precision.
The mosi common problem with names is thai they are 100 generic or vague; as a
resull, ir’s hard for readers 10 1cll whai the name refers 10; the reader may assume
thar the name refers 10 something differcm from reality, as in the block bug above.
Consider the following meihod declaration:

[t
* Returns the total number of indexlets this object is managing.

*/
ynt IndexletManager::getCount() {...}

The term “count” is 100 generic: coum of whai? If someone sees an invocalion of
this method, they are unlikely 10 know whai i1 does unless 1hey read its documenia-
lion. A more precise name like numActiveIndexlets would be betier: many readers
will probably be able 10 guess whai the method relumns withour having 10 look at its
documeniation.
VHere are some other examples of names thai aren’i precise enough, taken from
various siudent projecis:
* A projeci building a GUI iexi editor used the names x and y 10 refer to the
position of a characier in the file. Thesc names are 100 generic. They could

P Red Flag: Vague Name P8

If a variable or mcihod name is broad enough to refer 10 many different things,
then i1 doesn't convey much information to the developer and the underlying entity

is more likely to be misused.
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mean many things; for example, they might also represent the coordinates (in
pixels) of a character on the screen. Someone sceing the name x in isolation is
unlikely to think that it refers to the position of a character within a line of text.
The code would be clearer if it used names such as charIndex and 11ineIndex
which reflect the specific abstractions that the code implements. '
Another editor project contained the following code:

// Blink state: true when cursor visible.

private boolean blinkStatus = true;
The name b11inkStatus doesn’t convey enough information. The word “status”
is too vague for a boolean value: it gives no clue about what a true or false valye
means. The word “blink” is also vague, since it doesn’t indicate what is blinking.
The following alternative is better:

// Controls cursor blinking: true means the cursor is visible,

// false means the cursor is not displayed.

private boolean cursorVisible = true;
The name cursorVisible conveys more information; for example, it allows
readers to guess what a true value means (as a general rule. names of boolean
variables should always be predicates). The word “blink” is no longer in the
name, so readers will have to consult the documentation if they want to know
why the cursor isn’t always visible; this information is less important.
A project implementing a consensus protocol contained the lollowing code:

// Value representing that the server has not voted (yet) for
// anyone for the current election term.

private static final String VOTED_FOR_SENTINEL_VALUE = "null™;

The name for this value indicates that it’s special but it doesn’t say what the
special meaning is. A more specific name such as NOT_YET_VOTED would be
better.

A variable named result was used in a method with no return value. This
name has multiple problems. First, it creates the misleading impression that
it will be the return value of the method. Second, it provides essentially no
information about what it actually holds, except that it is some computed value.
The name should provide information about what tbe result actually is. such as
mergedLine or totalChars. In methods that do actually have return values,
then using the name result is reasonable. This name is still a bit generic, but
readers can look at the method documentation 1o see its meaning, and it’s helpful
1o know that the value will eventually become the return value.
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« The Linux kernel contains two structures describing network sockets: struct
socket and struct sock. A struct sock contains a struct socket as its
first element: it's effectively a subclass of struct socket. These names are
so similar that it’s difficult to remember which is which. It would be better to
choose names that are casy to distinguish and clarify the relationship between
the two types, such as struct sock_base and struct inet_sock.

Like all rules. the rule about choosing precise names has a few exceptions. For
example. it’s fine to use generic names like i and j as loop iteration variables, as long
as the loops only span a few lines of code. If you can see the entire range of usage of
a variable, then the meaning of the variable will probably be obvious from the code so
you don't need a long name. For example, consider the following code:

for (i = 0; i < numLines; i++) {

}
It's clear from this code that i is being used to iterate over each of the lines in some
entity. If the loop gets so long that you can’t see it all at once, or if the meaning of the
iteration variable is harder to figure out from the code, then a more descriptive name is
in order.

It's also possible for a name to be too specific, such as in this declaration for a
method that deletes a range of text:

void delete(Range selection) (...}
The argument name selection is too specific, since it suggests that the text being
deleted is the text currently selected in the user interface. However, this method can
be invoked on any range of text, sclected or not. Thus, the argument name should be
more generic, such as range.

If you find it difficult 0 come up with a name for a particular variable that is
precise, intuitive. and not too long. this is a red flag. It suggests that the variable

“ Red Flag: Hard to Pick Name "

Ifit’s hard to find a simple name for a variable or method that creates a clear image

of the underlying object. that's a hint that the underlying object may not have a
clean design.



Choosing Names

may not have a clear definition or purpose. When this happens, consider alternative
factorings. For example, perhaps you are trying to use a single variable to represent
several things; if so, separating the representation into multiple variables may result
in a simpler definition for each variable. The process of choosing good names can
improve your design by identifying weaknesses.

14.4 Use names consistently

The second important property of good names is consistency. In any program there
are certain variables that are used over and over again. For cxample, a file system
manipulates block numbers repeatedly. For cach of these common usages, pick a
name to use for that purpose, and use the same name cverywhere. For example, a
file system might always use fileBlock to hold the index ol a block within a file.
Consistent naming reduces cognitive load in much the same way as reusing a common
class: once the reader has seen the name in one context, they can rcuse their knowledge
and instantly make assamptions when they sce the name in a diffcrent context.

Consistency has three requirements: first, always usc the common name for the
given purpose; second, never usc the common name for anything other than the given
purpose; third, make sure that the purpose is narrow cnough that all variables with the
name have the same behavior. This third requirement was violated in the file system
bug at the beginning of the chapter. The file systcm used block for variables with two
different behaviors (file blocks and disk blocks); this led to a false assumption about
the meaning of a variable, which in tum resulted in a bug.

Sometimes you will need multiple variables that refer to the same general sort
of thing. For example, a method that copies file data will need two block numbers,
one for the source and one for the destination. When this happens. use the common
name for each variable but add a distinguishing prefix, such as srcFileBlock and
dstFileBlock.

Loops are another area where consistent naming can help. 1f you use names such
as i and j for loop variables, always use 1 in outcrmost loops and j for nested loops.

This allows readers to make instant (safe) assumptions about what's happening in the
code when they see a given name.
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14.5 Avoid extra words

Every word in a name should provide useful information: words that don’t help to
clarify the variable™s meaning just add clutter (e.g. they may cause more lines to wrap).
One common mistake is to add a generic noun such as field or object to a name,
such as fileObject. In this case the word Object probably doesn’t provide useful
information (are there also files that are not objects?), so it should be omitted from the
name.

Some coding styles include type information in names, such as filePtr for a
variable that is a poinier to a filc object. An extreme example of this is Hungarian No-
tation, which was uscd for many ycars at Microsoft for C programming. In Hungarian
Notation, cvery variable name has a prefix that indicates its full type. For example,
the name arru8NumberList means that the variable is an array of unsigned 8-bit in-
tegers. Although I have included type information in variable names in the past, I no
longer recommend it. With modern IDEs it is easy to click from a variable name to
its declaration (or, the IDE may even display the type information automatically), so
there is no need to include this information in the variable name.

Another example of extrancous words is when an instance variable of a class re-
peats the class name, such as an instance variable fileBlock in a class named File.
It should be obvious from the context that the variable is part of the File class, so
incorporating the class name in the variable name provides no uscful information. Just
name the variable block (unless the class contains multiple blocks of different types).

14.6 A different opinion: Go styie guide

Not everyone shares m y vicws about naming. Some of the developers of the Go lan-
guage arguc that names should be very short, often only a single character. In a pre-
sentation on name choice for Go, Andrew Gerrand states that “long names obscure
what the code does.*! He presents this code sample, which uses single-letter variable
names:

func.RuneCount(b [lbyte) int {
.n:=0,0
for i < len(b) {
if b[i) < RuneSelf {
i+

-
'https:/halks. golang org/201 4/names.slide¥ |
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} else { .
_, size := DecodeRune(b[i:])
i += size
}
N++
}
return n

}

and argues that it is more readable than the following version, which uses longer
names:

func RuneCount(buffer []lbyte) int {
index, count := 0, 0
for index < len(buffer) {
if buffer[index] < RuneSelf {
index++
} else {
_, size := DecodeRune(buffer(index:])
index += Size
}

count++

) 3—eturn count
Personally, I don’t find the second version any more difticult to rcad than the first. If
anything, the name count gives a slightly better clue to the behavior of the variable
than n. With the first version I ended up reading through the code trying to figure out
what n means, whereas I didn't feel that need with the sccond version. But, if n is used
consistently throughout the system to refer to counts (and nothing clse). then the short
name will probably be clear to other developers.

The Go culture encourages the use of the same short name for multiple different
things: ch for character or channel, d for data, difference, or distance, and so on. To
me, ambiguous names like these are likely to result in confusion and crror, just as in
the block example.

Overall, I would argue that readability must be determined by readers, not writers.
If you write code with short variable names and the people who read it find it casy .to
understand, then that's fine. If you start getting complaints that your code is cryptic,
then you should consider using longer names (a Web search for "go language short
names” will identify several such complaints). Similarly, if I start getting complaints
that long variable names make my code harder to read, then I'll consider using shorter
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ones.
Gerrand makes one comment thai [ agree with: *“The greater the distance beiween a

name's declaraiion and its uscs, the longer the name should be.” The earlier discussion
about using loop variables named 1 and j is an example of this rule.

14.7 Concluslon

Well chosen names help 10 make code more obvious: when someone encounters the
variable for the lirsi 1ime, their firsi guess abour its behavior, made withour much
thoughi, will be correct. Choosing good names is an example of the investmeni mind-
set discussed in Chapier 3: if you take a linle extra 1ime up froni 10 select good names,
it will be easier for you 10 work on the code in the future. In addition, you will be less
likely 10 imroduce bugs. Developing a skill for naming is also an invesimeni. When
you first decide 10 si0p senling for mediocre names. you may find it frustrating and
time-consuming 10 come up with good names. However, as you get more experience
you'll find thar it becomes casier. eventually, you'll get to the point where it takes
almost no extra time to choose good names, so you will get the benefits almost for
free.
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Write The Comments First
(Use Comments As Part Of The Design Process)

Many developers put oft writing documentation until the end of the development
process. after coding and unit testing are complete. This is one of the surest ways (o
produce poor quality documentation. The best time to write comments is at the begin-
ning of the process. as you write the code. Writing the comments first makes docu-
mentation part of the design process. Not only does this produce hetter documentation,
but it also produces better designs and it makes the process of writing documentation
more cnjoyablc.

15.1 Delayed comments are bad comments

Almost every developer I have ever met puts off writing comments. When asked why
they don’t write documentation earlicr, they say that the code is still changing. If they
write documentation carly. they say. they'll have to rewrite it when the code changes;
better to wait until the code stabilizes. However. I suspect that there is also another
reason. which is that they view documentation as drudge work; thus, they put it off as
long as possible.

Unfortunately, this approach has several negative consequences. First, delaying
fif)cumenlali()n often means that it never gets written at all. Once you start delaying,
Its easy 1o delay a bit more; after all, the code will he even more stable in a few more
Wweeks. By the time the code has inarguably stabilized, there is a lotof it. which means
the task of writing documentation has become huge and even less attractive. There’s
Mever a convenient time (o stop for a few days and fill in all of the missing comments,
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and iU’s asy to rationalize that the best thing for the project is to tnove on and fix bugs
or write the next new feature. This will create even more undocumented code.

Even if you do have the self-discipline to go back and write the comments (and
don’t fool yourself: you probably don’t), the comments won’t be very good. By this
time in the process, you have checked out mentally. In your mind, this piece of code is
donc; you are eager (o move on (o your next project. You know that writing comments
is the right thing to do, but it’s no fun. You just want to get through it as quickly as
possible. Thus, you make a quick pass over the code, adding just enough comments
to look respectable. By now, it’s been a while since you designed the code, so your
memories of the design process are becoming fuzzy. You look at the code as you are
wriling the comments, so the comments repeat the code. Even if you try to reconstruct
the design ideas that aren’t obvious from the code, there will be things you don't
remember. Thus, the comments are missing some of the most important things they
should describe.

15.2 Write the comments first

I use a different approach to writing comments, where I write the comments at the very
beginning:

« For a new class, I start by writing the class interface comment.

* Next, I write interface comments and signatures for the most importattt public
methods, but I leave the method bodies empty.

« I iterate a bit over these comments until the basic structure fecls about right.

* At this point I write declarations and comments for the most itnportant class
instance variables in the class.

* Finally, I'fill in the bodies of the methods, adding implementation comments as
needed.

* While writing method bodies, I usually discover the need for additional methods
and instance variables. For each new method | write the interface comment
before the body of the method; for instance variables I ill in the comment at the
same time that I write the variable declaration.

When the code is done, the comments are also done. There is never a backlog of
unwritten comments.

. The comments-first approach has three benefits. First, it produces better comments.
If you write the comments as you are designing the class, the key design issues will
be fresh in your mind, so it’s casy to record them. It's better to write the interface
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comment for each method before its body. so you can focus on the method’s abstraction
and interface without being distracted by its implementation. During the coding and
testing process you will notice and lix problems with the comments. As a result, the
comments improve over the course of development.

153 Comments are a design tool

The second. and most important, benefit of writing the comments at the beginning is
that it improves the system design. Comments provide the only way to fully capture
abstractions. and good abstractions are fundamental to good system design. If you
write comments describing the abstractions at the beginning. you can review and tune
them before writing implementation code. To write a good comment, you must identify
the essence of a variable or picce of code: what are the most important aspects of this
thing? It’s important to do this early in the design process: otherwise you are just
hacking code.

Comments scrve as a canary in the coal minc of complexity. 1f amethod or variable
requires a long comment. it is a red flag that you don’t have a good abstraction. Re-
member from Chapter 4 that classes should be deep: the best classes have very simple
interfaces yet implement powerful functions. The best way to judge the complexity
of an interface is from the comments that describe it. If the interface comment for a
method provides all the information needed to use the method and is also short and
simple, that indicates that the method has a simple interface. Conversely, if there’s no
way to describe a method completely without a long and complicated comment, then
the method has a complex interface. You can compare a method's interface comment
with the implcmentation to get a sense of how deep the method is: if the interface
comment must describe all the major features of the implementation, then the method

¥ Red Flag: Hard to Describe 99

The comment that describes a method or variable should he simple and yet com-
plete. If you find it difficult to write such a comment, that’s an indicator that there
may be a problem with the design of the thing you are describing.
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is shallow. The same idea applies to variables: if it takes a long comment to fully
describe a variable, it's a red flag that suggests you may not have chosen the right vari-
able decomposition. Overall, the act of writing comments allows you to evaluate your
design dccisions carly, so you can discover and fix problems.

Of course, comments are only a good indicator of complexity if they are com-
pletc and clear. If you write a method interface comment that doesn’t provide all the
information needed to invoke the method, or one that is so cryptic that it’s hard to
understand, then that comment doesn’t provide a good measure of the method's depth.

15.4 Early comments are tun comments

The third and final bencfit of writing comments early is that it makes comment-writing
more fun. For me, one of the most enjoyable parts of programming is the early design
phase for a new class, where I'm fleshing out the abstractions and structure for the
class. Most of my comments are written during this phase, and the comments are how
I record and test the quality of my design decisions. I'm looking For the design thatcan
be expresscd completely and clearly in the fewest words. The simpler the comments,
the better I feel about my design, so finding simple comments is a source of pride. If
you are programming strategically, where your main goal is a great design rather than
just writing code that works, then writing comments should be fun. since that's how
you identify the best designs.

15.5 Are early comments expensive?

Now let’s revisit the argument for delaying comments, which is that it avoids the cost
of reworking the comments as the code evolves. A simple back-of-the-cnvelope cal-
culation will show that this doesn’t save much. First, estimate the total fraction of
development time that you spend typing in code and comments together, including
time to revise code and comments; it's unlikely that this will be more than about 10%
of all development time. Even if half of your total code lines are comments. writing
comments probably doesn’t account for more than about 5% of your total development
time. Delaying the comments until the end will save only a fraction of this, whichisn’t
very much.

Writing the comments first will mean that the abstractions will be more stable
before you start writing code. This will probably save time during coding. In contrast.
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if you write the code first, the abstractions will probably evolve as you code, which will
require more code revisions than the comments-first approach. When you consider all
of these factors, it’s possible that it might be faster overall to write the comments first.

15.6 Concluslon

If you haven't ever tricd writing the comments first, give it a try. Stick with it long
enough to get used to it. Then think about how it affects the quality of your comments,
the quality of your design, and your overall enjoyment of software development. After
you have tried this for a while, let me know whether your experience matches mine,

and why or why not.
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Chapter 16
Modifying Existing Code

Chapter | described how software development is iterative and incremental. A large
software system develops through a series of evolutionary stages, where each stage
adds new capabilities and modilies existing modules. This means that a system’s de-
sign is constantly cvolving. It isn’t possible to conceive the right design for a system at
the outset; the design of a mature system is determined more by changes made during
the system’s evolution than by any initial conception. Previous chapters described how
to squcezc out complexity during the initial design and implementation; this chapter
discusses how to keep complexity from creeping in as the system evolves.

16.1 Stay strategic

Chapter 3 introduced the distinction between tactical programming and strategic pro-
gramming: in tactical programming, the primary goal is to get something working
quickly, cven if that results in additional complexity; in strategic programming, the
most important goal is to produce a great system design. The tactical approach very
quickly Icads to a messy system design. If you want to have a system that is easy to
maintain and enhance. then “working” isn’t a high enough standard: you have to pri-
on-lize design and think strategically. This idea also applies when you are modifying
existing code.

Unfortunately, when developers go into existing code to make changes such as
bug fixes or new features. they don't usually think strategically. A typical mindset is
“What is the smallest possible change I can make that does what I need?” Sometimes
developers justify this because they are not comfortable with the code being modified;
they worry that lrger changes carry a greater risk of introducing new bugs. However,
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this results in tactical programming. Each one of these minimal changes introduces 5
few special cases. dependencies, or other forms of complexity. As a result, the system
design gets just a bit worse, and the problems accumulate with each sicp in the system’s
evolution.

If you want to maintain a clean design for a system. you must take a strategic
approach when modifying existing codc. Ideally, when you have finished with each
change, the system will have the structure it would have had if you had designed
it from the start with that change in mind. To achieve this goal, you must resist
the temptation to make a quick fix. Instead, think about whether the current system
design is still the best one, in light of the desired change. If no, refacior the system so
that you end up with the best possible design. With this approach. the system design
improves with every modification.

This is also an example of the investment mindset introduced on page 15: if you
invest a little extra time to refactor and improve the system design, you’ll end up with
a cleaner system. This will speed up development, and you will recoup the effort
that you invested in the refactoring. Even if your particular change doesn’t require
refactoring, you should still be on the lookout for design imperfections that you can fix
while you're in the code. Whenever you modify any code. try to lind a way to improve
the system design at least a little bit in the process. If you’re not making the design
better, you are probably making it worse.

As discussed in Chapter 3, an investment mindset sometimes conflicts with the
realities of commercial software development. If refactoring the system “the right
way" would take three months but a quick and dirty fix would take only two hours,
you may have to take the quick and dirty approach, particularly if you are working
against a tight deadline. Or, if refactoring the system would create incompatibilities
that affect many other people and teams, then the refactoring may not he practical.

Nonetheless, you should resist these compromises as much as possible. Ask your-
self Is this the best I can possibly do to create a clean system design, given my current
constraints?" Perhaps there’s an altemative approach that would be almost as clean as
the 3-month refactoring but could be done in a couple of days? Or. if you can’t afford
to do a large refactoring now, get your boss to allocate time for you to come back to
it after the current deadline. Every development organization should plan to spend 2

small fraction of its total effort on cleanup and refactoring; this work will pay for itself
over the long run.
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162 Maintaining comments: keep the comments near the
code

When you change existing code, there’s a good chance thai the changes will invalidaie
some of the cxisling commens. I’s easy 10 forger 10 update comments when you
modify code, which resulis in comments 1hai are no longer accurale. Siale commenis
are frustrating 10 readers, and if 1here are very many of them, readers begin 10 distrusi
all of the commenis. Foriunaiely, with a linle discipline and a couple of guiding rules,
ir's possible 10 keep com menis up-10-daie withou a huge effort. This section and the
following ones pui forth some specific 1echniques.

The best way to ensure that comments get updated is to position them close
to the code they describe, so developers will sce them when they change 1he code.
The farther a comment is from iis associaled code, 1be less likely i1 is thai i1 will be
updated properly. For example, the besi place for a method’s interface comment is in
the code file. right ncxi 10 the body of 1the meithod. Any changes 10 the meihod will
involve this code, so 1the developer is likely 10 see the imerface comments and update
them if needed.

In languages with separale code and header files, such as C and C++, an alienaiive
is1o placc imerface comments nexi 10 the method’s declaration inthe . h file. However,
this is a long way from 1he code: developers won’1 see those comments when modify-
ing the meihod’s body, and i1 takes additional work 10 open a differeni file and find the
inlerfacc commems 10 updaie them. Some mighs argue 1hal imerface commenis should
go in hcader files so thar users can leam how 10 use an abstraction withoui having 10
look a1 the code file. However. users should nor need 10 read either code or header
files; they should ge1 iheir information from documentation compiled by 100ls such as
Doxygen or Javadoc. In addition, many IDEs will extraci and presem documentation
1o users, such as by displaying a method's documemiation when the method’s name is
typed. Given 100ls such as these, 1be documemation should be located in the place thar
is mosi conveniem for developers working on the code.

When writing iinplememaition comments, don’1 pui all the comments for an entire
method a1 1he 10p of the method. Spread them out. pushing each commeni down 10
the narrowcs: scope thai includes all of the code referred 10 by the commem. For
example, if a method has ihree major phases, don’t wnile one commem a1 the top of
the method 1hat descrihes all of 1he phases in desail. Insiead, wrile a separate comment
for each phasc and position thar commen jusi above the firsi line of code in 1hai phase.
On the other hand. i1 can also be helpful to have a comment at the 10p of a method’s
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implementation that describes the overall strategy, like this:

// We proceed in three phases:

// Phase 1: Find feasible candidates

// Phase 2: Assign each candidate a score

// Phase 3: Choose the best, and remove it
Additional details can be documented just above the code for cach phase.

In general, the farther a comment is from the code it describes, the more abstrac
it should be (this reduces the likelihood that the comment will be invalidated by code
changes).

16.3 Comments belong In the code, not the commit log

A common mistake when modifying code is to put detailed inforntation about the
change in the commit message for the source code repository, but then not to document
it in the code. Although commit messages can be browsed in the future by scanning
the repository’s log, a developer who needs the information is unlikely to think of
scanning the repository log. Even if they do scan the log, it will be tedious to find the
right log message.

When writing a commit message, ask yourself whether developers will need to
use that information in the future. If so, then document this information in the code.
An example is a commit message describing a subtle problem that motivated a code
change. If this isn’t documented in the code, then a developer might come along later
and undo the change without realizing that they have re-created a bug. If you want to
include a copy of this information in the commit message as well, that’s fine, but the
most important thing is to get it in the code. This illustrates the principle of placing
documentation in the place where developers are most likely to see it; the commit log
is rarely that place.

16.4 Maintaining comments: avoid duplication

The second technique for keeping comments up to date is to avoid duplication. If
documentation is duplicated, it is more difficult for developers to find and update all
of the relevant copies. Instead, try 1o document each design decision exactly once. If
there are multiple places in the code that are affected by a particular decision. don't
repeat the documentation at each of these points. Instead. find the most obvious single
place to put the documentation. For example, suppose there is tricky behavior related
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102 variable, which affects several differen: places where the variable is used. You can
document thai behavior in the commeni nexi 10 the vanable’s declaration. This is a
naral place 1thai developers are likely 10 check if they’re having trouble understanding
code that uses 1he variable.

If there is no “obvious™ single place to put a particular piece of documentation
where developers will find i1, create a designNotes file as described in Section 13.7.
Or, pick the besi of the available places and put the documentation there. In addi-
tion, add short comments in the other places 1hai refer to the central location: "See
the comment in xyz for an explanaiion of ihe code below.” If the reference becomes
obsolete because 1the masier comment was moved or deleted, this inconsistency will
be self-evident because developers won't find the comment at the indicated place: they
can use revision control history to find out what happened to the comment and then
update the reference. In contrast, if the documentation is duplicated and some of the
copies don’t get updated. there will be no indication to developers that they are using
stale information.

Don’t redocument one module’s design decisions in another module. For exam-
ple. don't put comments before a method call that explain what happens in the called
method. If readers want to know, they should look at the interface comments for
the method. Good development tools will usually provide this information automati-
cally, for example, by displaying the interface comments for a method if you select the
method’s name or hover the mouse over it. Try to make it easy for developers to find
appropriate documentation, but don’t do it by repeating the documentation.

If information is already documented someplace outside your program, don’t
repeat the documentation inside the program; just reference the external docu-
mentation. For example, if you write a class that implements the HTTP protocol,
there’s no need for you to describe the HTTP protocol inside your code. There are
already numerous sources for this documentation on the Web: just add a short com-
ment to your code with a URL for one of these sources. Another example is features
that are already documented in a user manual. Suppose you are writing a program that
implemenss a collection of commands. with one method responsible for implementing
cach command. If there is a user manual that describes those commands, there’s no
need to duplicate shis information in the code. Instead. include a short note like the
following in the interface comment for each command method:

// Implements the Foo command; see the user manual for details.

It's important that readers can casily find all the documentation needed to understand
your code, but that docsn’t mean you have to write all of that documentation.
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16.5 Maintaining comments: check the diffs

One good way to make sure documentation stays up to date is to take a few minutes
before committing a change to your revision control system to scan over all the changes
for that commit; make sure that each change is properly reflected in the documentation.
These pre-commit scans will also detect several other problems, such as accidentally
leaving debugging code in the system or failing to fix TODQ items.

16.6 Higher-ievei comments are easier to maintain

One final thought on maintaining documentation: comments are easier to maintain
if they are higher-level and more abstract than the code. These comments do not
reflect the details of the code, so they will not be affected by minor code changes; only
changes in overall behavior will affect these comments. Of course, as discussed in
Chapter 13. some comments do necd to be detailed and precise. But in general, the
comments that are most useful (tbey don’t simply repeat the code) are also casiest to
maintain.
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Consistency

Consistency is a powerful 100l for reducing the complexity of a system and making
its behavior more obvious. If a system is consisieni, it means that similar things are
done in similar ways and dissimilar things are done in different ways. Consistency
creaies cognilive leverage: once you have leamed how something is done in one place,
youcan use thal knowledge 10 immediately undersiand other places thai use the same
approach. If a sysiem is not implemented in a consistent fashion, developers must
learn about cach siuation scparately. This will take more time.

Consistency reduces misiakes. If a system is not consistent, two situations may
appear the same when in fact they are different. A developer may see a pattern that
looks familiar and make incorrect assumptions based on previous encounters with that
paitern. On the other hand. if the system is consistent, assumptions made based on
familiar-looking situations will be safe. Consistency allows developers to work more
quickly with fewer mistakes.

17.1 Examples of consistency

Consistency can be applicd at many levels in a system; here are a few examples.
Names. Chapter 14 has already discussed the benefits of using names in a consistent
way.

Coding style. I is common nowadays for development organizations 0 have style
guides that resiric program structure beyond the rules enforced by compilers. Mod-
em siyle guides address a range of issues, such as indentation, curly-brace placement,
order of declarations, naming. commenting, and restrictions on language features con-
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sidered dangerous. Style guidelines make code easier to read and can reduce some
kinds of crrors.

Interfaces. An interface with multiple implementations is another example of consis-
tency. Once you understand one implementation of the interface, any other implemen-
tation becomes easier to understand because you already know the features it will have
to provide.

Design patterns. Design pattems are generally-accepted solutions to certain common
problems, such as the model-view-controller approach to user interface design. If
you can use an existing design pattern to solve the problem, the implementation will
proceed more quickly, it is more likely to work, and your code will be more obvious
to readers. Design patterns are discussed in more detail in Section 19.5.

Invariants. An invariant is a property of a variable or structure that is always true. For
example, a data structure storing lines of text might enforce an invariani that each line
is terminated by a newline character. Invariants reduce the number of special cases that
must be considered in code and make it easier Lo reason about the code’s behavior.

17.2 Ensuring consistency

Consistency is hard to maintain, especially when many people work on a project over
a long time. People in one group may not know aboul conventions established in
another group. Newcomers don’t know the rules, so they uninientionally violate the
conventions and create new conventions that conflict with existing ones. Here are a
few tips for establishing and maintaining consistency:

Document. Create a document that lists the most important overall conventions, such
as coding style guidelines. Place the document in a spot where developers are likely to
see it, such as a conspicuous place on the project Wiki. Encourage new people joining
the group to read the document, and encourage existing people to review it every once
in a while. Several style guides from various organizations have been published on the
Web;, consider starting with one of these.

For conventions that are more localized, such as invariants, lind an appropriate spol

in the code to document them. If you don’t write the conventions down, it’s unlikely
that other people will follow them.

Enforce, Even with good documentation, it's hard for developers to remember all of
the conventions, The best way to enforce conventions is to write a tool that checks
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for violations, and make sure that code cannot be committed to the repository unless it
PasseslheCheCkel’- Autamated checkers work particularly well for low-level syntactic
conventions.

One of my recent projects had problems with line termination characters. Some
developers worked on Unix, where lines arc terminated by newlines; others worked
on Windows, where lines are normally terminated by a carriage-return followed by a
newline. If a developer on ane system made a small edit to a file previously edited
on the other system. the editor would sometimes replace all of the line terminators
with ones appropriatc for that system. This gave the appearance that every line of
the file had been modilicd, which made it hard to track the meaningful changes. We
established a conventian that liles should contain newlines only, but it was hard to
ensure that every todl used by cvery developer followed the convention. Every time
a new developer jained the praject, we would experience a rash of line termination
problems while thai developer adjusted to the convention.

We eventually solved this problem by writing a short script that was executed au-
tomatically before changes are committed to the source code repository. The script
checks all of the liles that have been modified and aborts the commit if any of them
contain carriage returns. The script can also be run manually to repair damaged files by
replacing carriage-return/newline sequences with newlines. This instantly eliminated
the problems, and it also helped train new developers.

Code revicws provide anotber opportunity for enforcing conventions and for edu-
cating new devclopers about tbe conventions. The more nit-picky that code reviewers
are, the more quickly cveryone on the team will learn the conventions, and the cleaner
the code will be.

When in Rome ... The most important convention of all is that every developer should
follow the old adagc "When in Rome, do as the Romans do.” When working in a new
file, look around to sec how 1be existing code is structured. Are all public variables
and methods declared before private ones? Are the methods in alphabetical order? Do
variables use “camel case,” as in firstServerName, or "snake case,” as in first_-
server_name? When you see anything that looks like it might possibly be a conven-
tion, follow it. When making a design decision, ask yourself if it’s likely that a similar
decision was made elsewhcre in the project; if so, find an existing example and ase the
same approach in your new code.

Don’t change existing conventions. Resist the urge to “improve™ on existing conven-
tions. Having a “better idea” is not a sufBcient excuse to introduce inconsistencies.
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Your new idea may indeed be better, but the value of consistency over inconsistency is
almost always greater than the value of one approach over another. Before imroducing
inconsistent behavior, ask yourself two questions. First, do you have significant new
information justifying your approach that wasn't available when the old convention
was established? Second, is the new approach so much better that it is worth taking
the time to update all of the old uses? If your organization agrees that the answers to
both questions are "yes,” then go ahead and make the upgrade; when you are done,
there should be no sign of the old convention. However, you still run the risk thatother
developers will not know about the new convention, so they may reintroduce the old
approach in the future. Overall, reconsidering established conventions is rarely a good
use of developer time.

17.3 Taking it too far

Consistency means not only that similar things should be done in similar ways, but that
dissimilar things should be done in different ways. If you become overzealous about
consistency and try to force dissimilar things into the same approach, such as by using
the same variable name for things that are really different or using an existing design
pattern for a task that doesn't fit the pattern, you'll create complexity and confusion.

Consistency only provides benefits when developers have confidence that “if it looks
like an x, it really is an x.”

17.4 Conciusion

Consistency is another example of tbe investment mindscet. It will take a bit of extra
work to ensure consistency: work to decide on conventions, work to create automated
checkers, work to look for similar situations to mimic in new code, and work in code
reviews to educate the team. The return on this investment is that your code will be
more obvious. Developers will be able to understand the code’s behavior more quickly
and accurately, and this will allow them to work faster, with fewer bugs.
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Code Should be Obvious

Obscurity is one of the two main causes of complexity described in Section 2.3. Ob-
scurity occurs when important information about a system is not obvious to new de-
velopers. The solution to the obscurity problem is to write code in a way that makes
it obvious; this chapter discusses some of the factors that make code more or less
obvious.

If code is obvious, it means that someone can read the code quickly, withoutmuch
thought, and their lirst guesses about the behavior or meaning of the code will be
correct. Il code is obvious, a reader doesn’t need to spend much time or effort to
gather all the information they need to work with the code. If code is not obvious,
then a reader must expend a lot of time and cnergy to understand it. Not only does this
reduce their cfliciency. but it also increases the likelihood of misunderstanding and
bugs. Obvious code needs fewer comments than nonobvious code.

“Obvious™ is in the mind of the reader: it’s easier 10 notice that someone else’s
code is nonobvious than to see problems with your own code. Thus, the best way to
determine the obviousness of code is through code reviews. If someone reading your
code says it's not obvious, then it's not obvious, no matter how clear it may seem (o
you. By trying 10 understand what made the code nonobvious. you will learn how to
write better code in the future.

18.1 Things that make code more obvious

Two of the most important techniques for making code obvious have already been dis-
cussed in previous chapters. The first is choosing good names (Chapter t4). Precise
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and meaningful names clarify the behavior of the code and reduce the need for doc-
umentation. If a name is vague or ambiguous, then readers will have to rcad through
the code in order to deduce the meaning of the named entity: this is time-consuming
and error-prone. The second technique is consistency (Chapter 17). If similar things
are always done in similar ways, then readers can recognize patterns they have seep
before and immediately draw (safe) conclusions without analyzing the code in detail.
Here are a few other general-purpose techniques for making code more obvious:

Judicious use of white space. The way code is formatted can impact how casy it is
to understand. Consider the following parameter documentation. in which whitespace
has been squeezed out:

[xx

@param numThreads The number of threads that this manager should
spin up in order to manage ongoing connections. The MessageManager
spins up at least one thread for every open connection, so this
should be at least equal to the number of connections you expect
to be open at once. This should be a multiple of that number if
you expect to send a lot of messages in a short amount of time.
@param handler Used as a callback in order to handle incoming
messages on this MessageManager's open connections. See

{@code MessageHandler} and {@code handleMessage} for details.
*
/

It’s hard to see where the documentation for one parameter ends and the next begins.
It's not even obvious how many parameters there are, or what their names are. If a little

whitespace is added, the structure suddenly becomes clear and the documentation is
easier to scan:

[rn

* @aram numThreads
The number of threads that this manager should spin up in
order to manage ongoing connections. The MessageManager spins
up at least one thread for every open connection, so this
should be at least equal to the number of connections you
expect to be open at once. This should be a multiple of that

number if you expect to send a lot of messages in a short
amount of time.

@param handler
Used as a callback in order to handle incoming messages on
this MessageManager's open connections. See .
{@code MessageHandler} and {@code handleMessage} for details.
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Blank lines are also useful to separate major blocks of code within a method, such

a5 in the following cxample:
voids Buffer::allocAux(size_t numBytes)

{

}

// Round up the Tength to a multiple of 8 bytes, to ensure alignment.
uint32_t numBytes32 = (downCast<uint32_t>(numBytes) + 7) & ~Ox7;
assert(numBytes32 != 0);

// If there is enough memory at firstAvailable, use that. Work down
// from the top, because this memory is guaranteed to be aligned
// (memory at the bottom may have been used for variable-size chunks).
if (availableLength >= numBytes32) {

availableLength -= numBytes32;

return firstAvailable + availablelLength;

}

// Next, see if there is extra space at the end of the last chunk.
if (extraAppendBytes >= numBytes32) {

extraAppendBytes -= numBytes32;

return lastChunk->data + lastChunk->length + extraAppendBytes;

// Must create a new space allocation; allocate space within it.
vint32_t allocatedLength;

firstAvailable = getNewAllocation(numBytes32, &allocatedLength);
availableLength = allocatedlLength - numBytes32;

return firstAvailable + availablelength;

This approach works particularly well if the first line after each blank line is acomment

describing the next block of code: the blank lines make the comments more visible.
White space within a statement helps to clarify the structure of the statement. Com-

pare the following two statements, one of which has whitespacc and one of which

doesn’t;

for(int passel;pass>=08&!empty;pass--) {

for (int pass = 1; pass >= 0 & !empty; pass--) {

Comments. Sometimes it isn't possible to avoid code that is nonobvious. When this
happens, it's important to use comments to compensate by providing the missing infor-
mation. To do this well. you must put yourself in the position of the reader and figure
out what is likely to confuse them, and what information will clear up that confusion.
The next section shows a few examples.
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18.2 Things that make code less obvilous

There are many things that can make code nonobvious; this section provides a few
examples. Some of these, such as event-driven program ming, are useful in some situa-
tions, so you may end up using them anyway. When this happens, extra documentation
can help to minimize reader confusion.

Event-driven programming. In ¢vent-driven programming, an application responds
to external occurrences, such as the arrival of a network packet or the press of a mouse
button. One module is responsible for reporting incoming events. Other parts of the
application register interest in certain events by asking the event module to invoke a
given function or method when those events oceur.

Event-driven programming makes it hard to follow the flow of control. The event
handler functions are never invoked directly; they are invoked indirectly by the evem
module, typically using a functian pointer or interface. Even il you find the poim of
invocation in the event module, it still isn’t possible to tell which specific function will
be invoked: this will depend on which handlers were registered at runtime. Because of
this, it’s hard to reason about event-driven code or convince yourself that it works.

To compensate for this obscurity, use the interface comment for each handler func-
tion to indicate when it is invoked, as in this example:

[xx

+ This method 3s invoked in the dispatch thread by a transport if a
* transport-level error prevents an RPC from completing.
+/
void
Transport: :RpcNotifier: :fajled() {

}

P Red Flag: Nonobvious Code 9

!f ‘lhe meaning and behavior of code cannot be understood with a quick reading,
115 a red flag. Often this means that there is important information that is not
immediately clear to someone reading the code.
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Generic containers. Many languages provide generic classes for grouping two or
more items into a single object, such as Pair in Java or std: :pair in C++. These
classes arc tempting because they make it casy to pass around several objects with
a single variable. Onc of the most common uses is to retum multiple values from a
method, as in this Java example:

return new Pair<Integer, Boolean>(currentTerm, false);

Unfortunately, gencric containers result in nonobvious code because the grouped ele-
ments have generic names that obscure their meaning. In the example above, the caller
must reference the two returned values with result.getKey() and result.get-
value ), which give no cluc about the actual meaning of the values.

Thus, it’s better not to use generic containers. If you need a container, define
a new class or structure that is specialized for the particular use. You can then use
meaningful names for the clements, and you can provide additional documentation in
the declaration, which is not possible with the generic container.

This example illustrates a general rule: software should be designed for ease of
reading, not ease of writing. Generic containers are cxpedient for the person writing
the code, but they create confusion for all the readers that follow. It's better for the
person writing the code to spend a few cxtra minutes to define a specific container
structure, so that the resulting code is more obvious.

Different types for declaration and allocation. Consider the following Java exam-
ple:

private List<Message> 1incomingMessagelist;

incomingMessageList = new ArraylListMessage>();

The variable is declared as a List, but the actual value is an ArrayList. This code is
legal, since List is a superclass of ArrayList. but it can mislcad a reader who sees the
declaration but not the actual allocation. The actual type may impact how the variable
is used (ArrayLists have different performance and thread-safcty propertics than
other subclasses of List), so it is better to match the declaration with the allocation.

Code that violates reader expectations. Consider the following code, which is the

main program for a Java application
pubHc static void main(String[] args) {

new RaftClient(myAddress, serverAddresses);

Mostapplications exit when their main programs return, so readers arc likely to assumc
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that will happen here. However, that is not the case. The constructor for RaftClient
creates additional threads, which continue to operate even though the application’s
main thread finishes. This behavior should be documented in the interface comment
for the RaftC11ient constructor, but the behavior is nonobvious enough that it’s worth
putting a short comment at the end of main as well. The comment should indicate
that the application will continue executing in other threads. Code is most obvious if
it conforms to the conventions that readers will be expecting; if it doesn’t, then it’s
important to document the behavior so readers aren’t confused.

18.3 Concluslon

Another way of thinking about obviousness is in terms of information. If code is
nonobvious, that usually means there is important information about the code that the
reader does not have: in the RaftClient example, the reader might not know that the
RaftClient constructor created new threads; in the Pair example. the reader might
not know that result. getKey() returns the number of the current term.

To make code obvious, you must ensure that readcrs always have the information
they need to understand it. You can do this in three ways. The best way is to reduce the
amount of information that is needed, using design techniques such as abstraction and
climinating special cases. Second, you can take advantage of information that readers
have already acquired in othcr contexts (for example, by following conventions and
conforming to expectations) so readers don’t have to learn new information for your
code. Third, you can present the important information to them in the code, using
techniques such as good names and strategic comments.

152



Chapter 19

Software Trends

As a way of illustrating the principles discussed in this book, this chapter considers
several trends and patterns that have become popular in software development over the
last few decades. For cach trend, 1 will describe how that trend relates to the prineiples
in this book and use the principles to evaluatie whether that trend provides leverage
against software complexity.

19.1 Object-oriented programming and inheritance

Object-oriented programming is one of the most important new ideas in software de-
velopment over the last 3030 years. It introduced notions such as elasses, inheritanee,
privale methods, and instance variables. If used earefully, these mechanisms can help
to produce better software designs. For example, private methods and variables can be
used to ensure information hiding: no eode outside a class ean invoke private methods
or access private variables, so there can’t be any external dependencies on them.

One of the key elements of object-oriented programming is inheritanee. Inheri-
lance comes in 1wo forms, which have different implieations for software eomplexity.
The first form of inheritance is interface inheritance, in which a parent class defines
the signatures for one or more methods, but does not implement the methods. Each
subclass must implement the signatures, but different subclasses can implement the
same methods in different ways. For example, the interface might define methods for
performing 1/0); onc subclass might implement the /O operations for disk files, and
another subclass might implement the same operations for network sockets.

Interface inheritance provides leverage against complexity by reusing the same in-
terface for multiple purposes. It allows knowledge acquired in solving one problem
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(such as how to use an I/O interface to read and write disk fifes) to be used to sofve
other probfems (such as communicating over a network socket). Another way of think-
ing about this is in terms of depth: the more different impfementations there are of an
interface, the deeper the interface becomes. In order for an interface to have many
implementations, it must capture the essentiaf fcatures of aff the underfying impfe-
mentations whife steering cfear of the detaifs that differ between the impfementations;
this notion is at the heart of abstraction.

The second form of inheritance is impfementation inheritance. In this form, a
parent cfass defines not onfy signatures for one or more methods, but afso defauft
impfementations. Subcfasses can choose to inherit the parent’s impfementation of a
method or override it by defining a new method with the same signature. Without
impfementation inheritance, the same method impfementation might need to be dupfi-
cated in severaf subcfasses, which woufd create dependencies between those subcfasses
(modifications woufd need to be dupficated in aff copies of the method). Thus, impfe-
mentation inheritance reduces the amount of code that needs to be modified as the
system evofves; in other words, it reduces the change ampfification probfem described
in Chapter 2.

However, impfementation inheritance creates dependcncics between the parent
cfass and each of its subcfasses. Cfass instance variabfes in the parent cfass are often
accessed by both the parent and chifd cfasses; this resufts in information feakage be-
tween the cfasses in the inheritance hierarchy and makes it hard to modify one cfass in
the hierarchy without fooking at the others. For exampfe, a devefoper making changes
to the parent cfass may need to examine aff of the subcfasses to ensure that the changes
don’t break anything. Simifarfy, if a subcfass overrides a method in the parent class,
the devefoper of the subcfass may need to examine the impfementation in the parent.
In the worst case, programmers wiff need compfete knowfedge of the entire cfass hi-
crarchy underneath the parent cfass in order to make changes to any of the cfasses.
Ctass hierarchies that use impfementation inheritance extensivefy tend to have high
compfexity.

Thus, impfementation inheritance shoufd be used with caution. Before using im-
plementation inheritance, consider whether an approach bascd on composition can pro-
yide the same benefits. For instance, it may be possibfe (o use smaff hefper cfasses t0
impfement the shared functionafity. Rather than inheriting functions from a parent, the
originaf cfasses can each buifd upon the features of the hefper cfasses.

If there is no viabfe afternative to impfementation inheritance, try to separate the
state managed by the parent cfass from that managed by subcfasses. One way to do this
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is for certain instance variables to be managed entirely by methods in the parent class,
with subclasses using them only in a read-only fashion or through other methods in the
parent class. This applics the notion of information hiding within the class hierarchy
1o reduce dependencies.

Although the mechanisms provided by object-oricnted programming can assist in
implementing clean designs, they do not, by themselves, guarantee good design. For
example, if classes are shallow, or have complex interfaces, or permit extemal access
o their internal state, then they will still result in high complexity.

19.2 Agile development

Agile development is an approach to software development that emerged in the late
1990's from a collection of ideas about how to make software development more
lightweight, flexible, and incremental; it was formally defined during a meeting of
practitioners in 2001. Agile development is mostly about the process of software de-
velopment (organizing teams, managing schedules, the role of anit testing, interacting
with custormiers, ctc.) as oppased to software design. Nonetheless, it relates to some of
the design principles in this bouk.

One of the most important elements of agile development is the notion that devel-
opment should be incremental and iterative. In the agile approach, a software system
is developed in a scries of iterations, each of which adds and evaluates a few new fea-
tres; each iteration includes design, test, and customer input. This is similar (o the
tncremental approach advocated here. As mentioned in Chapter |, it isn't possible to
visualize a complex system well enough at the outset of a project to determine the
best design. The best way to end up with a good design is to develop a system in
ticrements, where each increment adds a few new abstractions and refactors existing
abstractions based on experience. This is similar to the agile development approach.

One of the risks of agile development is that it can lead to tactical programming.
Agtle development tends to focus developers on features, not abstractions, and it cn-
courages developers to put off design decisions in order to produce working software
2 soon as possible. For cxample, some agile practitioners argue that you shouldn’t
tmplement general-purpose mechanisms right away; implement a minimal special-
Purpose mechanism to start with, and refactor into something more generic later, once
You know that it's needed. Although these arguments make sense to a degree, they
argue against an investment approach, and they encourage a more tactical style of pro-
gramming. This can result in a rapid accumulation of complexity.
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Developing incrementally is generally a good idea, but the increments of devel-
opment should be abstractions, not features. It’s fine to put off all thoughts about a
particular abstraction until it's needed by a feature. Once you need the abstraction, in-
vest the time to design it cleanly; follow the advice of Chapter 6 and make it somewhat

general-purpose.

19.3 Unit tests

It used to be that developers rarely wrote tests. If tests were written at all, they were
written by a separate QA team. However, one of the tenets of agile development is that
testing should be tightly integrated with development. and programmers should write
tests for their own code. This practice has now become widespread. Tests are typically
divided into two kinds: unit tests and system tests. Unit tests are the ones most often
written by developers. They are small and focused: each test usually validates a small
section of code in a single method. Unit tests can be run in isolation, without setting
up a production environment for the system. Unit tests are oftcn run in conjunction
with a test coverage tool to ensure that every line of code in the application is testcd.
Whenever developers write new code or modify existing code, they are responsible for
updating the unit tests to maintain proper test coverage.

The second kind of test consists of system tests (sometimes called integration
tests), which ensure that the different parts of an application all work together prop-
erly. They typically involve running the cntire application under conditions similar to
production. System tests are more likely to be written by a scparatc QA or testing
team.

Tests, particularly unit tests, play an important role in software design because
they facilitate refactoring. Without a test suite, it’s dangerous to make major structural
changes to a system. There’s no casy way to find bugs. so it's likely that bugs will
20 undetected until the new code is deployed, where they are much more expensive
to find and fix. As a result, developers avoid refactoring in systems without good test
suites; they try to minimize the number of code changes for each new feature or bug
fix, which means that complexity accumulates and design mistakes don’t get corrected.

With a good set of tests, developers can be more confident when refactoring be-
causc the test suite will find most bugs that are introduced. This encourages devel-
opers to make structural improvements (o a system, which results in a better design.
Unit tests are particularly valuable: they provide a higher degree of code coverage than
system tests, so they are more likely to uncover any bugs.
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For example, during the development of the Tcl scripting language, we decided to
improve performancc by replacing Tel's interpreter with a byte-code compiler. This
was a huge change that alTected almost cvery part of the core Tcl engine. Fortunately,
Tcl had an excellent unit test suite, which we ran on the new byte-code engine. The
existing tests were so effective in uncovering bugs in the new engine that only a single
bug tumed up after the alpha release of the byte-code compiler.

19.4 Test-driven development

Test-driven development ts an approach to software development where programmers
write unit tests before they write code. When creating a new class, the developer first
writes unit tests for the class, based on its expected behavior. None of the tests pass,
since there ts no code for the class. Then the developer works through the tests one at
atime, writing enough code for that test to pass. When all of the tests pass, the class
s finished.

Although I am a strong advocate of unit testing, 1 am not a fan of test-driven de-
velopment. The problem with test-driven development is that It focuses attention
on getting specific features working, rather than finding the best design. This is
lactical programming purc and simple, with all of its disadvantages. Test-driven devel-
opment is too incremental: at any point in time, it's tempting to just hack in the next
feature to make the next test pass. There's no obvious time to do design, so it’s easy to
end up with a mess.

As mentioned in Scction 19.2, the units of development should be abstractions, not
features. Once you discover the need for an abstraction, don't create the abstraction
in pieces over time: design it all at once (or at least enough to provide a reasonably
comprehensive set of core functions). This is more likely to produce a clean design
whose pieces fit together well.

One place where it makes sense to write the tests first is when fixing bugs. Before
fixing a bug, writc a unit test that fails because of the bug. Then fix the bug and make
sure that the unit tesi now passes. This is the best way to make sure you really have
fixed ihe bug. If you fix the bug hefore writing the test, it's possible that the new unit
test doesn'1 aciually trigger the bug. in which case it won't tell you whether you really
fixed the problem.
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19.5 Design patterns

A design pattern is a comrnonly used approach lor solving a particular kind of problem,
such as an iterator or an observer. The notion of design patterns was popularized by the
book Design Patterns: Elements of Reusable Object-Oriented Suftware by Gamma,
Helm, Johnson, and Vlissides. and design patterns are now widely used in object-
oriented software development.

Design patterns represent an alternative to design: rather than designing a new
mechanism from scratch, just apply a well-known design pattern. For the most pan,
this is good: design patterns arose because they solve common problerns, and because
they are generally agreed to provide clean solutions. If a design pattern works well
in a particular situation, it will probably be hard for you to come up with a different
approach that is better.

The greatest risk with design patterns is over-application. Not every problern can
be solved cleanly with an existing design pattern; don’t try to force a problem into a
design pattern when a custorn approach will be cleaner. Using design patterns doesn't
autornatically improve a software systern; it only docs so if the design patterns fit. As
with rnany ideas in software design, the notion that design patterns are good doesn’t
necessarily mean that more design patterns are better.

19.6 Getters and setters

In the Java prograrnrming cormunity, getter and setter methods are a popular design
pattern. A getter and a setter are associated with an instance variablc for a class. They
have names like getFoo and setFoo, where Foo is the name of the variable. The
getter method returns the current value of the variable, and the setter method modifies
the value.

Getters and setters aren’t strictly necessary, since instance variables can be made
public. The argurnent for getters and setters is that they allow additional functions to be
performed while getting and setting, such as updating related values when a variable
changes, notifying listeners of changes, or enforcing constraints on values. Even if
these features aren’t needed initially, they can be added later without changing the
interface.

Although it may make sense to use getters and setters if yOu rust exposc instance
var‘fableS, it’s better not to expose instance variables in the first place. Exposed instance
variables mean that part of the class’s implementation is visible externally, which vi-
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[
olates the idea of information hiding and increases the complexity of the class’s inter-
face. Getters and setters are shallow methods (typically only a single line), so they add
cluter to the class’s interface without providing much functionality. It's better to avoid
getters and setters (or any cxposure of implementation data) as much as possible.

One of the risks of cstablishing a design patiern is that developers assume the
patiern is good and try to usc it as much as possible. This has led to overusage of

getters and setters in Java.

19.7 Conclusion
Whenever you encounter a proposal for a new software development paradigm, chal-
lenge it from the standpoint of complexity: does the propusal really help to minimize

complexity in large softwarc systems? Many prapasals sound good on the surface, but
if you look more decply you will sce that some of them make complexity worse, not

better.

159



Chapter 20

Designing for Performance

Up until this poini, the discussion of software design has focused on complexity; the
goal has been 10 make software as simple and understandable as possible. But what if
you are working on a system that necds to be fast? How should performance consid-
eralions affcci the design process? This chapter discusses how to achieve high perfor-
mance without sacrificing clean design. The most important idea is still simplicity: not
only docs simplicity improve a system’s design. but it usually makes systems faster.

20.1 How to think about performance

The firs1 question to address is "how much should you worry about performance during
the normal development process”” If you try to optimize every statement for maximum
speed. it will slow down development and create a lot of unnecessary complexity.
Furthermore. many of the “optimizaiions™ won't actually help performance. On the
other hand, if you complctely ignore performance issues. it’s easy (0 end up with a
large number of significant inefficiencies spread throughout the code: the resulting
system can casily be S-10x slower than it needs to be. In this “death by a thousand
cuts™ scenario it's hard to come back later and improve the performance. because there
15 no single improvement that will have much impact.

The best approach is somcthing between these extremes, where you use basic
k""“"c“gc of performance to choose design alternatives that are "naturafty efficient”
yet also clean and simple. The key is to develop an awareness of which operations
are fundamcnlally expensive. Here are a few examptes of operations that are refativety
expensive today:
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« Network communication: even within a datacenter, a round-trip message ex-
change can take 10-50 ps, which is tens of thousands of instruction times. Wide.
area round-trips can takc 10-100 ms.

* 1/O 10 secondary storage: disk I/O operations typically take 5-10 ms, which
is millions of instruction times. Flash storage takes 10-100 ps. New emerg-
ing nonvolatile memories may be as fast as 1 us, but this is still around 2000
instruction times.

* Dynamic memory allocation (malloc in C, new in C++ or Java) typically in-
volves significant overhead for allocation, freeing, and garbage collection.

o Cache misses: fetching data from DRAM into an on-chip processor cache takes
a few hundred instruction times; in many programs, overall performance is de-
termined as much by cache misses as by computational costs.

The best way to learn which things are expensive is to run micro-benchmarks
(small programs that measure the cost of a single operation in isolation). In the RAM-
Cloud project, we created a simple program that provides a framework for micro-
benchmarks. It took a few days to create the framework, but the framework makes it
possible to add new micro-benchmarks in five or ten minutes. This has allowed us to
accumulate dozens of micro-benchmarks. We use these both to understand the perfor-
mance of existing libraries used in RAMCloud, and also to measure the performance
of new classes written for RAMCloud.

Once you have a general sense for what is expensive and what is cheap, you can
use that information to choose cheap operations whenever possible. In many cases,
a more efficient approach will be just as simple as a slower approach. For example,
when storing a large collection of objects that will be looked up using a key value,
you could use either a hash table or an ordered map. Both are commonly available
in library packages, and both are simple and clean to use. However, hash tables can
easily be 5-10x faster. Thus, you should use a hash table unless you need the ordering
properties provided by the map.

As another example, consider allocating an array of structures in a language such
as C or C++. There are two ways you can do this. One way is for the array to hold
pointers o structures, in which case you must first allocate space for the array, then
allocate space for each individual structure. It is much more efficient to storc the
structures in the array itself, so you only allocate one large block for everything.

If the only way 1o improve efficiency is by adding complexity. then the choice is
more difficult. If the more efficient design adds only a small amount of complexity.
and if the complexity is hidden, so it doesn’t affect any interfaces, then it may be
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worthwhile (but heware: complexity is incremental). If the faster design adds a lot
of implementation complexity, or if it results in more complicated interfaces, then it
may be better to start off with the simpler approach and optimize later if performance
turns out to be a problem. However, if you have clear evidence that performance will
be important in a particular situation, then you might as well implément the faster
approach immediately.

In the RAMCloud project one of our overall goals was to provide the lowest pos-
sible latency for client machines accessing the storage system over a datacenter net-
work. As a result, we decided to use special hardware for networking, which allowed
RAMCloud to bypass the kemel and communicate directly with the network interface
controller to scnd and receive packets. We made this decision even though it added
complexity, because we knew from prior measurements that kemel-based networking
would be too slow to meet our needs. In most of the rest of the RAMCloud system we
were able to design for simplicity; getting this one big issue “right” made many other
things easier.

In general, simpler code tends to run faster than complex code. If you have defined
away special cases and exceptions, then no code is needed to check for those cases
and the system runs faster. Deep classes are more efficient than shallow ones, because
they get more work done for each method call. Shallow classes result in more layer
crossings, and cach layer crossing adds overhead.

20.2 Measure before (and after) modifying

But suppose that your system is still too slow, even though you have designed it as
described above. It's tempting to rush off and start making performance tweaks, based
on your intuitions about what is slow. Don't do this! Programmers’ intuitions about
performance are unreliable. This is true even for experienced developers. If you start
making changes based on intuition. you'll waste time on things that don't actually
improve performance, and you'll probably make the system more complicated in the
process.

Before making any changes. measure the system’s existing behavior. This serves
two purposes. First, the measurements will identify the places where performance
tuning will have the biggest impact. It isn’t sufficient just to measure the top-level
system performance. This may tell you that the system is too slow, but it won't tell
you why. You'll need to measure deeper to identify in detail the factors that contribute
10 overall performance: the goal is to identify a small number of very specific places
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where the system is currently spending a lot of time, and where you have ideas for
improvement. The second purpose of the measurements is to provide a baseline, so that
you can re-measure performance after making your changes o ensure that performance
actually improved. If the changes didn’t make a measurablc difterence in performance,
then back them out (unless they made the system simpler). There’s no point in retaining
complexity unless it provides a significant speedup.

20.3 Design around the critical path

Al this point, let’s assume that you have carefully analyzed performance and have
identified a piece of code that is slow enough to affect the overall system performance.
The best way to improve its performance is with a “fundamental” changc, such as in-
troducing a cache, or using a different algorithmic approach (balanced tree vs. list,
for instance). Our decision to bypass the kernel for network communication in RAM-
Cloud is an examplc of a fundamental fix. If you can identily a fundamental fix, then
you can implement it using the design techniques discusscd in previous chapters.

Unfortunately, situations will sometimes arise where there isn‘t a fundamental fix.
This brings us to the core issue for this chapter, which is how to redesign an cxisting
piece of code so that it runs faster. This should be your last resort. and it shouldn’t
happen often, but there are cases where it can make a big differencc. The key idea is
to design the code around the critical path.

Start off by asking yourself what is the smallest amount of code that must be ex-
ecuted to carry out the desired task in the common case. Disregard any existing code
structure. Imagine instead that you are writing a new method that implements just
the critical path, which is the minimum amount of code that must be executed in the
most common case. The current code is probably cluttered with special cases: ignore
them in this exercise. The current code might pass through several method calls on
the critical path; imagine instead that you could put all the relevant code in a single
method. The current code may also use a variety of variables and data structures; con-
sider only the data needed for the critical path, and assume whatever data structure
is most convenient for the critical path. For example, it may make sense to combint
multiple variables into a single value. Assume that you could completely redesign the
system in order to minimize the code that must be executed for the critical path. Let’s
call this code “the ideal.”

The ideal code probably clashes with your existing class structure, and it may not
be practical, but it provides a good target: this represents the simplest and fastest that
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the code can ever be. The nexi step is to look for a new design thai comes as close
as possible 10 the ideal while siill having a clean struciure. You can apply all of the
design ideas from previous chapters of this book, bui with the addilional constraini of
keeping the ideal code (mosily) intaci. You may have 10 add a bii of extra code 10 the
ideal in order 10 allow clean abstraciions; for example, if the code involves a hash table
lookup, i1’s OK 10 iniroduce an extra method call 10 a general-purpose hash table class.
In my experience i1’s almosi always possible 10 find a design thai is clean and simple,
yet comes very close 10 the ideal.

One of the mosi importani things thal happens in this process is 1o remove special
cases from the critical path. When code is slow, iI's often because i1 musi handle a
variety of siluations, and the code gets straciured 10 simplify the handling of all the
differens cases. Each special case adds a linle bii of code 10 the critical path, in the
form of extra condilional staiements and/or method calls. Each of these addilions
makes the code a bir slower. When redesigning for performance, try 10 minimize the
number of special cases you musi check. Ideally. there will be a single i f staiemem ai
the beginning, which delects all special cases with one tesi. In the normal case, only
this one 1es1 will need 10 be made, afier which the crilical paih can be executed with
no additional 1esis for special cases. If the initial iesi fails (which means a special case
has occurred) the code can branch 10 a separaie place off the crilical path 10 handle i1.
Performance isn’1 as importam for special cases, so you can structure the special-case
code for simplicity rather than performance.

204 An example: RAMCloud Buffers

Ler's consider an example, in which the Buffer class of ihe RAMCloud siorage sysiem
was oplimized 10 achieve a speedup of abour 2x for the mosi common operations.
RAMCloud uses Buffer objecis 10 manage variable-length arrays of memory, such
as request and response messages for remole procedure calls. Buffers are designed
1o reduce overheads from memory copying and dynamic siorage allocation. A Buffer
stores whai appears 10 be a linear array of byies, bui for efficiency i1 allows the under-
lying siorage 10 be divided into muhiple disconiiguous chunks of memory, as shpwn
in Figure 20.1. A Buffer is created by appending chunks of data. Each chunk is either
external or internal. If a chunk is exicrnal, iis siorage is owned by the caller; the Buffer
keeps a reference to this siorage. Exiernal chunks are iypically used for large chunks
in order to avoid memory copies. If a chunk is internal, the Buffer owns the siorage
for the chunk: data supplicd by the caller is copied ino the Buffer’s imernal sierage.
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Figure 20.1: A BufTer object uses a collection of memory chunks 1o store whai appears 10 be
a linear array of bytes. Intemal chunks are owned by the Buffer and freed when the Buffer is
destroyed: external chunks are noi owned by 1he Buffer.

Each Buffer contains a small built-in allocation, which is a block of memory available
for storing intemal chunks. If this space is exhausted, then the Buffer creates addi-
tional allocations, which must be freed when the Buffer is destroyed. Internal chunks
are convenient for small chunks where the memory copying costs are negligible. Fig-
ure 20.1 shows a Buffer with 5 chunks: the first chunk is internal, the next two are
external, and the final two chunks are internal.

The Buffer class itself represents a "fundamental fix,” in that it eliminates expen-
sive memory copies that would have been required without it. For example, when
assembling a response message containing a short header and the contents of a large
object in the RAMCloud storage system, RAMCloud uscs a Buffer with two chunks.
The first chunk is an internal one that contains the hcader; the second chunk is an
external one that refers 10 the object contenls in the RAMCloud storage sysiem. The
response can be collected in the Buffer without copying the large object.

Aside from the fundamemal approach of allowing discontiguous chunks, we did
not attempt to optimize the code of the Buffer class in the original implementation.
Over time, however, we noticed Buffers being used in more and more sitations; for
example, at least four Buffers are created during the execution of each remote proce-
dure call. Eventually, it became clear that speeding up the implementation of Buffer
could have a noticeable impact on overall system performance. We decided to see if
we could improve the performance of the Buffer class.

The most common operation for Buffer is to allocate space for a small amount of
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new daia using an inlernal chunk. This happens, for example, when creating headers
for reques! and responsc messages. We decided 10 use this operaiion as the critical path
for optimization. In 1he simples: possible case, the space can be allocaled by enlarging
the lasi existing chunk in the Buffer. However, this is only possible if the last existing
chunk is intcrnal, and if there is enough space in its allocation to accommodate the new
data. The ideal code would perform a single check to confirm that the simple approach
is possible, then it would adjust the size of the existing chunk.

Figure 20.2 shows the original code for the critical path, which starts with the
mecthod Buffer: :alloc. In the fastest possible case, Buffer: :alloc callsBuffer: :
allocateAppend. which calls Buffer: :Allocation: :allocateAppend. From a
performance standpoint, this code has two problems. The first problem is that multiple
special cascs are checked individually and sometimes repeatedly. First, Buffer: :al-
TocateAppend checks to sce if the Buffer currently has any allocations. Then the
code checks twice to sec if the current allocation has enough room for the new data:
once in Buffer: :Allocation: :allocateAppend, and again wben its return value
is tested by Buffer::allocateAppend. Furthermore, rather than trying to expand
the last chunk directly, the code allocates new space without any consideration of the
last chunk. Then Buffer: :alloc checks to see if the allocated space happens to be
adjacent to the last chunk, in which case it merges the new space with the existing
chunk. This results in additional checks. Qverall, this code tests 6 distinct conditions
in the critical path.

The second problem with the original code is that it has too many layers, all of
which are shallow. This is both a performance problem and a design problem. The
critical path makes two additional method calls in addition to the original invocation
of Buffer: :alloc. Each method call takes additional time. and in one of these cases
the result of the call must be checked by its caller, which results in another special
case to consider. Chapter 7 discussed how abstractions should normally change as
you pass from one layer to another. but all three of the methods in Figure 20.2 have
identical signatures and they provide essentially the same abstraction; this is a red flag.
Buffer::allocateAppend is nearly a pass-though method; its only contribution is
to create a new allocation if needed. The extra layers make the code both slower and
more complicated. )

To fix these problems, we refactored tbe Buffer class so that its design is centered
around the most performance-critical paths. We considered not just the allocation code
above but several other commonly executed paths, such as retrieving the total ““_"‘ber
of bytes of data currently stored in a Buffer. For each of these critical paths, we tried to
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char: Buffer::alloc(int numBytes)

char+ data = allocateAppend(numBytes);
Buffer: :Chunk* lastChunk = this->chunksTail;
if ((lastChunk != NULL & lastChunk->isInternal()) &&
(data - lastChunk->length == lastChunk->data)) {
// Fast path: grow the existing Chunk.
lastChunk->length += numBytes;
this->totalLength += numBytes;

} else {
// Creates a new Chunk out of the allocated data.

append(data, numBytes);

return data;

// Allocates new space at the end of the Buffer; uses space at the end
// of the last current allocation, if possible; otherwise creates a
// new allocation. Returns a pointer to the new space.
char* Buffer::allocateAppend(int size) {
void* data;
if (this->allocations != NULL) {
data = this->allocations->allocateAppend(size);
if (data != NULL) {
// Fast path
return data;

}

data = newAllocation(0, size)->allocateAppend(size);
assert(data != NULL);

return data;

}

// Tries to allocate space at the end of an existing allocation. Returns
// a pointer to the new space, or NULL if not enough room.
char» Buffer::Allocation::allocateAppend(int size) {

if ((this->chunkTop - this->appendTop) < size)

return NULL;

char *retval = &data[this->appendTop];

this->appendTop += size;

return retval;

Figure 20.2: The origina! code for allocating new space at the end of a Buffer, using an
internal chunk.
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char* Buffer::alloc(int numBytes)
if (this->availableAppendBytes >= numBytes) {

// There is extra space just after the current
// last chunk, so we can allocate the new
// region there.
Buffer::Chunks chunk = this->lastChunk;
char+ result = chunk->data + chunk->length;
chunk->length += numBytes;
this->availableAppendBytes -= numBytes;
this->totalLength += numBytes;
return result;

}

// We're going to have to create a new chunk.
}

Figure 20.3: The new code for allocating new space in an intemal chunk of a Buffer.

idemiify the smallest amount of code that must be executed in the common case. Then
we designed the rest of tbe class around these critical paths. We also applied the design
principles from this book to simplify the class in general. For example, we eliminated
shallow layers. created deeper internal abstractions, and reduced the number of special
cases to check. The refactored class is 20% smaller than tbe original version (1476
lines of code. versus 1886 lines in tbe original).

Figure 20.3 shows the new critical path for allocating internal space in a Buffer.
The new code is not only faster., but it is also easier to read, since it avoids shallow
abstractions. The cntire path is handled in a single method, and it uses a single test
10 rule out all of the special cases. The new code introduces a new instance variable,
availableAppendBytes, in order to simplify the critical path. This variable keeps
track of how much unused space is available immediately after the last chunk in the
Buffer. If there is no space available, or if tbe last chunk in the Buffer isn’t an intenal
chunk, or if the Buffer contains no chunks at all, then availableAppendBytes is
zero; three different special cases can be checked at once, just by testing available-
AppendBytes. The code in Figure 20.3 represents the least possible amount of code
10 handle the common case where space is available.

Note: the update to totallLength could have been eliminated by recomputing
the total Buffer length from tbe individual chunks whenever it is needed. However,
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this approach would be expensive for a large Buffer with many chunks, and fetching
the total Buffer length is another common operation. Thus, we chose to add a small
amount of extra overhead to alloc in order to ensure that the Buffer length is always
immediately available.

The new code is about twice as fast as the old code: the total time to append a
1-byte string to a Buffer using internal storage dropped from 8.8 ns to 4.75 ns. Many
other Buffer operations also speeded up because of the revisions. For example, the
time to construct a new Buffer, append a small chunk in internal storage, and destroy
the Buffer dropped from 24 ns to 12 ns.

20.5 Conclusion

The most important overall lesson from this chapter is that clean design and high per-
formance are compatible. The Buffer class rewrite improved its performance by a fac-
tor of 2 while simplifying its design and reducing codc size by 20%. Complicated code
tends to be slow because it does extrancous or redundant work. On the other hand, if
you write clean, simple code, your system will probably be last enough that you don’t
have to worry much about performance in the first place. In the few cases where you
do need to optimize performance, the key is simplicity again: find the critical paths
that are most important for performance and make them as simple as possible.
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Chapter 21
Decide What Matters

One of the most important elements of good software design is separating what matters
from what doesn’t matter. Structure software systems around the things that matter.
For the things that don’t matter as much. try to minimize their impact on the rest of the
system. Things that matter should be emphasized and made more obvious; things that
don’t matter should be hidden as much as possible.

Many ol the ideas in the preceding ehapters have at their heart the notion of separat-
ing what matters from what doesn’t. For example, this is what we do when designing
abstractions. The interface of a module reflects what matters to users of that module;
things that don’t matter to the module’s users should be hidden in the implementation,
where they are less obvious. When choosing a variable name, the goal is to pick a
few words that convey the most possible information about the variable and use those
in the name: these are the aspects of the variable that matter most. If performance
really matters for a module, then the design of the module should be structured around
achicving the performance goals; in the example of Section 20.4, this meant finding a
design where the performance-critical path had as few method calls and special-cuse
checks as possible, while still being clean, simple, and obvious.

21.1 How to decide what matters?

Sometimes things that are important are imposed as external constraints on a system,
such as performance in Section 20.4. More often it is up to the designer to determine
what matters. Even when there are external constraints, the designer must figure out

what matters most in achieving those constraints.
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To decide what matters, look for leverage, where the solution to one problem also
allows many other problems to be solved, or where knowing one picce of information
makes it easy to understand many other things. For example. in the discussion of how
to store text in Section 6.2, a general-purpose interface for inserting and deleting ranges
of characters could be used to solve many problems, whereas specialized methods such
as backspace only solved a stngle problem. The general-purpose interface provided
more leverage. At the level of the text class interface, it didn’t matter whether the
interface was being invoked in response to the backspace key; all that really mattered
was that text needed to be deleted. An invariant is another example of a leverage
point: once you know an invariant for a variable or structure. you can predict how that
variable or structure will behave in many diflerent situations.

It’s easier to determine what is most important if you have multiple options to
choose among. For example, when choosing a variable name, make a mental list of
words that relate to that variable, then pick a few of the words that convey the most
information. Use those words to form the variable name. This is an example of the
“design it twice* principle.

Sometimes it may not be obvious which things matter the most; this can be particu-
larly hard for younger developers who don’t have much experience. In these situations
I recommend making a hypothesis: I think this is what matters most.” Then commit
to that hypothesis, build the system under that assumption, and sec how it works out.
If your hypothesis was right, think about why it ended up being right, and what clues
there might have been that you can use in the future. If your hypothesis was wrong,
that’s still OK: think about why it ended up being wrong, and whether there were clues
that you could have used to avoid this choice. Either way. you will lcam from the
experience and you will gradually make better and better choices.

21.2 Minimize what matters

Try to make as little matter as possible: this will result in simpler systems. For exam-
ple, try to minimize the number of parameters that must be specilied to construct an
object, or provide default values that reflect most common usage. For things that do
matter, try to minimize the number of places where they matter. Information that is
hidden within a module doesn’t matter to code outside that module. If an cxception
can be handled entirely at a low level in a system, then it doesn’t matter to the rest
of the system. If a configuration parameter can be computed automatically based on
system behavior (rather than exposing it for an administrator to choose manually) then
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it no longer maniers 10 adminisiralors.

21.3 How to emphasize things that matter

Once you have idemified she shings thai maiter. you should emphasize them in ihe
design. One way 10 eniphasize is with prominenee: importani things shoufd appear in
places where they are more fikety 10 be seen, such as inierfaee documeniation, names,
or paramelers 10 heavily used methods. Another way 10 emphasize is with repetition:
key ideas appear over and over again. A third way 10 emphasize is with eentrafity. The
things thar maner the mosi shoutd be a1 the hean of the system, where they delermine
the structure of things around them. One examplte is the inlerfaee for deviee drivers in
operaling sysicms; this is a eentraf idea because hundreds or thousands of drivers wilf
depend on in.

Of course, the converse is also true: if an idea is more fikely 1o be seen, or if il
appears over and over again, or if i1 impaets a sysiem’s siruciure in signifiean) ways,
then 1hai idea maners.

Simifarty, shings thai don’s maiter shoufd be de-emphasized. They shoutd be hid-
den as much as possibfe. 1they shoutd not be encouniered frequenity, and they shoutd

not impac} the siruciure ol the sysiem.

21.4 Mistakes

Indeciding whai mauers. there are two kinds of misiakes you can make. The firsi mis-
take is 10 1rcal 100 many things as important. When this happens, unimportant things
clutter up 1he design. adding comptexity and increasing cognitive foad. One example
is methods with arguments that are irrefevant to most calfers. Another example is the
Java 1/0 interface discussed on page 26: it forced developers to be aware of the distinc-
lion between buffered and unbuffered /0. even though this distinction is almost never
important (developers almost always want buffering and don’t want to waste tin'lc ask-
ing for jt explicitly). Shallow classes are often the result of treating too many things as
important,

The second kind of mistake is to fail to recognize that something is important.
This mistake lcads to situations where important information is hidden, or !mpprtan(
functiunalily is not available so developers must continually recreate it. This kind of
mistake impedes developer productivity and leads to unknown unknowns.
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21.5 Thinking more broadly

The idea of focusing on what's most important applies in other domains beside soft-
ware design. It’s also important in technical writing: the best way to make a document
casy to read is to identify a few key concepts at the beginning and structure the remain-
der of the document around them. When discussing the details of a system, it helps to
tie them back to the overall concepts.

Focusing on what is impontant is also a great life philosophy: identify a few things
that matter most to you, and try to spend as much of your cnergy as possible on those
things. Don’t fritter away all of your time on things that you don’t consider important
or rewarding.

The phrase “good taste™ describes the ability to distinguish what is important from
what isn’t important. Having good taste is an important part of being a good software
designer.
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Conclusion

This book is about one thing: complexity. Dealing with complexity is the most impor-
tant challenge in software design. It is what makes systems hard to build and maintain,
and it oftcn makes them slow as well. Over the course of the book I have tried to
describe the root causes that lead to complexity, such as dependencies and obscurity.
I have discussed red flags that can help you identify unnecessary complexity, such as
information lcakage. unneeded crror conditions, or names that are too generic. I have
presented some general ideas you can use to create simpler software systems, such
as striving for classes that arc deep and generic, defining errors out of existence, and
separating interface documentation from implementation documentation. And, finally,
I have discussed the investment mindset needed to produce simple designs.

The downside of all these suggestions is that they create extra work in the carly
siages of a project. Furthermore, if you aren’t used to thinking about design issues,
then you will slow down even more while you learn good design techniques. If the
only thing that matters to you is making your current code work as soon as possible,
then thinking about design will seem like drudge work that is getting in the way of
your real goal.

On the other hand. if good design is an important goal for you, then the ideas in this
book should make programming more fun. Design is a fascinating puzzle: how can a
particular problcm be solved with the simplest possible structure? It’s fun to explore
differcnt approaches. and it’s a great fecling to discover a solution that is both simple
and powerlul. A clean. simple, and obvious design is a beautiful thing.

Furthcrmore, the investments you make in good design will pay off quickly. The
modules you defined carefully at the beginning of a project will save you time later as
you reuse them over and over. The clear documentation that you wrotc six months ago
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will save you time when you return to the code to add a new feature. The time you
spent honing your design skills will also pay for itself: as your skills and experience
grow, you will find that you can produce good designs more and more quickly. Good
design doesn’t really take much longer than quick-and-dirty design, once you know
how.

The reward for being a good designer is that you get to spend a larger fraction of
your time in the design phase, which is fun. Poor designers spend most of their time
chasing bugs in complicated and brittle code. If you improve your design skills, not
only will you produce higher quality software more quickly, but the software develop-
ment process will be more enjoyable.
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Summary of Design Principles

Here are the most important software design principles discussed in this book:

R N )

. Complexity is incremental: you have to sweat the small stuff (see p. 11).

. Working code isn’t enough (sce p. 14).

Make continual small investments to improve system design (see p. 15).

. Modules should be decp (see p. 23)
. Intertaces should be designed to make the most common usage as simple as possible

(sce p. 27).

. It's more important for a module to have a simple interface than a simple imple-

mentation (see pp. 61, 74).

. Gencral-purpose modules are deeper (see p. 39).
. Separate general-purpose and special-purpose code (see pp. 45, 68).
. Different layers should have different abstractions (see p. 51).

Pull complexity downward (see p. 61).

. Define crrors out of existence (see p. 81).

. Design it twice (see p. 91).

. Comments should describe things that are not obvious from the code (see p. 101).
. Software should be designed for ease of reading, not ease of writing (see p. 151).

. The increments of sofiware development should be abstractions, not features (see

p. 156).

. Separate what matters from what doesn’t matter and emphasize the things that mat-

ter (see p. 171).
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Summary of Red Flags

Here are a few of of the most important red flags discussed in this book. The presence
of any of these symptoms in a system suggests that there is a problem with the system’s
design:

Shallow Module: the interface for a class or method isn’t much simpler than its im-
plementation (see pp. 25. 110).

Information Leakage: a design decision is reflected in multiple modules (see p. 31).
Temporal Decomposition: the code structure is based on the order in which opera-
tions are executed, not on information hiding (see p. 32).

Overexposure: An API forces callers to be aware of rarely used features in order to
use commonly used features (sce p. 36).

Pass-Through Method: a method does almost nothing except pass its arguments to
another method with a similar signature (see p. 52).

Repetition: a nontrivial piece of code is repeated over and over (see p. 68).
Special-General Mixture: special-purpose code is not cleanly scparated from general
purpose code (sce p. 71).

Conjoined Methods: two methods have so many dependencics that its hard to un-
derstand the implementation of one without understanding the implementation of the
other (see p. 75).

Comment Repeats Code: all of the information in acomment is immediately obvious
from the code next to the comment (see p. 104).

Implementation Documentation Contaminates Interface: an interface comment
describes implementation details not needed by users of the thing being documented
(sce p. 114).

Vague Name: the name of a variable or method is so imprecise that it doesn’t convey
much useful information (see p. 123).
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Hard to Pick Name: it is difficult to come up with a precise and intuitive name for an

entity (see p. 125).
Hard to Describe: in order to be complete, the documentation for a variable or method

must be long. (see p. 133).
Nonobvious Code: the behavior or meaning of a piece of code cannot be understood
easily. (see p. 150).
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